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HERRAIE

A3GEIBYN T bash(1) shell <L FI FHIBEARRRFIER.

# <p’’ L)\ b’’ root b’’ 'E‘E b’ 'b’’ ﬁ b’ ’b’’ E b’’b’’ ?i. b’ 'b’’ E"J b’ ’b’’ —nép- b’’b’’ %\ b’’>

$<bll L\)\bllblljEtblIbllEbllbllﬁﬁbl’bl!ﬁblibl’,ﬁ\Ebl!bliﬁbl’bl!Ebl’bl’ ?i’
b’ ’b’’ E"J b’ ’b’’ —uép- b’ ’b’’ %\ b’’>

IBLE shell IRRFMFED TAEMMIRS, BT rIEY, EAFMER shell RRFHEBNIRIZZERRER “Ps1="\s""
M “ps2=’ ', BHERTRNZRFEMI shell RRMFREFTESAE.

-

T2
Br$ps1” EB"$PS2” IRIFEEAY bash(1) ARIAREE,

ERZJEESPITHRE, ARNEDHEIR, W "7 shell PEMAGSFIFHE, #A Enter 2,7

PRF
BRSNS RAERRE —([EREE, RESRRNTEEHE
RE)

R, ELIEEEEREREAY a” F7the”, E
eI AB S — AR ENEEFRIEE, EERENNEGSHEANERBAT 0, BEATREFEELERSE
2ieTs, EEMEREERAKES THEEERBITANMNE, EESEETES O BANERL RERAE
FEARHAG.

FE

BmBRRANGLRAMUNRMARE, REERIXFERNNERE

EXAESES| AIVaR< R ETHRE 5 | SRIEE R TENEFISEITIRC, ?ﬂ%”aptitude safe-upgrade”,
EXAEERS| ARMRERE G ARSI R E 5| SRIGE R TENEFIEITIER, #MK deb-src”,

mLMEREERNERRANFMESER (&), MITFHFIRETIRG, MK bash(), HFIEEIGERERH
AUTGHLRESFER.

$ man 1 bash

manpage E7E] FHF ISR EIEIRPEER manpage HEEISR, U sources.list(5), EFEIFBEBHFALAT 5 RIEEEE

.
1=

$ man 5 sources.list

info page B2 HE5|5R 2 EMITFHFIERIFEE, 1 info make, BFE(MBEBEAUTHGSRENENES,

$ info make
NERAGHEE S|SB RAVFTEN FREEITIZSEE, F1R”/etc/passwd”, EREEESHE, RaUEA TGS RIE
REeENES.

$ sensible-pager "/etc/passwd”

B %2 AG 5| SEIER AR TENE FZ IS EITIZR, W17 /etc/apt/”, {REJBATIING SR AEEHHNAE,
$ mc "/etc/apt/”

BREBE2BFRITEMEFRETIRG, A& vim, FREIUBEA TINGSRENENER.

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim
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—EXIEFT BB X B RRRENME, XHFB GRS SRIERERIITENEF &I TIRET , #1907 /usr/share/doc/base
#0” /usr/share/doc/base-passwd/users-and-groups.html”, BB ER URL R/, ¥ https://www.debian.org,
fREIAIBIBE A T 5 &< REEXAE,

$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz” | sensible-pager
$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html”
$ sensible-browser "https://www.debian.org”

RIFE GRS SRIEERVITEMEFIBETIRG, LHHE"S” Ik, R STERM”, (RE]LABA T o< RENE
E’J BilE.

$ echo "$TERM”

popcon ;R1TE

popconEHIB# AR EZHi G EGESLNIRITE., B TEFHE 2021-01-10 06:32:17 UTC, BT 8@ 178828
HIER BN 26 (BIZRBAILER 197967 MIER

IR
AR amde4 NEEMRIERBAIMEEMERE, popcon HIRESHZSERMLTKRE,

B “V:” BEZERR “votes” B popcon BYEETEANE “1000 * ( ERIEITIE PC LHIEHI popcon 3232 ) / ( 4849 popcon
h, < )”

A “I.” BEBERT “LHE” 89 popcon BUEFEARE “1000 * ( ERIREE PC EHIER popcon B3 ) / (421
popcon &3

pE=1

RITEEELE popcon §Q$§$B§¥E%¥¢@E’\JE MHEHEE, BFSRSEUZERTEE., O, S2ERTET
EERFE L RARTREG S “/bin” HIE SR, HEMBSHESE “noatime” BIBLIEFA RIS, EENRKEMNE
BT “iRZ (vote )’ INEE,

BRI/

BHRTREREREBLHESERNEHEGE. ©EMN “apt-cache show” =% “aptitude show” &< ( EHITE
amd64 PAREEREMEE ) RSN “REX/N, HEMNRTHEMR KiB ( Kibibyte= 7R 1024 Bytes FIEE1I ),

B
BRXNE—E/NEEMEREERRTEEE “FEE” BHNER—EERE, EEaMNKRBREGNEENT,
ETREMNE, EREFEEEERERDE—ELE,

JES=}
BRIMRERE"(*)" RIPEERGBENEERETPRRENEFER T ERIEREROERFRRNRENR,

AR IEIRS Bug

BIRUE XA HIEMEEE, FRE debian-reference EHFHIEHEER, £ reportbug(l), A diff -u” RHEANXF
SRISHE ERIRS,



https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://www.debian.org
http://popcon.debian.org/
https://zh.wikipedia.org/wiki/Kibibyte
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—LHFERERNREE

ER—LEHERENRE:

. BN IREE R
- REREFHRNZHNRZLENR
* KISS (R¥IFHEMB/MIN)
- NEERAPIBEERET (overengineering )
- BIREIRRVHFIER
- B IRERENARREEN
 RTFM ( BEREFMEIEE )
- EREIREIERT, SEMARAR LIS
« ERRWABER root HIBFR, FMAE(ER root
- NERELITRREREERGR
- REBMANEFFERIZRNGS
(AR ERLTLEEZR ) NEBRIEIERTIE
- FERIEBIRAT AV IE N 2 RN ERARA root shell
- MEREBTHEAKEINE (USB MBI, REIXES)

—LEFERERNSIE

{i€ Debian I RRE—LEBE5IX, RAETUENFEREER.

- “I2& Unix, EARMEBHANMERRBIIREC, --- Miquel van Smoorenburg <miquels at cistron.nl>
« “Unix RAERIFH- CEERIZEHETMAIKR,” - Tollef Fog Heen <tollef at add.no>

HEBRNE Unix §2” 5| 7T - LB BIESE,



https://zh.wikipedia.org/wiki/KISS_principle
https://zh.wikipedia.org/wiki/RTFM
https://zh.wikipedia.org/zh-tw/Unix哲学
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Chapter 1

GNU/Linux #F2

BRBEE—EtERALR, MESE-FIFMOINGE, BHARENXERRTENN, BMRYEBCKRE. BT EIMR
ERES, BEFMSA—LERERS,

DebianGNULinuxH £ 58 KBVE&ET R B UnixIRIE R 4R, — B AESEMMIRER R, MYESZRABELSHLAKR
Unix 1 GNU/Linux B9%8{0 14,

BUIEEE S Unix BISCHE, ANERZMRIAI GNU/Linux X1g, ERMEHEMRBBETSERANGEE.

xR
WMRIREEFTEE UnixRAPERB—IRIFENGSITLIE, (R EKEETEMXETHNAS, BPHEIEEEM—
EEEEERTEE,

1.1 ITHISER

1.1.1 shell R

HMRFEZE, MRMFRBLREX BORXGNBAREES (FII0 gdn3), BREGHEEHFNERAE. RERMFHE
WREE foo, MEBHRRERFTHITR,

foo login:

MNRMREZET —(E GUI IRIE, 5190 GNOME % KDE, IBER{REELSA Ctl-Alt-F1 EA BRI RE, BIFFRE BB
Alt-F7 02| GUI IRIE ( ESFBERE2RETXE 1.16 1),

EESRRRAE T, MBARNAFR, flI penguin, ARIXEIERE, FFREAMRHZBLBXROER,

JED=
1B Unix 84, Debian 24 FHAFBMZWEN/NEHREN., AFREEH/NSFEEM. F—(ERFRKRE
BHERKIEETAR, 58\HIAFERIRHA root BF A adduser(8) RI&,

RIGFLAMRIFTE”/etc/motd” FRYERD{SE ( Message Of The Day ) REH%8, EFEER—(EH SRR,

Debian GNU/Linux jessie/sid foo ttyil

foo login: penguin

Password:

Last login: Mon Sep 23 19:36:44 JST 2013 on tty3

Linux snoopy 3.11-1-amd64 #1 SMP Debian 3.11.6-2 (2013-11-01) x86_64



https://www.debian.org
https://zh.wikipedia.org/wiki/GNU
https://zh.wikipedia.org/wiki/Linux
https://zh.wikipedia.org/wiki/Unix
https://zh.wikipedia.org/wiki/Multi-user
https://zh.wikipedia.org/wiki/Computer_multitasking
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/zh-tw/X_Window系統
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
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The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
foo:~$

IRTE, {RFATE shell T, shell BRATIRAVEGR S,

1.1.2 X Z#THY shell IB/RFF

MRMFRET HHEBREERMIX Window System, FIS1EIBE LS Debian FriEE "SREIRIE" FTLZEGNOMER
gdm3, IEMGEZXEBRARGERERSERE, WARNBFBMNBE ] USRS ERAFRSR. £/ wb aTi
TRFaMEBzERE, el MERREFLE,

21 X B FIE1S shell RRTFF, IRUAEEN—(E x KRintREE2R12F, F140 gnome-terminal(1), rxvt(1) B xterm(1), #E
GNOME RHIRIR T, fREJUABLEE “ERARERF" - "M - “4IR"7 RITRILIR,

RER]AE T FTEMNE 1.1.6 HEH.

HEHE-LREAR (W fluxbox ) FHE, FIEERAIRMENMEAREAD, IREERER, A TERRARRILA
EREREHEE,

1.1.3 root BRFE
root RF IR IEBA B FSUISIERFE, BEERFE, (REEMET T ENRASIEET,

« iE. BHMERRS LBEAXE, TEEFIRISXFER
- RERS LEMXAHHIFTR EFER

- RERG LEMISERFRZS

- RAFEBEREMAR

HERETIN root BRF, EXRIEEMEEERIER.

o=

=H
ERAFNEAMALE root ZiE,

JED =)

—EX 4 (BIEEHEEME, W CD-ROM &, EL#f Debian RARAE R —(EXH ) FIREPRETAEE BEIE root
RFEEERSGRE, BATEEEBER T, £ root IRFZ—EPRERNTE, EERNRRT EEZEH X HIE
RAAFANMEETEENRE (2R% 123 T,

1.1.4 root shell 2R
BEER—LEAAECGERER A root ZiE2JETS root BY shell IR,

- EFAERSREMER root (FREAFRER.



https://zh.wikipedia.org/wiki/Shell_(computing)
https://zh.wikipedia.org/zh-tw/X_Window系統
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Superuser
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- 7£ GNOME REIRIE T8 “EAIEFE" - “MH” - “Root Terminal”,
- EEEAFK shell BRFFH@A “su -17,

- EREREFERAFPNIRIERE,
- EEERFK shell BRFTE@A “su”,

- EERTFENAFN—LIRIRRE.

1.1.5 GUI R#EIETH

MRMHUKRAXRELIEEENERZIDAREETLR, ReIE X ZintREESS (F190 gnome-terminal(1), rxvt(1) 5%
xterm(1) ) A root #Y shell I#RFAF FEEE, 2R%E 1.1.4 THFE 785 15,

=

s
KERZURIEERA root 7 gdm3(1) MIERTH FRNED X BERE.

@ﬁgi

=H
KIERNEARERERRISE SR X Window TETAREEMIETE GUI i2F, RRETREERRMIN X FR.

1.1.6 EHIZHIE

TERRFBEY Debian RAEH, B 6 [ERJNIRAVEE VT100FFFEHIIE, FTULAEREE Linux 4 FEE) shell, BRIE(REERS GUI
RIET, SARATCARMHETE Alt @ F1—F6 Z—MREEFRZFIEDR, 5—(EFFEFIESAIEIE
IEERFIRM S AFIRIE, Ef2ZAFRIEREXN Unix i, REZ LR,

WMRIRER X Window System H, {REILAER Ctrl-Alt-F1 EeIEFHEEIE 1, BHMERBHETA ctrl 8. £
Alt $#F0 F1 . {REIUIRT Alt-F7 E1Z] X Window System, E—RIEITERERIZFIE 7,

R e] LAE AR SITIIRE 5 —EEEFIZEIE, fIANtIRINIEEIE 1,
# chvt 1

1.1.7 EHRRUHGSITRRN

FEmLITEMA Ctr1-D, BNERHE FAZR-Ctr - d-$, BNeJEAR shell /&), WIRMRIERNFAFIZHIE, RiF
FREZEFRRIT. BEBSLEHFR “control D” FATABFE, MUARFEIXME shift-§#, Ctr1-D thaJARE
BEAD, &, fREFTAEA" exit” BHHSIT.

SNRARALAS x A& IRIEHEERS (1) 1, RRILAMERIEERIR x ARinREESRE .,

1.1.8 ERFEERLGA

BRI EMAIRICIRER K —HK, Debian BBNFHMEFEIEE TXHEREURSHARE, RLESRELT 2
FRAREEEERIATE, BB RNEEEG AR RES R TBYE, MRRGNERIEEETA, 3
ERFAENEEEMAARER. (BRI, (RAEFEEHEBREZRIZTIRBENE, )

TEEZAFPRIELNT, AIUERGLSITRARMR,



https://zh.wikipedia.org/wiki/VT100
https://zh.wikipedia.org/wiki/Cache
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# shutdown -h now

HEERPKRNT, rAINERGSITHER R,
# poweroff -i -f

246, MNRHE “/etc/inittab” HEEB “ca:12345:ctrlaltdel:/sbin/shutdown -t1 -a -h now”, BRFEF
{REJLARRT Ctrl-Alt-Delete (ERFZRTZ Ctrl #. £ Alt #% Delete) XREAH%, 2R inittab(5) BENES
4mEf,

285 696 T,

1.1.9 KIE—EIEEIZEFIE

ST —LBRENE (HU0 “cat< TERINXG >7) &, BREERIE, RoJLAEGRSITEA “reset”, {ReJREEE
ERBELBITEMANGS, MBeJLAEA “clear” RER,

1.1.10 ZEBEFHVEEINERGE

ANBEFIREIRE, FMEEFIT Debian WR/NEKEFHI, BHEBEER me F vim A apt-get(8), HYIREMS, NEE
FﬁE"Jo

# apt-get update

# apt-get install mc vim sudo

MRMFELZRTELERHE, BEASERNREBERETE,

ERETS) RITEE K/ [ ER8H

mc V:59, 1:236 1482 | XABANEZREXEEES

sudo V:563,1:806 | 4555 | ZAEBERAFE T root ERRIVER

vim Vi106, 1:398 | 3231 };im)x XA 4REEzS Vi BiCERR, —EREFENX A MRiERE (128
vim-tiny V:62,1:970 | 1553 Ei“i)x A RRERR Vi,

emacs-nox V4, 1:17 18364 | GNU IEH /) Emacs, b~ Lisp HUIERE X 74w iH 28

w3m V:31, [:284 2289 | NABRANRBHEEAES

gpm VL, 17 530 XA FIE Unix AERFIMEEEE (738 )

Table 1.1: BBHIX A EXIZFEIIFR

RRE-EEERXE, tR—EFNESR.
Re] A T ENGSZRELE,

# apt-get install package_name

1.1.11 ZESNFEFBERSE

MRGAEAMFECHERFRFRET FTENKRE RS, MAUUNERATEMNARIRIEZ—BEREAFEKS, LR,
RIZ—ERFRE fish MERSR.

# adduser fish



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
http://packages.qa.debian.org/s/sudo.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
http://packages.qa.debian.org/v/vim-tiny.html
http://packages.debian.org/sid/emacs-nox
http://qa.debian.org/popcon-graph.php?packages=emacs-nox
http://packages.qa.debian.org/e/emacs-nox.html
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
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ERES) AT NI L:

doc-debian 1:854 166 Debian IEEX1&, (Debian & RERE ) fIEEXIE
debian-policy 1:36 4306 | Debian TREEFHFIAERESIE
developers-reference 1917 | Debian B EREHSHIER

maint-guide L4 987 Debian Fi#4EEE F M

debian-history | L1 4285 | Debian IHHESE

debian-faq 1:849 817 Debian & KRG8

Table 1.2: M EUEEUETIR

[B1 & R A e,
ERRIE—ERRE fish BIFERIR. EIRRB MR, RRIER TENGSMRERERFERRNENAFERR,

# deluser --remove-home fish

1.1.12 sudo fi2E

HRMAMEBAE TR, FINETEELAEN EMSE Debian R4, BRWEMEE sudo(8) RIEBIIFERFS
(BIENAF penguin) REHAFRFEEMIE root BIEHALIES 12 B MR,

# echo ”"penguin ALL=(ALL) ALL” >> /etc/sudoers

#9h, SJAMER TGS EIEEFERARE (FIGIAF penguin) EFHMMIESEIEEER,
# echo ”"penguin ALL=(ALL) NOPASSWD:ALL"” >> /etc/sudoers

BERIDRHFEENERF TIFFAEE—ARFER.
H

AZAE TP RERERNEEAFES, HECEENIERENRARSMIE.

@ Ny

FEERGFH, BFE penguin BZRERERIFEEH root BRIEZIGRE 2 MIRE,

[

AV
@ FEEEERT, SESEREE TIRLEES THLETRAEEIHBIA. KEFAZBMNLBITHREE
ERFISIRBVBREIEITEIR (FIAN4R FFIERR ), FRIFMFIERS T IRELBIEHRIEES.,

JES =N
BTHIMWRBNXHRUEABER, FEZEEEA BHERHIMEARGIMAZER root EIR, KRB
sudo(8),

IR
fE & H AR B E 2 AIECE, sudo(8) FJAR F—EHZERA LHWHECAFBRMNEEZERMAHE root Zi8, 18
B NEMHESEEESNEMETEEER, RAIUEBRIZEMAE, 5—7HH, Re]ENMMEMAABTERN
FERR,



http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
http://packages.qa.debian.org/d/doc-debian.html
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
http://packages.qa.debian.org/d/debian-policy.html
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
http://packages.qa.debian.org/d/developers-reference.html
http://packages.debian.org/sid/maint-guide
http://qa.debian.org/popcon-graph.php?packages=maint-guide
http://packages.qa.debian.org/m/maint-guide.html
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
http://packages.qa.debian.org/d/debian-history.html
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
http://packages.qa.debian.org/d/debian-faq.html
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1.1.13 ARG

IRAEREZERIFIN Debian R T, REMERIFBEAFRBHMASEER,

IERER Debian 24 (AMERABLE ) SREBEE NSRRI LLIFFERFHARISAMIR, E2%, "TeMA
B-LRREUNA, EFROEERBENANEZFEFEE—H, MEZERE Debian T2 FM,

HFEATERFAIN, 1€ Debian RAREF—IE 4H Unix RIAREE,

- 812 15 (EXER)
< % 13 T E&ERAR)
« % 14 T ESHN)
« 8 1.5 ¥ (shell #l)
- 8 16 T (XAEREAR)

1.2 38 Unix XEZR4%

£ GNU/Linux FIEfhE UnixiRFRATR, XEHRAME Bz, MEMNXGMBERHIREN “/" BRIOEXMHE.
WERRRARBMRMFBELXAHRLE, SBERME—RE, BRCIEREBRE,

IBLESHH B 8% 0] AST BUE Z {BRR B . mount(8) AFIERE R B LI EIMX 4 R AME I ERNXHE £, Bk
9, umount(8) IEEHR A, EEHIA Linux NIZE mount(8) HRLELSE, B UEXHEIR—I54HER 5B I
75, HEATUEXHRGHHABLZN. B0, ERE HATHREN, HEEXAFRRSZFHFIESEIRER L

#£/usr/share/doc/linux-doc-*/Documentation/filesystems/#%Zl,

Unix R4 LB %, FLHMARZE LIUMXHAHR, REKER, EEF Unix R L, REMNERENZEMMS, Fu
‘A, BRE—EXHRS, TERMERAHESEN, EHEI Windows RiTR—(EEXKEE,

1.2.1 Unix X&ER#
THEE L Unix STEE,

s XEBR EHARNER, BFEER, *MYFILE” #1”"MyFile” @B,
- IREFEFRENEHRGNIR, BENBE “/7, FEIETIR root BEHNZXEBH “/root” JBET.

- BEBHBE—(EEF, ERINEERFEERT /" UIMIFR, REFZEHF. EMEBFE /7 (BF “#
8" = REERT) LHETERERR.

- BENMASESHREE —ELREXHR, BHXHR, NBE, RKIEFLALCAKBNERIEMmEEREER ix.

E={E#FER R &,

- FIEM2REXHR “/" Bixkn, TEESEERXGEZEE—E “/". £—@ “/" ERIEEBH%, H
fiufy “/” ARSRIRENTFER, HEIEEREMNAD, NEBRXGNERE, ELEFTEESARR. ATEERE
2REXHZIEEBIF: “/usr/share/keytables/us.map.gz”’, 7@, AFIHIEENESE “us.map.gz” &
BEBXHR.

- IREFBERSHX, HlI0 “/etc/” M “/usr/”, BEFEHMKANHESHFEE, BII0 “/etc/init.d/” F
“/usr/local/”, ZEREMM “BEE", FRIME—BEBHXHERBRMMK “/" ERENEIEBES X (—EX
) MERH—IRIRE, FHEBIAFMREEE, MIFRERE—EESAEEREAN "KE" #1—EE, &
EEMNERES (“/7 ): EitFEFEREHEK, It —IRREHERT —EXATENES, hERHKREKEE M
§§Z§%§ﬁﬁ$%?ﬁ$ﬁﬁﬁio FEZIBRLEER “. . /" HAKE#EK, EEFAEREAREMEURRNGE, N5



https://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
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- W —EYIERE REE—EARENERBERREEBEMRED. EARREIRRT-11, CP/M,OpenVMS,MS-
DOS,AmigaOS, BA Rz &X#Y Windows, L*bgﬁfﬁﬁf—ﬂﬁlﬁﬁﬁ“’ﬂﬁT—ﬂE 1%%?, tegnc:\7, (BEWILL, B8
RIREREFES A TYIERBERESHNXGRAN—7. 28% 122 1, )

B
HARPI UEXFRZPEREENFRRE TR, EREEREA TERME —EIRERE KRIFBRER—LEw
LITREBSEEAREENTFR, LLN=H, RRG, RITH MEENERFF {0 () [ 17 "\ 7/ ><|

;L #A % 0 S MRGEE-ERDERFNGR, LLRIFIERZEZF AR, EFAFM FEIR. (RBaIE
BEFNEFEAE, BEUXKEBERRE LLIER LikeThis”. LEBEEM Linux AFEBAEREXSHERRE

Rz,

ES=

EfE"root” FJREERRR” AR root” XRR" RE 8 (root) . BZIRIE L T XEECHAE.

IR

E557 path MERTESEMREXHFR, thake SHRMEE BEERTEENEERRFTEEB LT ORAME.

RAR BRI RIEF B BRE XA MEBIRIZE (?/usr/share/doc/debian-policy/fhs/fhs-2.3. txt.gz”
#0 hier (7). fREERXECEU TR — LR EEEHBEEN TR

Bix EE3E}ES

7/ RE &

/etc/ ARG EENRIEXH
/var/log/ ABBEXHF

/home/ FrEIEFERFEFER

Table 1.3: EZHIRHIAIRIIR

1.2.2 XEERBERNER

Z82 UNIX RERYEHE, Debian GNU / Linux B R ARV IZEURRETFRIBENER N E MM RETFRMB L, Mg
BIRE, MEHEMNERFIKRHREUR—HHFRERAE “/ dev /7 FHE,

BEER. Bif. SdREE ( *EFﬁﬂEI&EF“ﬁI#\;éHE’JHE)‘SZDeblanGNU/Lmux%“EJ:E’J#%EE&%%B’E—{IEHHM
inodefEF4EHE, WA T HABRAEME, PINBBECENERE (EE) EBRNE, RE—XVHERE, FF, €M
BRABRREERABPIVEZR KRG Unix, IRAHY Lmux$Z/L,\EU#|-:J_1|EIEE'E%JJ“JTS‘E?EE#F RE, EEZEE
TR CIEAERITIIEFIEME I AEER R R RE,

SEHYIZEERNNIERNR —MREIEREERYN, AEEAFAFIREERNGSHITZ T2 ANENREEITE
BREVIRIE, BEERTNEIRE G HEEIETERMNSHR MR ABIRRE NIZETAR.

’R
INRIRFEZHR XA BIFIYIEE I 2 BB ERAER, RNH2E0EIT mount(8).

1.2.3 NG ZRGHER
$8 Unix RSB R SRR E B0 = EI R ENAR,



https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
https://zh.wikipedia.org/wiki/Microsoft_Windows
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions
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- BREENANAF (u)

- EEXHREAENEMAR (g)

- FTEEBIIAF (o), EHEEE "HR" 1 “MEAN"
XK, SEHEEMRET T5UEME,

o (r) ERAFBEEREXHHIAR.
- AR (w) ERAFAMBEEIXXHRE,

« ATEIT (x) ERAFABEEEXHEM—(Em<ET,

HIRB RS, SEHERZRLEFTIEF,

- i (r) ERAFAEEILBHRANRE,
- A1 (w) EMRAFFAEERNMIRE HFE@HIX M
« ATEIT (x) HEFRRAFFAA B &I B BRI,

EER, —(EBERMNATMITERERENMEABERRRNXXMG, ERFERMPANENE, FIINA/NFUERESE,

Is(1) AR B SNERESR (B2 ), SEITHRF

- XIHEE (F—EFH)

- XHFRIIAMERER (9 BFF, =@EFrFHEM—HE%BAR.

o HEREREINFRIREHEIEEY

- XFFTBENARR

- EEXAATEIAER

« LWFRF (FH ) BREMESXGFERN
« X9 H HAFNEERE (mtime )

- XFHBF

Y17 SBIE, ESRATEIERELRTIER,

M., HthIEFRTR)

& B3]

'-N}

EiEX

EE;

FToRER

FRIEEE,

RERIEENES

AERA Pl

0n|IT|T|IO|—~Ql:

EETF

Table 1.4: “1s -1" EHME—EFHIIR

chown(1) FH2 root BREAZCISXAFRIFRE &, chgrp(1) AR XHARIPTBEEL root BREIEC XA FTERIAE,
XABIFTBE &K root BREIECSIAFFIX R AVEHFERERR, BIF—{E foo XHFHIEARTEEU T,

# chown <newowner> foo
# chgrp <newgroup> foo
# chmod [ugoa][+-=][rwxXst][,...] foo

flgn, fReICARBB R EE—(EB s AF foo FTAE, i

chmod(1) A%
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# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rX .

B = (B N4 KA REPR (L,

« Set_User_ID {iI (s 3} S Z#FHPM x)
+ Set_Group_ID fif (s =% S &AM x )
- FHEN (tH T EBEREMBAFMx)

BE “ls -1" HBLUMNBHEARN, WRSLHERERE TEIHTU, MERRKRE.

B EFTHITX R E Set-User-ID % R FF—ERF A E S8 ID ETIE@E T HITXHE (FI40 root ), FEUAY, 45
— (BRI EITLAHERE T Set-Group-1D G SR5T— B S A A HI4E 1D iE1T52 X4, (15130 root 48 ), HAIELERER]
fEslie 2 EfE, EREMNHRFEEBRIMNER.

E— BB LRE “Set-Group-ID” 7§$TRIE BSD WX AIZSEI, FTETEEHREERAIZM XS B #ATERYA.

H—EBSRTE “WE" BREZEFRANERTREMEE 2 —EEAEMR, 2 T7TRE—EESK “/tmp”
ERMBARNRHEHEBENEFR TERATNRS, MEERRCISIE, ERMEMERRREMTM. T8,
ZIEFE ] MRIE B HE T B S B BT T ENERAE MR YT —(EE R AFER,

ERBLVEFBIIXXMHERDIF.
$ ls -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, 0 Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) B 5 —EEER N RIEIAERTTPI ., EEFEEFENER 3 2 4 67/ \EMH (KA 8) B,
e Bz
E—ETERF set user ID (=4), set group ID (=2) F[ sticky bit (=1) ZF
F_EHF read (=4), write (=2), 1 execute (=1) R ZF0, user FHF
E=EHEF B E, group
FEIOEEFAL [ E, other

Table 1.5: chmod(1) S XA HERIIEFIE

SIS RREMER LHEEME, NMRMFIE “1s -7 SSHHmangs) (2-10), M TEMH] (K% 2) RNER

RUFRIRE (-7 &AL O, “rwx” BAL 1), fREZFIAIERARFRIVENRE 3 URFEERF TN/ \EBURRTR,
B FAGF

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ 1ls -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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N
MRIRFETE shell IELEPHM “Is -1 BERWEN, REZEMAEBAGS, 9 test(l), stat(l) M readlink(1),
shell REE&<, W “[” = “test”, mIEEtHERAEI

1.2.4 EHIFEERFFEIE: umask

RS eI HERG FE PR 2 B I8 3R 52 shell WE RS umask BIPRHI, 2R dash(1), bash(1), FIRE&HZ (7).

(bll *E- bllbll 75'% bllbll Eq: bllbll EJ' bllbll E bll) = (bll %—E bllbll ;_R bllbll EI‘J bllbll *-E-
bllbll $ bllbll %—q; bllbll E_l— bllbll E bll) & "'(Umask bll 1E bll)

umask 1B BEIIRIRE R T EIRE BRI =23
0022 rW-r--r-- STWXT-XT-X EfMEERETS
0002 -rW-rw-r-- S rWXTWXT - X EmEHS

Table 1.6: umask {& 225

Debian T EMEMETLAM (UPG), S¥—EHEMEIEIARMISEH R B UPG, UPG HEFHIE
SENEREER, SEEMAEREE UG ME—RE, BXEEEREDEECHUAMLE, I umask REM
0002 HEERD T, (XL Unix #9879, EMEHEEMERETI @ users MAREHERIME, H5H
BT, HRELEEE umask 325 0022 E—(EFEH )

B
EIAE “umask 002" BA ~/.bashrc {EERR UPG,

1.2.5 —HEERAENFEE (48)

AT EAHEEERE — (S EERE, SEEAEEEEAER “sudo vigr” 4##8 /etc/group LAKRER “sudo
vigr -s” #8¥E /etc/gshadow A Z&ZEMME, FEEEHZEEHEAN (T “exec newgrp” ) AR
MR E,

==
5%, {ReILAB@HIE—1T “auth optional pam_group.so” Z| “/etc/pam.d/common-auth” CAKERE
“/etc/security/group.conf”, {ESESEREBIRHEMEERAETME. (2RE 4 &)

£ Debian R4EH, BEKERS —EER. NRME—EEAERFHEAFEERENIRMEE, fI31 CD-ROM F USB
i, (REEREEEERENRERENNE,

—LEZZMNHRRRRENERTEMERTE root FFAENRIRE LS EMERIEE,

"R

REEZEBR dialout HESATIUNELERNESMRAR, BRINETERS, FF BUR root FAEE
“/etc/ppp/peers/” BREEHEIN TIETEREERME, MRAEZEHIN dip A, FeTLLEBEER pppd(8).
pon(1l), BAJK poff(1) AR EITHESE IP EAE R ELEZEEMIES,

RLZE ZMHARRUERTTEMIMERT root FFAERITRENG S,

HAGIRENERSANTEYIR, 2B Hbase-passwd BIRHEAY“/usr/share/doc/base-passwd/users-and-gt
H, BRiMRAN “FEREFMA",

FRAEFMBERAINERERS, 28 passwd(5), group(5), shadow(5), newgrp(1), vipw(8), vigr(8), A pam_group(8),
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4H BEASIEES A3

dialout mé&ﬁhﬂ’hﬁﬁ%?ﬂiﬁﬁ("/dev/ttyS[O 3]7)

dip g =R 4

cdrom CD- ROM DVD+/- RW %ILTEJJ%E

audio BiEE

video REE

scanner RS

adm ARERERE

staff —ERARVIREETIFIBER: “/usr/local”, “/home”
Table 1.7: BERIERABMAHRBIRHBENZRAYTIR

4 BHILEES

sudo AEEMZE#HIT sudo

Lpadmin BT SCARENRESHERIE. Bk, BIRINRE

1.2.6 BFREE

Table 1.8: ERZMHRRRUABIFEGLSHITIAETIR

GNU/Linux X {45 = &35 185E 3,
b= Fidl & (BEE L Unix UERE)
mtime XFECREFE (1s-1)
ctime NEFREEREERE] (1s - 1c)
atime N RERAERERE (s - lu)
Table 1.9: RS E{ERIGIZR
EE

ctime N2 A RIZERSRE,

=z
R

atime 7£ GNU/Linux &4t LI E B A TREFIESE £ Unix B9E

EBEAATREL,

- BEEXXH,

EEZ T ER mtime, ctime, F atime B4,

- REXHMFMEENEER, AFXE XA ctime F atime B4,
- EEE LR Unix REEH, BN —EERGIIEER atime B,

- E—EEER, SNEIERM atime B1E; 7 GNU/Linux R4 L, SEEEEHF

BEMERT.

« YN8 GNU/Linux RAAERIERAGKER relatime”

REMER “strictatime” 5%

XEETE

BIEHE, F—

A
s

sy ERE1LFEE

A

, HCNE

il
ang
N

ERM

atime B, (¢ Linux 2.6.30 BHARIFEERITA)
« Y1R GNU/Linux RAMERRAEA noatime” #E, RIE—EER, FTSREEEERN atime B,

=z
R

RHTHEERENERER
AT strictatime” RIE, BNfERGEIVERBIRIFEMHFEZEEN atime B EEEBNFERSE, ER
BT mbox(5) EZUIMIR A

BELIRTHER R GBIEREE, Fig T noatime” f'relatime” EM{EE NEIE, Y{E
atime Bf%

Zl, #¥155%F mount(8),
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£ touch(1) F L EX B FAEIE RAVBSRIEL,

HRRSER, s MERAEIERERE (“fr_FR.UTF-8") HEMER (“c”) RE.
$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0@ oct. 16 21:35 foo

$ LANG=C 1s -1 foo
-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

"R
2%E% 925 TAEE “1s -1” @,

1.2.7 &4
EMESEE—(EEE “foo” BT —ERRNEE “bar”,

- WEELS
- HIRBIEREERE
- “ln foo bar”
o FISEEAEDE symlink
- BREFIEE S —EERMIFHRIESR
- “ln -s foo bar”

2R TEARL, rmsLERPELHBIECTAMAIZER,

$ umask 002

$ echo ”"0Original Content” > 1 foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo
$ 1ln foo bar # b’ B b'’b’" E bbb’ &H b’

$ In -s foo baz # b’’ £F b’’b’’ 55 b’'b’’ E b’''b’" & b’'’

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar

1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> 2 foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo ”"New Content” > 3 foo

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar

1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> 4 foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

BEAFI ATEE —EERAMMELL, WHARE—E inode 5%, HIs(1) % “-1i" EIBRARH.
FHRELHREBELRE “rwxrwxrwx” FHERFRERTEIE, MLEEAIFAR, BROENRETFIEHTERE@AY

P [
EERMETE,

AV
@ PRAEREIFEEFIER, SAARZRT —ERMNMFRELASEEGEREREIFER, MRELIEEES
AR ERIER R R ESARAVEREE,



https://zh.wikipedia.org/wiki/Hard_link
https://zh.wikipedia.org/wiki/Symbolic_link
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il

ES
BEERMMREGILERREEESE, RIHFE—EFEHEREES.

“7 BRESITHRENBR, EIEFEERMEARIE 25K, . .7 BRELIIREER, FItBRMESE
F&= #iB0F B $kE9EZII MBI,

WNRARMIHE Windows B E Linux, fRIRIRAGER Unix A8 R ELIBEFL Windows RIEERY “REFFHX" BSEE
DERETH), HIRERERRARPTEIRN, BEREFEIELERRFRIMERZENER, EEEFEEREIRN, ER
MEEEZEH,

1.2.8 mBEEE (L)

mREER—EREE—RIER, MICATKETIER, EXZ—IHER, FHiLt, EWRER FIFO, BEESLE: F
REEERCHEETNRESES —IRTHR,

MRH—EGREEETRBAERE, BANBEATHRELL, EIBANEMEEETHEBEINLR, BEEBERERH
FRRBEMUERRL, EENAKNGEET, ENFTFEN, ERRERMER®IE, & shell RHAY” 1] 2”5
EINEE— KR, M, —BEEERTRE, EMERFMIIUALER—EHFSY, EEHE—EFERENT. EER
UNIX M—{BIEE R E MR,

ERT6F

$ cd; mkfifo mypipe

$ echo "hello” >mypipe & # b’’ 5% b’’b’’ Z| b’'b’’ & b’'b’’ E b’'b’’ # b’'b’’ 1T b’’
[1] 8022

$ ls -1 mypipe

prw-rw-r-- 1 penguin penguin O Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello” >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.2.9 EiEF

ERFHEZEARFAEMNERERET, ENETFEAREAE, THEIMNGREE (FIFO) BEAFREFZEE
ELEFEMZEETEMRIR, HNERT, BEEFASEER—BEHNT, tRFAEERR—EREFNTFIER.
EREFEEM (IPC) H—EEE, EFRNKIRTESERARZEEEARATHZE, RERNWMER FRREKRE
7 1 UNIX I EEF,

=R
‘i@ netstat -an” LA URAGENBRARELITHATHRLEERT,

1.2.10 &
NENHEIERANYIENRENERGE, WER Bt BERE B8 ERNEN—(EFR2EIE, B

“/dev/console” Rk,
SRIEX G EmIEED,
. FEERE

- BXSA—EFH



https://zh.wikipedia.org/wiki/Named_pipe
https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
https://zh.wikipedia.org/wiki/Device_file
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- —AFFEFR—(EFE
- WgEss. &M
- IRERME
- BBEAMNET-R, EITHE
- — B8R > —E=F&
— YFEARE...
RE] AER R, BERXFEIAEE 2 TEGISIR, BMEULSRRLBAEZMIELS, BXHERASBIR, Bie]
DAE BNTE LA IE RS, thal, (RPIAAS SRS B NITENRE “/dev/1p0”, HEKANBRAGLEXLIEE
MO “/dev/ttyse”, B2, MRIEBLREEHIOTR, BRI EEH—IHREH#, FUZRRID,
EF=)
EREEFTENRE, £ Ip(1).
R IERVEN R BN T UBB T 1s(1) 158, WIFFIR.
$ 1s -1 /dev/sda /dev/sr@ /dev/ttyS0® /dev/zero
brw-rw---T 1 root disk 8, O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, O Oct 16 21:53 /dev/sro0
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0O
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero
- ?/dev/sda” WE:RETRRE 8, KEREIRE 0. EFJLAE disk BHMNAFRES.
« ?/dev/sr0” WE:RETER 11, KEREIRZE 0. EFJUAME cdrom ZHMAFE
- 7/dev/ttySe” BEREIRRE 4, KEHETRE 64, EFJUM dailout ZHMAFER.
- ?/dev/zero” FIEREIRE 1, KiEFRRE 5. ErIUHEEAFER.
IR Linux 2R, BE"/dev’ Z THXHZRAEBENH udev() HHIBET,
1.2.11 45RIRREX
BE 4RI RERE
B e BRI 25 $ma_
/dev/null &Y RE "XHLZEFH (EOF) ©
/dev/null BEA HRO (—EBEENEESERM)
/dev/zero B0 R[E"\0 ZEF19 (B ASCII FHVELF 0 AN[E )
/dev/random sy REMBENEESDRO—EREEFS, BEEM (&
o= ,rE )
/dev/urandom SEEY KEEE 2 INZENRRE =T e R O] —(EfEEFR
/dev/full BA REEEER (ENOSPC) &%

Table 1.10: 45 RIERMEXETIR

LR ERBE XS EH shell BBEEQBSER (285 158 W),
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1.2.12 procfs F1 sysfs

procfsHlsysfsMERSI A R4, 7 RIMESL”/proc” #17/sys” 2 £, MARPNBIREERELAFZ[E, &R,
BEERBRERDN, TR T RABRRBRERRETHHEZM,

Bi#x”/proc” BEEIEEETHERRHIT — flﬁl?ﬁ&%, BB FIEEEZZHN (PID), EZEBIEREREENR
MIH, WpsO, ATUKEERFEBESES.

»/proc/sys” Z FHBEEk, BT JUENELANZETSEMEO, (RHETUERAZFFIRY sysctl() mLiEek, HE
(EREEMNS/RE G /etc/sysctl.conf”, )

EAFIBEIEESRI ARG /proc/kecore” i, BEEERKLE, SEXHRMFINEMAERNNMIZERSZ, E
WARRERAZ, ER—EERXH, EEARREAT, FMUTBEOEHKRN,

»/sys” WFTHBE# B8 T RZaHIWEIREE, EfEN, UREMZENEE, ERBHES TiRERLENZ
BITE 2 EMEO,

2% proc.txt(.gz)”,”sysfs.txt(.gz)”, AR EIEREAY Linux WAZ3X4E ( ”/usr/share/doc/linux-doc-*/Doc
B #EH linux-doc-* EREEIIRH,

1.2.13 tmpfs

tmpfsie —EERRS IR 4%, ENXNEEREFEERANTFR, VES, MRAFELEFN tpfs BB BEH IR T 1FEE
PRRBRSE,

REEEEHAREER, 7/ run” BERHEE umpfs, SRENE"/” HEBERE, ERETUREAN. ER@EENHRE
T FRFREZRE, [ERFBEX T Filesystem Hierarchy Standar2.3 ik &5 BRRY B #R & :

« ”/var/run” - ”/run”
« ”/var/lock” = ”/run/lock”

« ”/dev/shm” = ”/run/shm”

22F7tmpfs. txt(.g9z)”, XENMIH Linux ZXHE ( ”/usr/share/doc/linux-doc-*/Documentation/filesyster
Btz F, BHEEE linux-doc-* 2,

1.3 Midnight Commander (MC)

Midnight Commander (MC) & —1{@ Linux Z iR HE 4L IRIRIE T GNU IR I ET)” . EAMFMREMET —EZEE
VR IR(ERAEER, EESNEEERTEN Unix <,

RR]BE R ERE THMND S RELEIZES” mc ” B Midnight Commander &

$ sudo apt-get install mc

{3 mc(1) @52 BRMEIZRBIEE Debian R4, ERKRFHNBELN, FEAFTRMNDEBEHENREPE - LREBIANE,

- 7/etc” REFBR

« ” /var/log” REFB%

« ” /usr/share/doc ” REFH#%
” /sbin” #1” /bin”



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
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1.3.1 BEEMC

A THERH MC HEHRERE L cd 2IHEB#R, FEFIENR~/ .bashrc” B2 —EH mc BIRHINIESHE.
. /usr/lib/mc/mc.sh

1818 me(1) (FE”-P” ZIRHE) MRE, (NRFAEEEMPOSERABERN, RAIUHERRERES)

1.3.2 [R4&IMC

MC BJBAIERRRRENEE 2R,

$ mc

MC E@RERE T ENEREF, BItMREEAEEELE], RFER F1 M URERENNE, RRIFER
AR EFINEER M A LAER MC,

[

ES=
R L4 IRtb Ul gnome-terminal(l), IHEEERVIREMIZN S IEESMARIRTETNREEN, 7 gnome-terminal =] A&
I®B"Edit” - "Keyboard Shortcuts” 3EIE:% E R | LSRN E,

MRIFEENFITARISERE, BERLREZENS, BB -a” 2 MC a< FIsET B BNIE Rt 8RR,
IRERTHERR MC HRIBERREIRE, AJMASESE 946 .

1.3.3 MC XH4&EE

FRRRMME R SEREE S TIERIIR, Z—EAERANEARREGERER” Bl REDUERTRBTEEM. &
FTRE-LEVNENRER, TERZF gpm(8) MITHIRHE, (RERIAEFTRESIERBRRIRE, (E MC EE&TE
HllF18E_EIRAFRIRFIR — E BIRLE shift &, )

RIERE EHEINRE

F1 HEXE

F3 RESEES RS

F4 A EBAREE R

F9 A N HLEE

F10 1R Midnight Commander

Tab EmEEOEEE

Insert gg Ctr1-T AR ZEREFNELER, alK

Del MERER (F2-—-58E MC AEZEMFRERN)
gt BEE

Table 1.11: MC 1REESELTE

1.3.4 MC &< 5i%I5

- cd MLEEFNERFNEZB R,

« Ctrl-Enter orAlt-Enter ¥#BEERRHLF, £ cp(1) F mv(1) MBS RETEE,
-« Alt-Tab BERERBEIHHE2RT.

- BBHIE MC <5 BFILAIRERMWR B, F4W, "mc /etc /root”,
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« Esc +n-key - Fn(ie.,,Esc+1 - F1,etc.; ESC+0 - F10)

« $ci% Esc RFIEIRSIR ALt 2—#%; 5130, 8 Esc + c FIERE Alt-C B—HM, Esc #EA meta i, GIHEDLTE
ZE"M-",

1.3.5 MC NZP4REE2S

BENERERE-EEERNBLEAR. # F3 MAREEEREY, BE F3 BEEKBISREER, 2IRATC
BENMRIVIAR, £/ 6 IZEBIMZIERNHT F, S ARERERIEMFZ . F2 #FFER, Flo Bh. 2
B RE A EE AN LIF,

MC #¥8 33 7] BAEL A FHEIAYAR < 73 TVRRED,

$ mc -e filename_to_edit
$ mcedit filename_to_edit

BEAE—ESHERERR, EREEAEMAKKRKEINERINR, EMEREEER, FEMET AlLF <n> Ri]#H
KE ¥ 4% Ui It 35 A3 File — Insert file” 5%%”File - Copy to file” RBENF,
M BN AR EE 28 7] CATR M R R EE 2R B X,

Bk, FSENFEHIRIEEE SEDITOR 3 $VISUAL HKIATE 4REERAVER, MNRIREMHEFERA vim(1) 3t#& nano(1) 2R
BEtE, (FEFEES TEMERXBIMA"~/ . bashrc” K mcedit EITRE,

export EDITOR=mcedit

export VISUAL=mcedit

AR FTRERIREFIEB A vim”,

WNRAREERA vim(1) ARNETF, (RE]CAERERS R4 AR meedit(1) REITTAE,

1.3.6 MC AZRHR1RES

MC B2—EIFEEENRRR, ER—EEXMTFHREXFNF IR, HEEFEMAERE/usr/share/doc BixH &3
ExR, ERFAEAE Linux BFMERAR, SEERIER]IEE T 76 <SP aER —EREERE.

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 BEIREI MC

EERPEADE, AEENEIREEERNAT B1R% 93.11 1), ER MC —BEIFEHENAE

FEES B EE T
- EIEITIER HiTHm<
EHEIXH S e T ]
html B BENRHEERS
"% tar.gz” #1”* . deb” X PEEANTHERRFER &

Table 1.12: MC H¥i [0 E5 iR AV L fE

DRELmRRMERERTHEN, TRENERTEAWERERTNIT, £ chmod(1) B MC {E5EENE
ftFIBIIRRE,
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1.3.8 MC Y FTP ERIERR MK

C BEZRfEA FTP BB AIS 4B RIE R AIBEFL Fo, ABE N p” JREUA FTP EHIER A M55 username : passwd@hostnam
RIRZ B A URL, SR E G At B 8k — RIS TRI= I B i%,

s Z BHRY’[deb.debian.org/debian]” 3R;2|EE Debian 1G4 4E1E,

1.4 %8 Unix TFIRIEEMR

EESA MC ZARB ] BERRMIEMEIS, B2ZR shell B TNERAGSYN TEBRIEEEER, vJUBREBHNEIE
Unix TFIRIE,

1.41 ZEA shell

{RBIBAIEI@ chsh(1) BIZ{REIZE A shell,

48 mITE K/ | POSIX shell | 37AB

bash V:791,1:999 | 6469 | Yes Bash: GNU Bourne Again SHell (& EHUIZE)

tcsh V9, 1:29 1316 | No TENEX C Shell: —{& Berkeley csh FJIE5&@fR &

dash V:907,1:992 | 221 Yes Debian Almquist Shell, B shell 5515

zsh V:37,1:73 2442 Yes 7 shell: B Z EERYTEEE shell

mksh V4, T:12 1469 | Yes Korn shell BJ—{ERRZ

csh V:2,1:8 343 No OpenBSD C Shell, Berkeley csh FJ—{E[RR 2

sash V20, 1:6 1054 | Yes BPZEELHI Stand-alone shell (ERBRERE
#9”/bin/sh”)

ksh V:3,1:16 3284 | Yes Korn shell D E 1FFY AT&T FR7A

rc V:0, I:2 169 No AT&T Plan 9 rc shell —{EEIR

posh V0, .0 190 Yes Policy-compliant Ordinary SHell RIEFERIIE 8

shell(pdksh jR4E)

Table 1.13: shell 27T

R
BIRME POSIX RFEAS, BIOPYE shell BHASHMEBAEGHSEABEL, TATURE, MEHHEHEM
PHISH,

EARKIEHR, TEITURY shell #8235 bash.

1.4.2 ZEH bash

EeIZRMY bash(1) 174, fER”~/.bashrc”,
ERTIEF,

# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then
. /usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then
. /etc/bash_completion
fi
fi



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/zh-tw/Bash
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon-graph.php?packages=tcsh
http://packages.qa.debian.org/t/tcsh.html
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon-graph.php?packages=zsh
http://packages.qa.debian.org/z/zsh.html
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon-graph.php?packages=mksh
http://packages.qa.debian.org/m/mksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon-graph.php?packages=csh
http://packages.qa.debian.org/c/csh.html
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon-graph.php?packages=sash
http://packages.qa.debian.org/s/sash.html
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon-graph.php?packages=ksh
http://packages.qa.debian.org/k/ksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon-graph.php?packages=rc
http://packages.qa.debian.org/r/rc.html
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
http://packages.qa.debian.org/p/posh.html
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# CD upon exiting MC
. /usr/1lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin”
# set PATH so it includes user’s private bin if it exists
if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}”
fi
export PATH

EDITOR=vim
export EDITOR

TN
] AKEIE A bash EREXIT, #HWME 9.2.7 1, &% 9 BEZA,

B
bash-completion #XEEEEELHER bash EITHSHL.

1.4.3 157K IREE

£38 UnixIRIR, B—LEBERKABNZRE, FIE8, T8 Linux FREHHE, RJBEFEM Ctr1 0 Alt §#7]
MIEETF, ERBELEESTENRRE,

TREERE DU

Ctri-u REREEFZTENFR

Ctrl-H TR AZRIBY — BT

Ctri-D ZIEs A (ARIREER shell, BIEE shell )
Ctri-C BIE—EEEETHER

ctri-z BEEEFREEEEREEER

Ctri-s EFlEFES&EL

Ctri-Q 2 I e B L

Ctrl-Alt-Del EEBERZER, 2R inittab(5)
Left-Alt-key (B¢ Windows-key) Emacs FIFEX UT B95THE ( meta-key )
Up-arrow FIA7E bash FRGETEEER

Ctrl-R FIIATE bash FREEGSETER

Tab 7 bash L 1THEEXER

Ctri-VTab 7£ bash 2 1THEE Tab MARETHEE

Table 1.14: bash RYIZ IR E TR

B
Ctrl-S BIRIRINBERTBEME stty(1) 2 A,



https://zh.wikipedia.org/wiki/Unix-like
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1.4.4 Unix 38BYR9 RRASIRME

Unix 3BRUREEARIRIFER 3 BOVBIRR AR,

BRIE g£ie
EEN RS EEL R R ERIRATR
EEBLE EIEFME
EEEE EERETZERIEEE
EERR S PR

Table 1.15: Unix &I RAZIR/ETIR

ARNRRBR LWPRRR, RARESTHE, LaIREMPERER, 72 RBERARWERT, RERKRELRE
MERMEENREPERE, BTHE Linx FE6EERBR, (REEIL gpm(8) (FRERETEREF (daemon ) 1T,

145 XHNBEEER

less(1) LR —EEEBRINNERN (BERNTRRE). ERBEENGOIHEHIFERLRBIER., &

less ML BMMBHEMREZEIOILAR “h”, EHIIIEELL more(1) FELEEE, EiBEIESHBHMAERIT eval
$(lesspipe)”sk”eval $(lessfile)” EMINEEERELBFENMEANFMELE"/usr/share/doc/less/LESSOPEN”,
»-R”EIER] U BIRFRIF ol L& AR ANSI BEREEFI, FHM:E2E less(1),

1.4.6 XAK4rEEE3

TE(EF%E Unix RAEFEF, SFEHEMIRVIm 3% EmacstI TR, REZEBERH—E,

BARAHBENRER vim <R —EREMEE, E% Linux/Unix RAE—MEMST Vi fmiEE. (BRLRVN vi
MURERF nvi SETRAEARER. AT vin BRI 7T F1EE, ERETEPENINEERK, FURE
Vim MAREEHRHHN—LTH, )

{RERIRA R Emacs 2 XEmacs {FR{RAV4REERS, HEERRIFMEE, LHREAEREINRETIRR. Emacs 1BH
RSEMGEL, SIENFEE, BifRES, BUHEPHSE, ERNEHNENNRR, SEEEEFIET
ERRNFTHERIRT, REAEMER, —LEAEEERERS Linnk RAERFEZLHBEIIFRZ Emacs, T 78RS
& Emacs FJAREREMN TR TESEE, FLEZEBEEER Emacs FHREREER GNU Emacs 25 F i,

FERERATREELEANEE —ERIE, WA vin” 7 F1 #HCTUARLE) Vim, ZEMRIFBHE—THIEAR 3517,
BENHAZEN” | tutor |” Mk Ctrl-] SR ABRI4R LIEFIHIE.

JED=}

IFRHRERES, & Vim # Emacs, AJUARIE UTF-8 LREEARERRIBHANXT, BEREMRE X RIENER
UTF-8 #t, MLRBRIZNIFE, ARIFFECICARFBI X RIFMRISEN. BRS(TEXFRIAER
2EXM.

1.4.7 REIMBNAYmEEES

Debian BFFZAEIMARIERE. BMAIZBELR LERIN vim RKEE,

Debian iBi8F < “/usr/bin/editor” BT HAMEKBBIEBIVA—H, EILHTIZRF (FIN reportbug(1) ) 7
NBRE, (FENEBBTIRSREE,

$ sudo update-alternatives --config editor

HIRERFE, BEREER “/usr/bin/vim.basic” X& “/usr/bin/vim.tiny”, ABEXHFRIAE=.



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/XEmacs
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B

HZIEFERBIEEE “SEDITOR” 8§ “SVISUAL” RREFEAAMEmEERS (2R 1.3.5 THE 9.3.11 T), B
it Debian Z#EM—EBMEE, ©f9#H:8E2] “/usr/bin/editor”, (7 EE¥ L, “$EDITOR” & “ed”, “$VISUAL”
IEE “Vi”o )

1.4.8 TEH vim

eI EBUY vim(1) 89174, &KH~/.vimre” ER,
ERXTIBIF

" Local configuration

"

set nocompatible
set nopaste
set pastetoggle=<f2>
syn on
if $USER == "root”
set nomodeline
set noswapfile
else
set modeline
set swapfile
endif
" filler to avoid the line above being recognized as a modeline
7 filler
" filler

1.4.9 EC#k shell ;EE)

shell LB BTRERELE TRES, LrlERFEEZBERITE, A5 shell /ZEEHRIXMGTEREBEERER
HNEE, EMPTEARARSIEEER, EREHEVATLMN,

aC8% shell JEENFVE A F5IERTE script(1) F&1T shell,

Nl

$ script

Script started, file is typescript

£ script T{ERES shell G55,

% Ctrl1-D KR script,

$ vim typescript

285 923 1,

1.4.10 EARH Unix &<

EAFIRBBEARR Unix 52, HER, HEMNE—MEE LM “UNIX", /] UNIX ZEZRBEHESRHUESEN
&<, Debian RFHALIIN, WRE—LaHSAEERBREER, FAEED. R shell PEATHIR, HHE
MeLHHERE, ELAFIERBREZUEEIRFRHAIT.

EVERIEERFRBRRER TGS,
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wmd iR EE

pwd BrREr/ILFEHNERE

whoami BrREaEFR

id MrEnHAFPNES (&%, ud, gid FA1FEEEAE)

file <foo>

BER "<foo>" XHFRIXFEREL

type -p <commandname>

BA;R “<commandname>" SmESHINERMEMNE

which <commandname>

[EE

type <commandname>

FER <commandname>" a2 HIHEEES

apropos <key-word>

B “<key-word>" BEN&GS

man -k <key-word>

L

whatis <commandname>

B—1TfEfE “<commandname>" &%

man -a <commandname>

FA/R “"<commandname>" S EIRETE (Unix AR )

info <commandname>

BE;R “<commandname>" @S HHE RAUMERE (GNU B )

Ts BEREHEZEASR (FE S0 EESEREIXXEFFIE )

Ts -a HREZAR (BamEaXHEMER)

Ts -A BREHNT (BEETFmEXHMNEsR, Ry “..7 M ".7)
Ts -1a BRFTEMEZEAD, HESFANER

Ts -lai HER VEEAS, S A

Ts -d BRErEE FHIFTBER

tree FEARERER REEFEAD

1lsof <foo>

SRR P RGREERIFE R "<fo0>"

lsof -p <pid>

SR E IR FRREESE: "<pid>”

mkdir <foo>

TERIBFFELEFR "<foo>”

rmdir <foo>

MFRErIEEEFH "<foo>" HER

cd <foo> B ERIHR FekZE $CDPATH” FIHY "<foo>" Hix
cd / I#ZIE H &%

cd A IS HESSE

cd /<foo> INHREEE RS “/<foo>" FIEER

cd .. IR E E—2 H %

cd ~<foo> IRZIARE "<foo>" HIZXHix

cd - I PATEFIEE:

</etc/motd pager

ERRRI Y BERRIZEFRER /etc/motd” AR

touch <junkfile>

By —E=XH "<junkfile>”

cp <foo> <bar>

H—EIREXHE “<foo>" BEI—EFHXMHF "<bar>”

rm <junkfile>

MIRASCEE “<junkfile>”

mv <foo> <bar>

B—EEXE "<foo>” EFEM "<bar>" ("<bar>" WA
RETE )

mv <foo> <bar>

B—EREXHE “<foo>" BEIEIFIMNE
“<bar>/<foo>" (WBTETE “<bar>" BEk)

mv <foo> <bar>/<baz>

BE—EIRBXHE "<foo>” ZFFfiBETEmas
“<bar>/<baz>" (WBEFE “bar” Bk, BAREFE
“bar>/<baz>" B#%)

chmod 600 <foo>

FEEAEZLIESIREXHE "<foo>” (LEHMBABBEERITZ
%)

chmod 644 <foo>

FEMAEREXHE “"<foo>" FIEMEARE (LHMBEARE
IERATESUT)

chmod 755 <foo>

EEMALE “<foo>" AIEMARR (LEMEAEBERITHZX
)

find . -name <pattern>

B shell “<pattern>” BERMLENXHERE (RERE)

locate -d . <pattern>

88 shell “<pattern>” BERMENXHFRE CRERR, FAE
HA4E R AV ENIRE )

grep -e "<pattern>" *.html

TEAIBSR N . html” BEPAEXHEFR, ERLE
“<pattern>" B EER

top

2FETERRER, BA "q° BH

ps aux | pager

BRFIBIEAETHERERER (BSD Eig)

ps -ef | pager

RERFTBIEEETRERERIERE (Unix system-V &g )

ps aux | grep -e "[e]xim4*"”

RERPTAIEMEIETT "exim” F0 "exim4” BERE

ps axf | pager

RRPTEEAETRERRRIERE (ASCI M)

kill <1234>

FIEEID B "<1234>" BETE

qgzip <foo>
~J T

{5 Lempel-Ziv 4giE5 (L7277 ) 3§ “"<foo>" BR4EE “<foo>.gz”

gunzip <foo>.gz

;l% “<f00>.gZ” EEE% “<f00>"

bzip2 <foo>

{£H Burrows-Wheeter IR HEF B4 &,%F0 Huffman Awi5ng
“<foo>" BHEE “<foo>.bz2” (BUEMERLL gzip BiF)

—_——————
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JES=}
Unix E—{EEH, BA “." BB AS#KIEHEL, Ef—MBEa TEEESMAFREEIRENXMG.
IR

#52 cd &<, 28 builtins(7),

EE
EAHK Debian RN R D BERERIZEFE more(1), EEAFEIRE), BiBa&< “apt-get install less” &
8 less M4 E1E, less(l) ERBIRRABNS BRERIERF, T©rRINNERS ERIELDRE,

==

[ A] FEEBIRARINps aux | grep -e “[e]ximd*” &<, RJUE R grep EERTHIRERS, IE
BIRRRPH 4 BEREHFIT'A”, EEPILAE grep BEHE exim” hikE"eximd”, B5R"* sJLARR &GS
BLEMEARTAR, EREMMNSEERA—EN, SRFFMABRERRRINTULZE grep(l),

ERAIER, HERLANGSRERRFLRARR, MREBEMEHENEFSHNEE, FHURETFM,
EHFIEF

man man
man bash

man builtins
man grep

man 1ls

BB BB PR

FMOUESTREREAGHEUBE, AREMHEEHE, LEREREE. EEERNBLFMH. B2, —BRE
BTE, (RRMEEMNEZ.

AR, FFZH Unix 5% (BLE2RE GNU M BSD B9 ) #PJABAREENENESR, ReIMERATINER -2
AREBE (BERANHEFASE IR ),

$ <commandname> --help
$ <commandname> -h

1.5 f§EE shell 7%
IR7E, (REUNFEER Debian RABKBE—LREB T, BHMERABRAE Debian RANHLHITHS, EEE, B
BIFM—ARAERR, FEREMEES R bash(l),
— MRS HEFRIASFER.
1. ;REBEEE ([®)
2. %
3. 281 (PE)
4, EXEME (E: >,>>,<,<<EHF)

5. IEHIHRIF (FIE: &&, ||, <#TH>,;.&,(,))
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1.5.1 HmEHITHIRIEES
— LIRS S I E S RS Unix M7,
ISIESENIAER PAM RAYIAK, HEh— e EREFEEMAE.

- BERETERE (U0 gdm3 ) EEFRTREBEZE,
« Shell IESIBERENIIFREEE"~/ . bash_profile” 17~/ .bashrc” FHIRIBEE],

1.5.2 “$SLANG” &8

“SLANG” EEHTRIGESIRIFER 3 9 4EmM: “xx_YY.zz227",

ESIRIRE 5BH

XX 1SO 639 ZB= s (/NE ) B0 “en”
YY I1SO 3166 EZXEE ( K& ) #lan “US”
7777 WS, MERERS "UTF-8”

Table 1.17: FESIRIR(ERY 3 EER5

HIGESRBMBERAE, 240 “info gettext” FRAVHERAIEIR,

EHRIR K Debian RAHFAVARES, (REZMERIRTES UTF-8, MRIEIRE BLMVIERFNE RENEIL B 5528 A BN
Ams.

HItESRIEECENME, 2R% 84 75,

JES =)
£ Debian 49+, BEMEALE locales-all MEBEEREAMBNESRE.

,‘IE-
“LANG=en_US" EIFRE “LANG=C” B RE “LANG=en_US.UTF-8", EE “LANG=en_US.IS0-8859-1" (2R
% 84.1 1)

{E£F3 shell S 1TRIBF AT FIIHEMEGS,

$ date

Sun Jun 3 10:27:39 JST 2007

$ LANG=fr_FR.UTF-8 date

dimanche 3 juin 2007, 10:27:33 (UTC+0900)

iBE, date(1) RFMITHSER THIRIBEZE “SLANG” REMIE,
« F—(E&%, “SLANG” :REARMKMFERESIEIEE “en_US.UTF-8",
« B_E&S, “SLANG” :REE;AREN) UTF-8 locale {fE “fr_FR.UTF-8",

ASEHGLSERTRISBEELERRIZEE, HRLENGTF, MEATNERNTHAR,

$ LANG=fr_FR.UTF-8
$ date
dimanche 3 juin 2007, 10:27:33 (UTC+0900)



https://zh.wikipedia.org/wiki/Environment_variable
https://zh.wikipedia.org/wiki/ISO_639
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locale ¥EE s (=)
en_US.UTF-8 e (XE)
en_GB.UTF-8 REE (RKATIEE)
fr_FR.UTF-8 Zas (GEE)
de_DE.UTF-8 ER i)
it_IT.UTF-8 BEAFEE (BEXRFD)
es_ES.UTF-8 PaIIcFRE (AT )
ca_ES.UTF-8 Buﬂ (AwBYIF)
sv_SE.UTF-8 InBEE (ImBe)
pt_BR.UTF-8 BET= (Bf)
ru_RU.UTF-8 fB’eE (H#E)
zh_CN.UTF-8 Eis (PEARHRMER)
zh_TW.UTF-8 ; m B
ja_JP.UTF-8 (EIZ!S)
ko_KR.UTF-8 )
vi_VN.UTF-8 HFERE (R )

Table 1.18: locale #EEHITIE

FA{RFAERIR, MM IIREEHNTE, FTEEEAMR/EEEY, NRGEERERIEEHEEFEFPHE
FRRIEE (BIU0#1T shell IESHERS), FEEFEHATEMNGSEL (export) &,

$ export LANG

B
EFEATRNEEIELIRIEE, RIFZESLANG BEEHSHEREEEEA exported FXEE, MREARHF
export HRMWFE, ERETEAR— ﬂﬁlfﬁﬁﬂ’ﬂ’iﬂ?

N
1B —{E BUG $REMBHE, tNRERMIRIEEEMIRE, T LANG=en_US.UTF-8" IRIF F#GSETRITIIRE
BRI,

B BLE @ AR % locale(5) Fl locale(7) 2Ri&R"SLANG” KRABRANVIRIEEE,

B
BERTAZESLANG REEEZRRIRIZEE, REEEASECHNER T AR $LC_*" FIERIEEL,

1.5.3 "$PATH” £

Z {R7E Shell B8 N\ an S HIBFR, Shell EESPATH” EHFTEIZ R B IRTIREEITIES, "$PATH” EEEHAE
Shell B8 B ER1E,

7EFE:RAY Debian ZEIBIER, Fr{EANERERIEN SPATH” IRIBE B aEREIE/sbin” #1”/usr/sbin” B %,
a0, ifconfig LB EIRETEMIZE”/sbin/ifconfig”, (GBI, ip L R1E”/bin” BiET)

BJLATE Bash 189518587~/ . bash_profile” k”~/.bashrc” I $PATH” IRIFEBINE,
15.4 "$HOME” 8

REGSEFEREBRPEHEN TEASEENREE, AEEBEENATRIEENHITAHN, EREBHKESE
F”$HOME” £ 8{RIETE,
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”$HOME” EE191& EXHITIRIE

/ VBEEFHTHER (TEEF)

/root root {EFIE &F P #E Shell FITHIFE
/home/<normal_user> E @ ERE I & Shell HIITRIFER
/home/<normal_user> EB{FEAE GUI R EEEHTIIFELR
/home/<normal_user> FA root ERAE T AT ERFITFEXN "sudo program”
/root FA root ERAE T AT REHTFE"sudo -H program”

Table 1.19: ”$HOME” EEY{ETIR

BR
Shell IBREH~/" HEANERERENEEIE, tHFEiR"$HOME/", Shell IEXREH"~Too/” & foo WBER, thil

&"/home/foo/",

1.5.5 @< 7EIE

— LA SHITESI B, BLESIEA -7 - -7 FHER, BEEZREE, ARERGSHNITAN.

$ date

Mon Oct 27 23:02:09 CET 2003

$ date -R

Mon, 27 Oct 2003 23:02:40 +0100

EERGL5| 8 -R” I date(1) SR LI 2 RFC2822 fREM HEAF TTAE .

1.5.6 Shell EB=ZT

KEBEEELGPEGLHABBNITMAZTEREBA, HERBREMNS glob, (BIRHEWER BAFT), U
L3R m B E R EAIER,

shell glob 1=z UL fic 2R Bl e

* A BHREEE ()

F B FHENER ()

? FEREF T

[..] B EEESR TN ERF AR A E A T T

[a-Z] *a” B"z” ZRNEE—EF i e CMEREET T

[A] BRTESERRTNERFT (7 1027 RN, EEFTERAI
ERIRHEF T

Table 1.20: Shell glob &1,

il F oG

$ mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
$ echo *.txt
1.txt 2.txt
$ echo *
1.txt 2.txt 3.c 4.h
$ echo *.[hc]

3.c 4.h

$ echo .*

. .5.txt ..6.txt
$ echo .*[A.]*



http://tools.ietf.org/html/rfc2822
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.5.txt ..6.txt

$ echo [7r1-3]*

4.h

$cd ..; rm -rf junk

28 glob(7),

8 shell BRIMEGLEHRRRE, EA” -name " EIBH find (1), H shell &% * 7, TR . " FRIES.
( FTPOSIX M%)

ES=
BASH B LA{EFAERY shopt iZIEGN” dotglob ”, ” noglob ”,” nocaseglob ”,” nullglob ”,” extglob ”
ERSIHMITA, A bash (1) REEMERA,

1 “$?7) fFRIRENE,

LR EHIRRE HFIRENME EEHR[EE
success zero, 0 TRUE
error non-zero, -1 FALSE
Table 1.21: S HVIRHHES
ERTA6F,
$[1=11]; echo $?
(]
$[1=217],; echo $?
1
EF=)

~

#m/EE, success ZiE¥ TRUE, 0 (zero) BIREME. ERLEAES, FEEEER T,

1.5.8 HEMEFEESH shell EEE

ML ZCE T E Shell G S BB G L IIFMERNGHSEE.

Debian AR —ESEBMIRIER R, BREETEEAFENE—E shell PRITZERRF, REERNZIEB X shell
MRS : jobs, fg. bg 1 kill, z5BH:E bash(1) HAYEET: “SIGNALS”. “JOB CONTROL” #1 “builtins(1)”,

EXTIEIF
$ </etc/motd pager

$ pager </etc/motd

$ pager /etc/motd



https://zh.wikipedia.org/wiki/POSIX
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$

B 4 {8 shell EERGI FEIESRATHERNGER, B&

mePERAE ZRAR
command &

7EF shell B9 E FH 1T command

commandl | command2

BEEERG commandl FIFEERHFE command2 BEERA
(WITEIT)

commandl 2>&1 | command2

BB EEG commandl FUFEEER HFANFEE SRR IEE command2 B
SN (LWITHIT)

commandl ; command2

7T commandl B2 command2 fEFHETT

commandl && command?2

77 commandl; &RII, BIZ&F{T command2 EFHET (&
commandl Ed command2 &KL, BIEERMINE)

1T commandl; BRI, EEHIT command2 fEFH (B

commandl || command2 commandil 8% command2 fI, BIiXERKINAIFIER)

command > foo 7% command FfEER T EE @I H foo (B=)

command 2> foo 18 command FIfEEEREE I XHE foo (B= )

command >> foo 7% command PR ERHETE 21K foo (FFAN)

command 2>> foo 7% command PR EEERE & 21X foo (FFAN)

command > foo 2>&1 7% command BREZER BANEEERE & 2 X H foo

command < foo 7% command FIFEER AEE @ H foo

command << delimiter ilg’ co_mm_and @fﬂ%ﬁ’fﬁ—ﬁﬁ)\ ERZFERS ST, BHER
delimiter” (here document )

command <<- delimiter 1% command AT ZEH E@E FTERHLT, BEZEE

“delimiter” (here document, #n<{THRIEMNRIRTEHZER)

cat /etc/motd | pager

Table 1.22: Shell s % E B A%

‘B—EfFEESEMET T M cat HLRETER.

shell RFFHRIEA exec BBEE —EX IR RITHX M.

echo Hello >foo
exec 3<foo 4>bar
cat <&3 >&4

exec 3<&- 4>&-
cat bar

FAE FBOAISAFHEIRTT 0-2,

# open files
# redirect stdin to 3,
# close files

stdout to 4

B ZRER NIRRT
stdin RN 0
stdout fibi F 1
stderr R 2
Table 1.23: F8E BRI IR TF
159 HmLHAE

R AR B ERM e <R E—ER 2.
EAFAEF

$

alias la='1s -la’
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R7E, “1a” 8 “1s -al” s, TREEURIIREIAYIHABIING.
{RETLAfER alias RIHFABERAIR (2R bash(1) A9 “SHELL BUILTIN COMMANDS” ),

$ alias

alias la='1s -la’

{Ra]LAER type KRR SHIERIREFIER! (28 bash(1) A9 “SHELL BUILTIN COMMANDS” ),
ERTIEIF

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to 1ls -1la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

Ls ARARMERIB, M “file” 8%, Bt “1s” 1R5C#A “hashed” (#ERAMIRR ), BD shell BE—{EREBAIFCERF
RIREFHRE “1s” FREERE,

BR
8% 927 T,

1.6 3 Unix N AEIE
£48 Unix W ILEREFR, XNAERESBEBFERASEHMMIIEENANERIETHETMN, E- S —EEZER Unix AT,

1.6.1 Unix XATEH
BEE LS Unix RAPREERINIEEYARETE,

- RBEEAEREN:

- cat(l) EREX AL HHLIBHIANE,

- tac(l) BRI R EEH .,

- cut(1) BEITH— S LEH,

— head(1) ¥ X {48YFE5E,

- tail(1) B XHRIRE.

— sort(1l) B A G TETHER,

- uniq(1) R EHFRIX PR IREETT,
- (1) EHRMRF T

— diff(1) EISHRIITIEITEILE,

- EAERMIERIREN (BRE )

— grep(1) ILEZ;% @ pattern FIXE,
- ed(1) 2—ERIRITHRER2E,
- sed(1) B — (B 4nEE 25,
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- vim(1) 2 —ERE4RIES,
- emacs(l) B —EFFRIEE. (BLERMN BRE )

- ERERMERREN (ERE )

— egrep(1) ILEC% & 2 {@ pattern FIXF,

- awk(1) EITREEMN XA EIE,

- tcl(3tcl) FTLGEITERMRAAFEIFIN AREIE: 28 re_syntax(3) ., &RFHEE tk(3tk) —#2fEA.

— perl(1) FJBAOEITEMREBEINX AREIE, 2 ] perlre(1),

— pcregrep ERFEEHRY peregrep(1) BJLAILEE R E Perl A IERIFR/RI (PCRE ) RHIXF,

— python(1) %8 re WRAT AR IR B ETEHIMSXEIEE, B”/usr/share/doc/python/html/index.htm1”,

MRMFAREEELHOSREMTHE, BEEMA “man command” RECIEERERIE,

PE=1
HEFMIEFRF IR RN MEBEEURNESRIE, IRTEEES —(EaShERITS, sIUERS ZRI{ER “LANG=C"
FECHRESRIERB UTF-8 (285 152 THE 84 1),

IR
Perl IERIZRET (perlre(1) ). Perl REIERIFRE (PCRE) # Python B re #RIRRE HEYERIREN B —AREY
ERE fBtL2 T 2 BRAMIER,

1.6.2 FHIFREL

FRIRRAREREN S XFRETER, EFf2EM shell WERFIT, BEMEFHRMEK,
FRIRTHNERELENRN, ERBXFFIMITFITEMN.
TFNHEERFERHERNFN. EfFEMEETENII, BRE M ERE , ERAMEEURIR LA ATE,

E R emacs RIRAEZXR BRE (BiIg7 A7+ 17?7 {81% metacharacters &Y ERE, Elt, REZEL"\” EIEHRL
|/ emacs RonPHAEERHEFIT,

grep(1) FICAMERERIRENRETIRIER,
ET6F

$ egrep ’'GNU.*LICENSE|Yoyodyne’ /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

BR
28% 927 T,

1.6.3 BifRER

HRERRER, —EFHERANSE,
¥ Perl BT EHRRR, BEM “$&" MiE “&”, BEMA “sn” MIE “n’,
ERTFAEF



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Regular_expression
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BRE ERE 1ERIFRENRI R
N.[JAS$* N . [J~AS$* BRANTES
N+ N2 NCN) NN N BRE BB "\ HER T
+2 () {7 | ERE BEMARE "\” EE21TFT
C C EEFETFN ¢
~ o ME—EFEEE LNFH o, BE
“c” RBRTEN
. . NRETEFERN, SERTe
A A FIHRRAMIE
$ $ FRHBNERME
\< \< BERRFRME
\> \> BERERME
[abc..] [abc..] LEE “abc...” THEERFEM
[Aabc..] [~abc..] LEFRT “abc...” RAEEFM
r= r* EEEFERZE “r”
N+ r+ i —EHZE “r”
r\? r? MLEEES—E “r”
ri\[r2 rifrz CERE—@ “r1” 2% “r2”
\(ri\[r2\) (ri|r2) %%Eugég % “r2 5 MARRHESRR
Table 1.24: BRE #1 ERE HfYTTFERF
BRRED BERRELSRONE
& FRIREXFLERNAS (£ emacs FEA \& )
\n gi n EESENEAIREANLENRE ('n” Z28F)

Table 1.25: BiaRiEDR
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$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]*\(.*\)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe ’'s/(1[a-z]*)[0-9]*(.*)$/=%&=/"
zzz=labc2efg3hij4=

FHRAERELESREARENMRN, URELRLEH AR MNEAHE R RNEHIXAEET B,

BLEIFRIRRIVE — LeAmeE 33 th e] AR R B BN R E R F,

7E shell SLFTREIRFIE “\” ﬁﬂkﬂﬁ—@}ﬁ“&ﬁﬁ (FRZ=AN), LAFRBEIRIT —1THITE,
R A REFMRE B E L

1.6.4 FRIFRRANPISEERIR

ed(1) AL PILATE “file” HAGFTER) “FROM_REGEX” Eifpy “TO_TEXT”,

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
W

q
EOF

sed(1) B L BIATE “file” HHGFTERY “FROM_REGEX” Ei#amy “TO_TEXT”,
$ sed -i -e 's/FROM_REGEX/TO_TEXT/g’ file

vim(1) #5 S FTLUEBIBEA ex(1) S “file” HHSFTERY “FROM_REGEX” E#ipy “TO_TEXT”,
$ vim ’+%s/FROM_REGEX/TO_TEXT/gc’ ’'+w’ ’'+q’ file

®R
LmE# “c” IRESFTURBRIE SR E IRAFEDE T E B TURIFERR,

ZEESR (“file1”, “file2” F “file3”) FILAEA vim(1) 5% perl(1) BBIE R RREITIRURIRIE,
$ vim "+argdo %s/FROM_REGEX/TO_TEXT/ge|update’ ’‘+q’ filel file2 file3

"R
LEM “e” ZERA/THHLL “Nomatch” S8R HEIEHR,

$ perl -i -p -e "s/FROM_REGEX/TO_TEXT/g;’ filel file2 file3

£ perl(D) flFH, 7-1” RES—(AEFERNWRERE, "-p” fRNEEMBHETENESR.
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PN
fEFASIB “-1i.bak” RE “-1", FIAEREREING “. bak” BRETF. HNERNER, SESERERPIEEE
g%o

R
ed(1) #1 vim(1) {8 BRE ; perl(1) {€F ERE,

1.6.5 WEXFERIREPRINEN

TEE—EXFER “DPL", EEEH 2004 FLAFT Debian ERAEEEZFNEMBE, LUATIESRE.

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
wWichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

RBR
28 “Debian f§52" JEBIHEHHY Debian 48 E[EERES,

Awk B EHAREEERFIFERTRINER,

Em TG+

$ awk ’'{ print $3 }’ <DPL # month started
August

April

January

January

April

April

March

$ awk ' ($1=="Ian”) { print }’ <DPL # DPL called Ian
Ian Murdock  August 1993

Ian Jackson January 1998

$ awk ' ($2=="Perens”) { print $3,%$4 }’ <DPL # When Perens started
April 1996

Shell (U4 Bash ) toeT ARSI BRI,
EHTIAT

$ while read first last month year; do
echo $month
done <DPL
. bII % bIIbII R bIIbII 1@ bII AWK bII 1§u bIIbII ? bIIbII E,‘J bllbll — bIIbII E bllbll iﬁ
bllbll H:II bll

MEHS read EA “SIFS” (NEMED R ) RHIFITRAFI T/ FRM S B85,
WMEIFHE “SIFS” A “:7, {Re]ATRIFHIER shell R “/etc/passwd”,



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/ch-leaders
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$ oldIFS="$IFS” # save old value

$ IFS=":’

$ while read user password uid gid rest_of_1line; do

if [ "$user” = "bozo” ]; then

echo "$user’s ID is $uid”
fi
done < /etc/passwd
bozo’s ID is 1000

$ IFS="$01dIFS” # restore old value

(WNREA Awk HEIEEINE, £A “Fs=':'" RREFD M. )
IFS thif shell AR DB BIRAEN. mSEBERNENBAEHNER, EXSTHIRELS|SRNES|SRHP. 1FS 1IFE

ARIER < & >, <tab> Fll < IRITTF >,

fRaz [BfEF shell BY IFS #%15, & shell IG5 BRI —ZH WREAHECHBMARG, SHE-LEFENE,

$ IFS=":,"

$ echo IFS=$IFS, IFS="$IFS"”
IFS= , IFS=:,

$ date -R

Sat, 23 Aug 2003 08:30:15 +0200
$ echo $(date -R)

Sat 23 Aug 2003 08 30 36 +0200
$ unset IFS

$ echo $(date -R)

Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 RAREEWRSHNFEIESH

THNESHBFRAEBN—85, "TAME—

# use ”:” and ”,” as IFS
# echo is a Bash builtin

# just a command output
# sub shell --> input to main shell

# reset IFS to the default

REES.

BB (E—1TA8A)

BOTR

find /usr -print

BE”/usr” THIFEESR

seq 1 100

BB/~ 1 E 100

| xargs -n 1 <command>

EREEEAKNE—IEFRASIE, ERIITHS

xargs -n 1 echo

CREEERE, AEBERNE, 2RAS1T

xargs echo

EREEBRMMBETEHA—1T

grep -e <regex_pattern>

EEERR, BEE <regex_pattern> BT, REH K

grep -v -e <regex_pattern>

IEREERK, TNEEH <regex_pattern> AT, REXHRK

cut -d: -f3 -

EREERAR, F”:” PRIAE=7REIEHR (passwd FERZF, )

awk "{ print $3 }’

TR RIRERAIE = JIRE R

awk -F’\t’ ’{ print $3 }’

FEFT tab SEFREIAYEE =9I IRENE K

col -bx MFRIEIRE, BRAEH b BATIRE
expand - BAER tab SBR=IRIE

AR EMRERTT

tr 'A-Z2" "a-z'’

BANFEHERAIEFE

|
|
|
|
|
|
|
|
I
| sort| unig
|
|
|
I
|
|
|
|

tr -d '\n’ S ITEREA—1T

tr -d '\r’ MR TRIE T

sed "s/N/# /7 EETTaEEN—E# &F
sed "s/\.ext//g’ R . ext”

sed -n -e 2p BREZT

head -n 2 - RE/NEXBIEPITT

tail -n 2 - BER=EMIT

Table 1.26:

EERSHNAERIESEIIR
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M find(1) 0 xargs(1), EE1T shell IESIERELAESEER LIBEFER, PJUBITIHEEEHIVERE, 285% 1015 %
FIEE 9.3.9 .

E{EF shell EEMRN S KARERIBHE, FEET—E shell IHELH (BRE 121 ).
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Chapter 2

Debian EXFE BRI EIE

EE
E—ERERIVBTERMMASES: bullseye,

Debian @ —{EEFEE S, TEY —MBEHTHENTERE _EUGSLERET S EEM,
FZIRIHMRKRIGIRMH T HTTP F1 FTP B975 X 3K 55RS Debian #£3€E, te]A{#EH CD-ROM/DVD ,

Debian IS B EIE ARG, SEREEN, rJLGEERAERERETRFEREN EUHFHREERASZEFR, IRE, &
62716 {E BT IR amd64 ZEHEHVERREE,

Debian BB ERARBEENESE, FASAIHEENMREAEREANRIRA[AN. BE, BRAEETINE
lﬂ:'o

- apt(8) FAMFTEMEEINHSIIRIE, BSHMIEENEE., BIRFHAL, B Debian Jessie ( Debian 8 ) #& ],

« apt-get(8) AMRMEIESIERITI Debian BREEEEIER M, T apt AeJARKM{EA—EHEEEE (ERNREN
Debian R 4% o

+ aptitude(8) (EA—E BN FNEREE S L RMEEETIL S ] AIVERIEEL,

2.1 Debian B2 B EIEMATRE

211 #EEEEE
THER Debian R IEAREN LB,

* Debian EERREEEMFENCE, ROFESR, KEBEERRFIERTHEMEENHRLLE.

- BERREEHTEECHEERESE, SERFEMEAENME debconf(7) REEBY KL TRIBIE,
* Debian FSEERRIERLEE S, ENEMRES —EXEMTRESR,

- RIEESTUERARIEE TAENSIRINEE, EAERRNETERTSRANLEEGLT AR,

- MRMFERET - LEER2RBIRT, (FESTEHER,

- BRANEERTUBHAREZSFEMA, ErETHARAREENBRARTENENENTE.



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
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ERESD) TTE KV | ZRER
SPEEREER T HE (APT), dpkg Fygiim, IREET “http”. “ftp”
apt V:868,1:999 | 4299 | 0 “file” B9 ’E"‘EEE.,)&F'EJET( B1% apt. apt-get 0
apt-cache &%)
aptitude V:80,1:431 | 4249 | aptitude(8) , MR IRIIEEI IO =IE | H
tasksel V:36,1:975 | 393 Debian % EHIREETEENTE (APT BIaATIR )

unattended-upgradgs, 1147 | 305 | FIRC APT IR EEEEE, BEBIRELSSH

dselect V:3,1:32 2591

E’Jn)‘iFﬁfiT)

JIRZE, APT MRIImAIEEZE

dpkg V:925,1:999 | 6856 | FAAS Debian FIEREBEEIEIE A M
synaptic V:47,1:320 | 7873 | EIRAEMEEEEIE LR (GNOME HJ APT Ailm )

= o_f, _ _ i
apt-utils V:339.1:996 | 1162 APT EHFE1\: apt-extracttemplates(1) . apt-ftparchive(1) F

apt-sortpkgs(1)

apt-listchanges

V:369, 1:851 | 421 NEEEYERRETR

apt- listbugs V7, T1:12 465 FEEX APT ZREFIJI HERERY bug
apt-file V:18,1:78 90 APTHRERIEETH w2 E
apt-rdepends V-0, 1:6 40 BBy HEREE R AR

Table 2.1: Debian B 2RI EE T HYIFER

2.1.2 EAXR;FEHIF

B
@ AEREMOESEHTLEREE, CIESITRKEAN B, EREGE
40

ABl fsEER. ERRAFEZERHEES.

ZRABNRREIRE, B

Debian R4 EIE S HHFFREZRIFEREITLEEHH stable rE, FHTRR,
—IBFERGIENE, EEIR+5 7 # Debian R4, THEHE —LRZE,

« 7 “/etc/apt/sources.list” AREES testing T unstable,

RIFE R TR —E1TRIER

« £ “/etc/apt/sources. list” BAREEIERER) Debian FRSEREEIE Debian FIHEZEE, 190 Ubuntu ,

_\_“

« R"EEN “/etc/apt/preferences’,
- NERESERNETTE, IAEBRREERNEREEEE T ANTERITR.
« AE(FH “dpkg -i <random_package>" LEE(E{AERIEEL,
« BTMER “dpkg --force-all -i <random_package>" THE(E{EEEE,
- REMBRXMER “/var/lib/dpkg/” HEIRESR,
- FAERRFRABEETENEABERRIER,

- MNRFEMEE, HEFMKEE “/usr/local” % “/opt” H,

Li2#4 Debian BEERIER A KM TRMERNW BT Er S EIRNWAREEER,

B EEMRETEFRBERAEZERN Debian RRRREIEE, EXEREINITERIENE.

- REAERENRG MERFSENREETERIAR, MAZERE Debian ZRIEFIERE

- RMERZRREEEEHINAKE TR,
— Debian R4 RAREE LIl FIHRBHEE,



http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
http://packages.qa.debian.org/a/apt.html
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
http://packages.qa.debian.org/a/aptitude.html
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
http://packages.qa.debian.org/t/tasksel.html
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
http://packages.qa.debian.org/u/unattended-upgrades.html
http://packages.debian.org/sid/dselect
http://qa.debian.org/popcon-graph.php?packages=dselect
http://packages.qa.debian.org/d/dselect.html
http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
http://packages.qa.debian.org/d/dpkg.html
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
http://packages.qa.debian.org/s/synaptic.html
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
http://packages.qa.debian.org/a/apt-utils.html
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
http://packages.qa.debian.org/a/apt-listchanges.html
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
http://packages.qa.debian.org/a/apt-listbugs.html
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
http://packages.qa.debian.org/a/apt-file.html
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
http://packages.qa.debian.org/a/apt-rdepends.html
https://zh.wikipedia.org/wiki/應用二進制接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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2.1.3 FEHRMEF

BENELEETTES, BAEHSREENNHIIANERBZEER Debian Y testing 8k unstable EHRIER
FIETEENSKERENERR. EREAAELEANTHRRIF, EMEE, WRH TR,

VIR
@ IR EEGRSE, ERFEATELTELETH stable Ef, HRNRRETEREENE@ PC LE2EHK
unitk,

RRABEXE “/etc/apt/sources. list” FREEMAEEITIRFRREBEHR: “testing” 3K “unstable”; X
EHX3%: “bookworm” B “sid”, EEEREZHEARMIEE,

{E£F testing 8% unstable RRBHEEBH), EETHR LA, BE Debian KM unstable EFEKXS BHHE
BIRLREIEZIEE, (BT Debian R4 testing Fl unstable EHHPHFE—LRIEEMEE, TEAEMPHN—HH2
ANEZRERE, EHRRAITEERES. AR, (FAIREE—(BERMNIRIEE RV RLEINELEZ.

BEE—ERE, PIMAEIRREEPEHE Debian #XEEELHY bug FIRIE,

* Bi@AF Debian Z4EHY stable EMFLREIZ—(ESEINE, rIUERAEMETERE

- RUFRE CD ERAR BIEE

- EELE apt-listbugs , ERJBAFEFARZBIHBE Debian Bug BRIt R 48 ( BTS ) KIER
- HIBEERARIERRIER SR MEREREE

* E37—{& chroot BERMUMIRIERIBRIMITRITNARAK (2R% 910 )

(UNRARE A MBS LEFERA MR A — (8, BRIRETESE S MIFEEM testing #1 unstable E#-HIER, )
EREERA TENNSIEER—EA, SRS ILREaEA Rt ERBERRE, 1652 h5E] Debian FIBLH 7,
2.1.4 Debian {EEEM

FEHFIRRRERENREREE Debian ERE.

BR
Debian #EEEEHMENTEEL R Debian BEXEE, 5 2 E—Debian t85[&E,

HHRBARY HTTP 35F5, EEREAE “/etc/apt/sources. list” EBEPGTEIBEIRE, HI90, IRE stable =
bullseye R#t,

deb http://deb.debian.org/debian/ bullseye main contrib non-free
deb-src http://deb.debian.org/debian/ bullseye main contrib non-free

deb http://security.debian.org/ bullseye/updates main contrib
deb-src http://security.debian.org/ bullseye/updates main contrib

B8, BIEEERANRSE “bullseye” RRBEMHR “stable”, B R T—(@E stable lRABHAEHITE,
“/etc/apt/sources.list” BIEFELE sources list(5) FEIT TR, THEHR—LEE,

« “deb” MIBMTER T ZIENIHIEGER,

 “deb-src” MIIBITESE TIRAIEEIESR,



https://www.debian.org/Bugs/
https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
http://deb.debian.org/debian/
https://www.debian.org/doc/debian-policy/ch-archive
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« E—{E 3|82 Debian &2 ERIIE URL ,
- FBESIHERBITREME: JUEREHRNE,
- E=EFZ1EMS|BIE Debian {EERENBRIERESEZTE,

IRAZH aptitude (ERHREIRABERMITER ), “deb-src” WITEIUURHtMiE (B EERFHRIIG

=«

W RAGERREE ), EFUINEERETERMNEN. URL FIE

http://", “ftp://7, “File://” =

N

MBELRFFHR, FAHT “sid” KE “bullseye” , BE “/etc/apt/sources.list” HH) “deb:
http://security.debian.org/ ..” BITMABET. BAEERAR “sid” (unstable) MELEMAER

EO

T EREEERATEME Debian EREILEEHY URL AIEHRIRIITIR,

Z32/E URL

EfFR (K5R)

=L

http://deb.debian.org/debian/

stable (bullseye)

stable (bullseye) release iR 7~

http://deb.debian.org/debian/

testing (bookworm)

testing (bookworm) release fR 2

http://deb.debian.org/debian/

unstable (sid)

unstable (sid) release fRZ&

http://deb.debian.org/debian/

experimental

experimental pre-release fRZAS (P[5, HiE
FAnRBEEEE )

http://deb.debian.org/debian/

stable-proposed-updates

AR T —EREREFNER (FIE)

http://security.debian.org/

stable/updates

HIR stable release IREAILZEEH (B )

http://security.debian.org/

testing/updates

IR testing release IRAIEZEEH (&2

2)

http://deb.debian.org/debian/

bullseye-updates

FA12 bullseye FURIIR B IBERS. IM BF
InEEEE

http://deb.debian.org/debian/

bullseye-backports

F312 bullseye FIEFTHY backported EXFEE
(BIE)

Table 2.2: Debian &SR EIHELTIR

NIy

@ AERELTLEMWAFH stable release AT AR RENBE M. MITASE stable release ki
AHEEE zFRE—LLRE testing 5 unstable release RAENIE B S LLHIT4AEEN unstable
EREABEMANALEEHN, tNRE stable release iR A FREMNEE—
RN RIRA, HERKE bullseye-updates 1 http:/backports.debian.org (2R% 2.7.4 ) WX
128, FRELIMIEEREREIMVD,

release IRAEEKRIE

AV

@ f£rdeb” 179, fRREYH stable, testing (¥ unstable E4HFM—EENT], WMR{RTE"deb” {TH
B8 7T stable, testing #l unstable Eff, APT ERAMBITEESETEET B R EEHNERERE
B, RBEE /etc/apt/preferences” R HREBIEMNE R, BENINRAZREEEN. (BHRFE

273 1)

=N

R EF stable 1 testing EH A Debian R MES, £ “/etc/apt/sources.list” MEAHFH
“http://security.debian.org/” BI—{TRAHENEE, CENREZLEN.



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/
http://security.debian.org/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
https://www.debian.org/News/2011/20110215
http://backports.debian.org
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E=)

Debian Z2£EIEHGE(EIE stable BERENT LG, BLETARTHBRIEFIEN, testing EBREFIIRE,
R—EE W Debian Al E£BEIREE, HR—LERE, SL{TAIEE stable ERELZEWERIE, EoJeFE
£1FBIEEM unstable XEEEIRBIET testing, unstable HERENRMG, KEZEHREEEN, CEHEEN
unstable MIEEELEEEREEFINR, BATERNRAT LRAERHNELIEIE, B Debian EREIELT LSRG,
52 R Debian T2 E R,

&= 15 NEEHNE ii’}lﬁ%’ﬂﬁ#ﬁ%% ‘

main 61595 ﬁ{nt-gibeleem BHREIEEEEHE (DFSG), MHAAKEER
contrib 349 B Debian B HEREIEE S ST (DFESG), Bk non-free
non-free 772 BT Debian HHEFEFEE /5 & (DFSG)

Table 2.3: Debian §2485 %

PR#IEEEMNEER amd6e4 Z248R), main EIFIEM Debian 24E (2RE 215 ).

EBIEIRAVBIE R IE5E URL, 154 URL 7£ dists B pool Z#& 2 & MHERY, Debian tE5ERESIHBREIRY
%ﬁﬁo

BITARPIAREMSSRRIBE, BITHRE S XHPHREMREANE S, EMFFMASKIBEGRESENT,

A suite = stable suite = testing suite = unstable
7£ bullseye ZEfE codename = bullseye codename = bookworm codename = sid
7£ bookworm i codename = bookworm codename = trixie codename = sid

Table 2.4: EfFFISRAIRAR

RSEEVESE 2 B Debian FAQ: 6.2.1 Which other codenames have been used in the past?

EBRERIEHY Debian $ERMATEE, “EB%) section” E—FlfFIERERAEIH RN EMEERER, (ER, TES (“main
section”) & — 53 B RS E KA Debian HERER, 85" main TE” WELFH, )

Debian FA2%& (DD ) 8X L{EEEEEE) unstable &3 E (38i® incoming FEIE ), #WBHER CEMNEHRIEEEEH
fJ unstable EREFMEHEEEEE.,

WNR DD MBI TREZNEFARFHISTEREY, EBE B Debian FEEFHIIRFETLS,

7E Debian & REAFEIESIEISEIE RN unstable EERERHHE testing BRER], EREHEESHBNEREHF
B (410 X ) FEXEE BRI RC bug IREIVIARE, BERBREMPIUMKZIE testing IEREPEEES. EE
IBFEFE testing EREIFFEIEERTA,

BEEREREREENZR S REERENIBIE, WETLFETFE, # testing ERERE N, BRI, A&,
HSEM testing BEBMIENIEIWMHOMMAIN stable tERE, HAFM testing ERERIIHFNIEXIEEME,
8 testing ERERVINASTIFHERI stable ERENATTLERE.,

unstable f testing EREAFAIEEZER M I T % (B E XS BBIERITH)EE,

- BIRNEEEH EEINERE (R unstable )
- JEEEZHNEIERRESRE (BRI unstable)
- EREFREELSRIE (testing #l unstable )

- FEITTRERE, FIIIBHREER (BRI testing ) &

BRBLRBIK/NVEE,

Et, MRIFREERELIERE, REZEMEE

égl:
ey



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
https://www.debian.org/doc/manuals/debian-faq/ch-ftparchives#s-oldcodenames
http://incoming.debian.org/
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AV

EHRY stable RARHERNEER, XKSHKAERERZEATELLENN stable 1855, BEM
fh@FE A unstable 8% testing 1§XE, EEE@EHF, unstable l testing IERETEEARZ
BA. {FEM unstable EXREMNRARRBRIFIRIFVNIIFIAEN, BRAESEZZOLREBHAEA
BITF, testing EREAKREA, AAEEIFNEELEXIEN stable E2XEMERBRIANE (Debian
testing @2 A& 2008-12), —EAALARIIGREIE, NRIFFAHELAIEE, unstable HERESFTEIAERA,

"R
IRHt testing 1ERERS, H—ECRRNEIZEE|EMNERE TR unstable #EXREPHENRES (2
1818 bug ) 2RERR,

BREAOTHES B Debian REXHE,
.+ 85
- ESIEF

- PHBEERERIZE”

2.1.5 Debian & 100% BB B#i5E
Debian & 100% B HEiEE, E5:

+ Debian FEZR R LEBEHEE, SEE TEAENBR,

« Debian 7 main R R {2t B HEREE,

* Debian E:& R#ITRE main FIEHEREE,

* 7£ main PHVERIZEIS BIRFAITE non-free 3k contrib FRIEREEEL,

BEAEMETINMESERSEHETE.

« “Debian #5384& 2 100% HIE HEEE”, ( Debian t1E¥324)HHIE—1% )

+ Debian {@)R2E F B —LE non-free #l contrib #EEH,

EAATIREA, BELEAFE,

+ Debian R4 BB 100% FIEH, i BEAEFEENIR Debian {EAREEHI main EiF,
+ Debian R4 ZIMNIEREE B NI Debian {EAREEHY non-free # contrib Eig,

7£ Debian #E¥32490958 4 1&F05E 5 18 EHS1E1T T IAMERIARE

- BfIRESTEBRFINERE LB HKE

- BAIBEAANERAE RERKEHENZEREE, HMASELEEMANTGE. RFIRESEFERIEPSE
BFINEREMREEE, HFIARYTE Debian 24 LEAIEEMEE, RFAILASERDRIIFEREIDE
IBNEREZNER, AR A, HLERMANESHNSMET, RISEEE Debian R EEREIIBEEM.
%;EEEEEEE RS RHESH. SEEM. 100% BHEREE, MAMINEF=]8E I LAESL S EERR
RTERRR,



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
https://www.debian.org/social_contract
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« MEAF RSB BEkEEREE

- FFIPREE, RLERMNEREFTEERTTS Debian BHEEHEEHEIMER. HMIABLEFR, ERFESR
BEREHT “contrib” A% “non-free” Bk, EELBE R TAERIER, LRI Debian RARBEEFISRE
E PRI LATE Debian MEA, FHPISENCRRIERRESL B8 TRERIEMETRIE, UHIEMBFIRE ] ATEIRT
FITISLEERIE, FTLA, EBEIFEHIREENLIE Debian RARRI—ERSY, HFINEEFRER, LAERMBIESHEK
BRRM T A HER GEUNFFIBVERR MR F 47 CA K BR 451 2R),

(B & EZERE(ER non-free # contrib PHEEE R FEEEMER:

- FEREMMEREaEAEEH
« 5% Debian #HERFERINISTIE (ELERERAE X RFRIAHES, Debian NEEETREMISTIE, )
1R 100% EHHHY Debian R4
Debian B HE{821EE /58124 Debian $837 T B HEEEIEXE, Debian B2 G PEEM T REZNRE, 8aXH. 3
8. BRFBERER, E{FES Debian BIE HERE *“EHE“‘“**

A7 RE main BRIEF B HEEEIZ®E, Debian EIRE T EHiE Mozilla H1Z BIEREEE (U0 Firefox . Thunderbird I
Seamonkey ), iR T logo FM—LEEA,EX; LAFEFI5 B Iceweasel . Icedove [l Iceape B1X, EIELEEIREM AR
R1&, BLLEREEEREZE Debian Stretch ( Debian 9 ) KIRELHRIE T HIR AR B,

BiAYE non-free # contrib MEEB BT FIERINBE M EREER:

+ EGNU Free Documentation License F BN 48, B FAE8E8 5, tbd GCC F Make 89, (XS EE =] A E
non-free/doc #%l.)

. Eaaﬁfﬂ“ﬁ%ﬂ’] MBI E R EREEE B, FIGN7ESS 9.9.6 9% HAY non-free BREEEL, ( B RHX non-free/kernel
53, )

- BEMFREEE, HEEERMN/SNBERGET TR,
xR, non-free #l contrib BREEEMEE /LR main EREEEIRY 2%, FFaAM non-free f contrib AEE

MRS BRI, (£A aptitude(8) ML FEENNNE I AR HT 2T RN T2 HEH], JMERRERRKER
BB HIEREEEL, RIEMIARFRRITER,

2.1.6 EEEEMKEREE

Debian £ 45818 EIZGIE R AP EAR A EM GRS SHEIREHR R TEMHRERSES, THELE
(BERILE =N

- “fkE”

- BHINME, FEEEETT e S ERRRRNEE,
- TR

— SE{ Depends, {831 HEIEENARAEMELE,
R

- BERF—ES, EFREHNKENE. AZRERETRESEEE, RECERIHNAEOPRERS
- B

- BEE, SERELNAZ BERETERERERNNKECTES, BEFCMLTUEEENNE

> 3



https://www.debian.org/social_contract#guidelines
https://www.debian.org
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=354622
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
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- R ERUEBHBRME, TEbEmE,
< IR
- RO EREETRE —LRARE, —RIBRT ARSI S,

< ER
- BREATEHNTES. AT REEEREONABRIETHNTES,
. B

- ERAEEERRENERE SR AINKM RS,

3

- RFEERIEEEREMIINERIEEMBIERTINEE.

JED =)
#EE, FEHE “Provides”. “Conflicts” 1 “Replaces” E&Z|—(EEHEMIEER —ERENESE, ERRT
FEEA—ERER R — (Rt ZERENEIESRIEE.

BERIASRFERRZIIE FS EEALAR the Policy Manual: Chapter 7 - Declaring relationships between packages,

217 BEEMNEHR
ER APT RN IEEEENEESHREE.
- B (“apt update”, “aptitude update” ZX “apt-get update”):

1. EIHEREEBIERETEN
2. EEMEH APT EAMNAMTEN
« F4& (“apt upgrade”#1“apt full-upgrade”,zX“aptitude safe-upgrade”#1“aptitude full-upgrade”,
g “apt-get upgrade” #1 “apt-get dist-upgrade” ):
1 BERERE, EMTENRESBEHSRIEIARE (FISN2RE 273 T)
2. BRIRENASELKRARAA
3. IRBZBRAHEELENRARE, SRIEIREREENFMEZEN TEABIEREEE
4. FEEIFTIEENRY T EAIHIEREE
5. #1T preinst 35515
6. LR TEMHIESR
7. $A1T postinst 35515
- T8 (“apt install ...”, “aptitude install ...” =& apt-get install ..”):

1. EEGSIPIHAE

2. BRRERRREIAKFARAA

3. #EIREIARESIERE B T EMFIE
4. FRBIFTIEENR) T EGIHIEREE B

5. #1117 preinst $§ 515

6. T TEMHIER



https://www.debian.org/doc/debian-policy/ch-relationships
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7. $A1T postinst $5 515
- B (7apt remove ..”, “aptitude remove ..” = “apt-get remove ..” ):

BEEGLRYIHME

. BRRERIS BLAKERRA(Z

. #1T prerm 15515

. BREZEIMER, RTEERESR
. #1T postrm 15515

u b W N

- 7Bk& (7apt purge”, “aptitude purge ..” 3% “apt-get purge ..”):

EERLNPIHNE
fRRERIE B FBRAA

1T prerm 518
BIRELERWER, BRERER
1T postrm 18515

SANEEE

8, BTKE, BEEERTRMTEE.

{ai

2.1.8 HEEEEENE—EEE

{RIEZEEE RIVE 5 3. 55 —ERERI 4 & Debian 45 E MY /usr/share/doc/<package_name>/README . Debian
EIRSthfEZE ) “/usr/share/doc/<package_name>/" HMEEXH, URIRERE shell B 142 7, AT
HE<,

$ cd <package_name>

$ pager README.Debian
$ mc

IFETREREREL “-doc” FRABMWHEX IO REIGHANE,
MRFAEEA—ERSENERIEEITHIR THIE, —EZEEHKIEE Debian bug IRt R4 (BTS ) 4Bk,
Aeub e
Debian bug tracking system (BTS)
£
B OB bug i | S oD Le-browser

"http://bugs.debian.org/<package_name>"
#0138 bug #WSREY bug e sensible-browser "http://bugs.debian.org/<bug_number>"

sensible-browser "http://bugs.debian.org/”

Table 2.5: &R EER3E EL IR EE MG

{# Google 128 , ERAEFHE S “site: debian.org”,“site:wiki.debian.org”,“site: lists.debian.org”

EIREFEE—1 bug IERT, FHIEA reportbug(l) &<,

22 EREFEEEIREEF

£ Debian RAEFP B S EIR APT WEEEEIE T EnJUATE Debian R4 FETENREENHRESEIRRE, TEE,
BN AmEEAMEEEEETR: apt, apt-get/apt-cache f aptitude,

P REREATRNENREETENNRIEEEREREF, MYEAE root FFATE,



https://bugs.debian.org/
https://bugs.debian.org/
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2.21 aptvs. apt-get/apt-cache vs. aptitude
& aptitude RIFEETZEAN—EIFBHHFRIEETH, EFREZIMETIER:

- TEBENIRAFZLEE stable Debian 24 LR aptitude L RETEREAMRGZFR,
#(FM”apt full-upgrade” 8 “apt-get dist-upgrade” FREITIEMEIZE, 2R Bug#411280,
« aptitude S BIFREAT testing % unstable Debian RAFAEIRKEEEE,

- EEBAHETHSNRAERES, FAEER.
- BEUFXRZSHEHTHRESNKRBESEBINERIEEMRAREISMNAY, #5140 gnome-core,
- EfREERIRE, U aptitude Ap S BEFIRIZE “BUBSFRITHENIE" , iBY aptitude, MfERA “apt

full-upgrade”,
apt-get fll apt-cache RREMMER APT WEBEEEETE,

- apt-get #l apt-cache RiZtHSERENE,

- apt-get RETERANERAARFEFNREELER,
- apt-get T —{E5HKRIEREE ELKERARAT2E,
- apt-get HIFRERNERRS, EHERELHLERL BN TREEIR,

- apt-cache Rt 7T —{E ZEMEARRIURIES NIV BBAHEIR,
- apt-get #l apt-cache BJLAfEF /etc/apt/preferences RERHRE AN S @A, BEEFEHE,

apt ISR EESMNGLSTNEREREHEE, EA L, ER apt-get. apt-cache REMEMIESHITE, A=
A—ERmERENTE, BEHEM—LESEHRARMEIE,

- apt TEEFERAEEA apt install REREAFE M T —ERTFIEER,
s ERINZETEMERERE, apt iSFEEMBRIRENAY . deb EREERL,

R
BRERTERAN apt(8) as S A EEIXNHIERESR, M shell I5<L1EHER apt-get(8) 1 apt-cache(8) a7 <.

aptitude ML ERREBANENR APT MWEEEEIETHE,

- aptitude Rt T —ELFENEBHANFERENHE.
- aptitude EHRMLRHT —ESSERENE,
aptitude EAMRAEHREEEIE (FINREELTRWREENESTHANKES ) NESETA,
- aptitude HEREFNEXRES., BFEESNCERLBRITEEERE,
- aptitude RIFE— (AR ERNRTARIESFHABENEEETEN,
- aptitude FJUERNBEAMNS(ERA, LBERFER /etc/apt/preferences, EE+HEE,



https://bugs.debian.org/411280
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apt-g
ims aptitude |/ N
apt &84 B apt-c er
Bk
apt update aptitude apt_g”ﬁ%‘ﬁi’}iﬁ"s&’f ERETER

update update
aptitude apt-get
apt install foo | install instal&# “foo” EREEEIAVIRIERRASUA R ERIAKEE
foo foo
aptitude apt-get.
safe-upgradepgrade

apt upgrade S RETRIRIEBNRERSL BB REFMRENREER

apt aptitude | apt-getZECEHZEMIHIZER
full-upgrade full-upgraddist - ugitde
aptitude apt-get
apt remove foo | remove remove R “foo” ERiEE, BB TEEER
foo foo
apt-gE =aE - i |
apt autoremove | N/A autore;%lhé;ﬁg ENBEEBRRMETER
. apt-get
apt purge foo aptitude purge | &l “foo” EREERMEEIER
purge foo foo
aptitude apt-get. - .
apt clean clean clean EEFERAIEBENREERTER

aptitude apt-get
autoclean | autoclé

FOIE
a
52
P
i
b

apt autoclean

BRI E IR RS B HYERE

aptitude apt-cache
BER “foo” EXREEMVEEANES
apt show foo show foo iggw RE7R "foo” ERESEIRVEFAEN
aptitude apt-cache
gﬁ%f?@r:h < IE | cearch search 1S <regex> HYEREER
RITRANE <regex> <regex>
aptitude
N/A why N/A FRRZILEC <regex> MEREEEINV AWML RIEREA
<regex>
aptitude
N/A why-not N/A FRTZILED <regex> MEREE B AW L RIVRER
<regex>
aptitude apt-mar
=1lg 74 - /7 ELBH
N/A Tirfl\r/}’ Showmaﬂﬁ?iﬂ#éﬂ’]ims@

Table 2.6: {# 1 apt(8), aptitude(8) 1 apt-get(8) / apt-cache(8) HFF SN E A EIE B EIRIRIE
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22.2 @LYFMERREEREIERRF

TEZEA apt(8), aptitude(8) F[I apt-get(8) / apt-cache(8) HIFF < 7 E AL B EIRIRIE,

EE

B aptitude MLRHETESMIINGE, HIUIERRVEEEEIRENEE, EENEREEERT (HFIEER ) LR
¥, 5190 Bug #411123, Bug #514930 & Bug #570377, WNBE%ER, FfER apt,apt-get # apt-cache %3
B aptitude &%,

pE=1
EAE lenny hR7sZ & H Debian R4 M, apt. apt-get #l aptitude EXHSEHELTENIECNINE (2R
% 255 1), EMEeILUESERAEETAMAEHIBRENKE (28 Bug #594490 ),

“aptitude why <regex>" ®JLAiE® “aptitude -v why <regex>" FIHEZHIE ., FBINIEFR TLAEB apt
rdepends <package>” = “apt-cache rdepends <package>" J&EY,

E aptitude OERSTIEN TREMRIBE T —LRIE (FINERBEER), MAIMEZEMETRET “e” #1i)
BRI FENEENED,

fREJBATE “aptitude” EBEEANGSIEIE,

Y IEIE Bz

-s BERGSHER

-d ETHE, NETEE/ER

-D EESZTENMRE, BrEZhIimeH

Table 2.7: aptitude(8) FEEM G EIE

BFZRNB LR aptitude(8) Fizh “/usr/share/doc/aptitude/README” #Y “aptitude EFEFM",

&’
dselect MEEBUKER A, LTHBRZABHMRATEENEFEHNNELEETE,

2.2.3 aptitude HEEIXEA

REMEEIMEEEERE, (ReMETEIRUNEENEINE) aptitude,

$ sudo aptitude -u
Password:

EMSEIMEREEANABEIAE, I UREMF N £ REREEE YR aptitude S ERBEEMRE "~/ . aptitude/config”,

ﬁr

R
INRAFAE A root WECEMIFEMER, BILATE R FH{ER “sudo -H aptitude .."fX&“sudo aptitude

A o

"R
E aptitude AEEMRINRRENRS, SEEREGHITHENIE. MREREE, HrIEERE: “8F" - “BUH
SHITRIENE" REVHETE,
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2.2.4 aptitude FYIRIBE 4L

E=FREN T ERIESREN R EEFIZRNT,

TRIERE EHTEINAE

FlO@orCtri-t EE

? BRRREED (ENEEBEE)
F10 - EB) - ERAEFM EpRESEEES

u EMEEEEREEMN

+ EeCazeine Bl MEF AR &R
- Tz i el MEBIR (RBEERR)
ZrCZ B BB BlILMEBIR (BREERR)
T ER Be B 5% 25 TR FarmA R

ZCFRB eI AR E (EIfEENIE full-upgrade )
FiE TEl TEFMEEY
BEZMTEILREESE
BHEZ A ELSREE
nter RRNREENES

R E BN EF LR
EF S ENEERES]
EENENE —EEIER
SELE—EES

N~ olm x|laljalc il

Table 2.8: aptitude H93Z IR 45

FLLERHCIIEEIEEME, thrliBidR "1 | /7 ZREEERRTEA TR aptitude IERIRRR,
aptitude IERIRRAFICAER “~n” FREZEREGEBNTRRISELICRESSE.

N
MBEARBANERRT V" REFAENELKRESARETTARE, SRAGEPHRESM —LEHZE
XFRRBRARIEREE B BEAR T+ AR B AT AR AR &S,

2.2.5 aptitude EXFEEIIGIE

aptitude(8) 2 R EENMEN T, IMEEVIIREMNNRES S/ T @AV FIRETR,
idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2

ZITHRERBNEENT,

- IRE” RE (F—EFE)

- “BIET RE (BEFEE)

- "BE” F8 (F=EFS)

- REEERE

- BZ ENMET SR T=RIRE(L
- REEERIRE

- KRBT ARE
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N
EEIUEEIEE PRI TENRRIIR, R "2 MeIEEEEERIET,

A AMRANZRZERKIBEERNAMEIEIE (£ R apt_preferences(5) Fl5E 2.7.3 17 ),
ISRV ATEERIE ST LATE “iatR 7 EETHEL

e TRAE Yk

Package View RiF 2R%&K 210 (F8:&

O ations | BFF Bl R T A (BB R R A R

Flar Package BiF R4 EBLhE] HEREEE (FIRERIRR)

Debtags Browser | IEEEH ZIH A debtags EfTH FERVERFE R

categoricat B Btk SRS YRR (3 Debtags BEERER)

Table 2.9: aptitude &%

xE
HEBBPINGER debtags 1ZEHIEEEER |

1R "HRREESRT NEREENTIERTEE LI dselect BRI,

niR LR TEPEN

Upgradable Packages f&H section - area - 2 EMNIEFERI|HEER
New Packages ENS

Installed Packages ENS

Not Installed Packages ENs

Obsolete and Locally Created BLE

Packages

Virtual Packages R INEERIEREE B

Tasks HH — (B E X5 s B AR D RERIERFE B

Table 2.10: 1RZEEREEBURIRAISIER

R
BRSBTS R AR R B ORI L,

2.2.6 aptitude 1£=5(EIE
aptitude FE 7 %&{E °T LAE A [ERIRR RIS SEEEERNEIS,
+ shell a5 %71 :

- “aptitude search ’<aptitude_regex>’" F|HZTHERE, REERBALEEEBAMBERIR
- “aptitude show ’<package_name>’" ZI|‘HERBEE I TE IR

- 2RFEEMEL

B



https://debtags.debian.org/
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~ 1 ETAPRAI LR B IR
-/ BB LENREE

-\ iR B LENRES

- 0 BT -8

- N B L8

®’R
FH <package_name> WREFEIEEI RMEAVISHEFT BILEC, FRIFERMN - FBIIERIRERI.

2.2.7 aptitude [EAIRTRR
aptitude IFBIR/RIVEEE mutt B3R ERE (285 162 T), aptitude ER2RISFILEHRBIEREGWT,

« ERIRRNERAMRZ ERE, FAIR egrep(1). awk(1) F perl(1) iIELLERIF9%E Unix XF T ERATERR “A7 “. 7 “$”
F=EEHY,

- (KFERAZR <type> B—TEISEMEE B EREI{R (depends, predepends, recommends, suggests, conflicts, replaces,
provides ),

o FEERHY <type> {k#ARA(RR “depends”,

2R
& <regex_patten> AEFHEN, HUAERSRARIE-T,

THEHR—ERES,

« ”~P<term>” == ”~Dprovides:<term>”
» ’~C<term>” ==”~Dconflicts:<term>”
« ”.~W term”=="(..|term)”

FRERZEnutt PRIFEE, BS mut WERRENRRRIABESR " EHEFM™ /usr/share/doc/aptitude/READ
=a]: 3] “SEARCHING, LIMITING, AND EXPRESSIONS”o

IR

lenny hRASEY aptitude(8) R, FHIRIENEEE, FIM0 “?broken”, EEERIRRAFIUARENAEENEER
“~b”, MATHFT “ " WARRRTIRFT “~" SMIS—EERTRELETFT, MORBNEEER “&
REFM",

2.2.8 aptitude FMKFERRR

MRBBEE “Flo - EIE - ERIE - EERERERME" ETHEENRTE, AE aptitude PIBIE—(EERES
B, NMEZ/SH “Depends:” FIRPHIERILEE L, “Recommends:” FIRFMEEBEHEL, 7 aptitude
T, EEEHTRENREEABETEREBEBIR,

aptitude @< HIEH “‘BEILTR" TRANFHEHLIER apt EEEE A apt-mark(8) 7L HRERTE,
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BEREALERER

IEAIRRT

LECERREE B

~n<regex_name>

LECHR ~d<regex_description>
LA EEE R ~t<regex_task>

ILEZ debtag ~G<regex_debtag>
LECAHEES ~m<regex_maintainer>

- ILECEREEERY section

~s<regex_section>

ILECERRE B AR A

~V<regex_version>

LECtERE ~A{bullseye, bookworm, sid}
LSRR ~0{debian,..}
- LEEEEIER ~p{extra, important,optional, required, standard}
RN ERERIEE ~E
R EREER ~V
ILECFEVEREE B ~N
MLECFITRVENE ~a{install, upgrade, downgrade, remove, purge, hold, keep}
NI EEEREE ~1
MEEFS A BBNETERER (BF% M
FRVEREEE )
MEAEE A RBNCZRERER (EE it
EBIENIEEE ) '
- LEEEREL EE T A RRIEREE ~U
MR E MR ERBFRIVERER ~C
MEEEBIR, SAEMRI I BIREVIEEE ~9
LRI R AR R RUERE & ~b
ILESREIE <type> MXFRRARRIEREERL ~B<type>

LA <pattern> EREEEHY <type> fKFBEH AR

~D[<type>:]<pattern>

 [LES <pattern> ERFE BLARIREY <type> AXEEFRH
%

~DB[<type>:]<pattern>

TCECR#EFR <pattern> EREEBIAY <type> fkFE
FEREEE

~R[<type>:]<pattern>

" ICESAEERS <pattern> EXAS BLARIRAY <type>
EEEPE D)

~RB[<type>:]<pattern>

MEHECE LR e TRENRIEE

~R~1

L2 B R EEC LRI B FT kRIS
a

I~R~1

LEEEERRREEMKANERTEN
RS E

~R~i|~Rrecommends:~i

ILEC <pattern> \EERA Z BIVERFEEL

~S filter <pattern>

MECFEREE (B)

~T

AEEEEER (R)

~F

Table 2.11: aptitude IEBIFRRTV

/var/Tlog/dpkg. log dpkg ZRHEREEELEEIH
/var/log/apt/term. log IBH APT /ZEIHG

/var/log/aptitude

aptitude % EENHR

Table 2.12: EREEELEENHEIESR
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2.2.9 EEEEEENHGE

{Re] ATE BB RE SN EERIEENEL,
B, RENELEGZ IREEGERNEN. REEMNAESRE 9210 1,

2.3 aptitude IE{EEI
TER—L aptitude(8) AR IESEHI,

231 BBERIRRALEERIEEZHERIILEER
TENSSIH T EBENRRALEREE2BATIHEREa,

$ aptitude search ’'~n(pam|nss).*ldap’

p libnss-ldap _ bll E blrbll }Eﬁ bII LDAP brl 1"5 blrbll % bllbll % brlbll ﬁ blrbll EE bllblr
%% bllbl! E/\J b!l NSS bII *E bllb!l '%E bl!

p libpam-ldap - b’ j'l: b’’'b’’ %q; b’’ LDAP b’’ 1|\ b’ 'pb’’ E b’’'b’’ EI‘J b’'b’’ ;ﬁ b’’'b’”’ )\ b’ 'b’’
=X bbb’ B bbb’ E b b’ R b''b’ H b’

ERANERRRNEEEREEREAE

2.3.2 {FRHIFAIRRXLEZE

£ iRTERERsIR FEA” D BAER, ERIRTN ~dipve” sJUARRGIEH ILECER ISR, LWEENRRE
il

/

2.3.3 FEEMBIECMREEER

EEEBRFT R EBREE BRI EER,
BEU TSGR,

# aptitude search ’'~c’

WMNRIFER Y HAVERIE B E S WTEMPR, FHMITUTHL,
# aptitude purge '~c’

5] AR B E B EIAE R P AR R TR R R RO 51,

£ e eaR A R EAERILEN ~c” , EHELKEIIESR, kW, " BRENEZEE” . AN
BLECHEREEEL T LATE B EIRRE LEM” [~ B,

EREEBIREN "“KRTENE" h@EA 7, ERETHHEESRELEERR A SHER, HEFTER “="
REENTVHHEPREREE B AR R IR E .

ERRRNAEZAEERRSEMNG<#E,
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2.3.4 AEBFFEIREIRE
THERARKEANEE)/FHREIRENTE (FEERE aptitude REEABIPR %),

1. F3 root AGENE#EN1T aptitude,

2. v SO EHEARNKREQNR, "V SOETAET A RNKEEURTAHE, " SOERNKERIIR,
"g” BLPITHE R FHRIERIE B BT

3. T “U", W#EAN “~i(~R~i|~Rrecommends:~i)" RERHIERFEBIVEER, BT “M 1% "‘ELEHRES” 1
IREEN BB EIRE,

4. T “17, WA “~prequired|~pimportant|~pstandard|~E” KFEFIEEEEHEER, & T “‘n” 5 “B
ZEINEE" WIKENAFIHRE,

5. T U7, WEAA “~i1~-M" RERGIERIEEMNEETR, £ "BRREREY" LET [7 RRIERNERER, 7
T “-7 BEMBRK,

6. #&F “17, WA “~1i" RERHIEBEEMEER, ZEBE “BRE" LRT “n” #RLREEFCATFEIRE,
7. IR aptitude,

8. A root fEAEMIT apt-get -s autoremove|less” <, RIGMENLHREBAEABEEEN,

9. EEFEATER aptitude 2X, A “‘m" SIITLAMEEZNVERIEE,

10. F root EREEFH 1T apt-get -s autoremove|less” EEGSREEBRBRNEBFEREARESHEHCH
FEBMRIVEREEE,

11. A root fEAHE#MIT apt-get autoremove|less” L REEBRIABEEMNEIEE,

EIRATEZENITEY Tasks” £, BiT'm” s SR —ERNENERE, BNMER THIEXERESWBHRZTRNBILL
IEO

2.3.5 Z£HEMARGLFHER

JED

BIREB RV ITIRIIAER, IR FEATIERMAIE, Debian 2rIFAAE), BRIMERBZESEFNE
KRG, BT MHREEBIREZNIHECRMEY] NZWIIRMNREENTEESE. BN, TMEBZA,
R EZEHRN R R TRINED, TIEEBITLMMAE (RIRE 102 H), “H" LEZRARENSBIERM
I —(ERIENIE, REIRFIRBAIFHER,

{ReTAE BN E”/etc/apt/sources. list” WRBFE 2B TARETEM U SERETRENSE T4,
SR1&#1T apt update; apt dist-upgrade” &%,

i stable ##RZI testing 2t#& unstable, {REZA”bookworm” sk#&”sid” Bi#t”/etc/apt/sources. list”
EXEMbullseye”, 2EFE 214 T,

SEL, AR CHREARASEBNEE, MrlESB: —LHE, TERANNEENKEMNE ARZBRNESR
HA, REEFTERISEIME, EMRAIEITE, RRNLERN stable BERIFHHY stable, fREJEAEIR Release Notes
REBBEIMNTREM, REFTEERVRL FRIE,

EEENBHZA], MREERLRI stable ERIIGERLA) testing, EIZH Release Notes B LA R,
7Rl —{E stable BH AR, stable BEITIRIRWGERLM testing BITHRZBMNEETREEZGHEE KERHBE
SRR RIS E MR,

ELEARRBHGR, REZEZEENERE, BRFEEZEEAHIRPENSHNENARRBIN DL LR
HOFIER,
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PP"!\-’

u

BRSERIRY “SETIREA".

RNBEZRE LERENNEEE )

& bootloader 1 THIRFR, FBEZE US| EBMBMBNFETFNE.
SRBHAK LNERE,

A script(1) FCERFHARRYIBTE,

F “unmarkauto” FERRBREBHEREE, Flil”aptitude unmarkauto vim” EE&G<S 2R LERIR
vim EEER 88T,

RBTRBLEREEZEVHEERENEGR, BREERLVEZRNNEENHE, FIN, BREERRESEKE
@O

iR~ /etc/apt/preferences” 123 ( 22 apt-pinning ),
HE—SHMFAM: oldstable - stable - testing — unstable.

. FHék”/etc/apt/sources. list” {3, FEIEOFIIEREAREHIT aptitude update” &<,
. EMETEEIE, BRI core packages, fFl80 “aptitude install perl”,

. $iiTapt-get -s dist-upgrade” @< RIEAERMIBILE,

. RE#MIT apt-get dist-upgrade” &%,

@ VIR

£ stable RAFRRIEHE, PEEZER Debian BITHRENIRE,

( : ) \Ey
E581M “8817FM” #, GCC, Linux Kernel, initrd-tools, Glibc, Perl, APT tool chain &%, §—%iR%

MEMARNERTEEIE,

2l

2.4

unstable IRAFIBE 4L, #BIRE 243 75,

SPEEEE B EIRIRIF

241 LTS EREEREIRRF
TEHIE T -EHENREEEIRRE, BLBRFEHN aptitude BINEPEEIRAFTIFIIINEE,

a1
HR—EXZESZE *ﬁﬂ’]i)\ﬁ‘“@, Re]BEEE A —%ﬁ%\?ﬁi’%@’fﬁ%*ﬁo B, B “dpkg -L
libglib2.0-0:amd64” 3R3F|H amd64 5 *%E’J libg llb -0 MBENAR,

H

VI
@ AiRE IEE@;Z/J\ILME)EHﬁﬁ%ﬂ’]i’ﬁﬁgﬁllﬂ (flgn “dpkg -i ..” # “debi ..”), EMAEBEEEEME

FERREEIKEE, dpkg FIEST)EIE “--force-all” FFEMYEIE (2R dpkg(l) ) RBRAREF. 28
R ERTMNNRAEREHERIBTHNEBRL,



https://wiki.debian.org/Multiarch
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B BRI

COLUMNS=120 dpkg -1 2 St o e Aoy AsHEo E0 A
<package name pattern> FIHERERREBIIRANERRS
dpkg -L <package_name> Mr—EETRHREENAT

dpkg -L <package_name> | egrep _ o St o B o
"/usr/share/man/man.*/ .+’ St — B RARIERENI man FMHE
dpkg -S <file_name_pattern> FHECE BRI E RRERF=E)

apt-file search
<file_name_pattern>

JHtEREHLECIE R AVERRE &

apt-file list
<package_name_pattern>

F| HERER LREMEIEENAE

dpkg-reconfigure <package_name> E¥ﬁ@ﬁ§§ﬁﬁ:§

dpkg-reconfigure -p=low

<package_name> RN A REF L EIER

configure-debian M@ﬁm@

dpkg --audit MY RREEEEINET A%

dpkg --configure -a E%Fﬁﬁ"ﬂ Y R I HIERER Bl

apt-cache policy - @) mo T e
<binary package name> BER—E T EMHIEE BRI TRRA, BEIEFIIEREEN
apt-cache madison BE R — (EEAE MR AR A T R

<package_name>

apt-cache showsrc

—__ — MY 45 4 L] E‘
<binary package name> R —(E I B IR B R R IR IS ERIE B E A
apt-get build-dep " = an )
<package_name> TR IEEREEMEZNERIEE
aptitude build-dep =58 e 5 B
<package_name> ZREBERECAMEENEED
apt-get source <package_name> "‘FFT—.-EE'?‘KE) T HIFEIRDS
dget <URL for dsc file> RECERE) THIRIAISEAEEE
dpkg-source -x ?iél?ﬂﬁﬁ%?}(ﬁ‘%@%é("*.orig.tar.gz" #0

<package_name>_<version>-<debian

IVerslebandstar . gz7/”* .diff.gz" ) PiEEiE Skt

debuild binary

R HERIARSRI P IS ZRIZE

make-kpkg kernel_image

O RIBER P BE —EOEREEE

make-kpkg --initrd kernel_image

ERA Y initramfs R OTE VIR P IBE— B OEEEE

dpkg -1

<package_name>_<version>-<debian_|v

e L

apt install
/path/to/<package_filename>.deb

TR—(EFHRIECIN KGR, RS, S5lENRRITRRMY

debi
<package_name>_<version>-<debian_|v

SR ERHARE

dpkg --get-selections "*’
>selection.txt

fi#7F dpkg #RBIRIEREE ELEIZARREE

dpkg --set-selections
<selection.txt

£ dpkg R E KBS ELRIEIARE

echo <package_name> hold | dpkg
--set-selections

EH dpkg F—EFREENEEFERERES hold (FBE

R”aptitude hold < B8 >”)

Table 2.13: HPEERIER

BIRRME
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R R A T ES,

- FTENRREEMNLRGSEHFELA root HiT,

- NERERIERIRTIN aptitude (2R 162 T7), HENREEEEGSERERUR shell glob WERAFT
(2R% 156 §),

- apt-file(1) B apt-file BREEEIIRM, WHFEZEKIIT “apt-file update”,
« configure-debian(8) B configure-debian BREEBIRM, E#MIT dpkg-reconfigure(8) {F & 1& i,
« dpkg-reconfigure(8) {8 F8 debconf(1) {EA#& iH R TENREBIES B,

« "apt-get build-dep”.’apt-get source”#1”apt-cache showsrc” & HEE”/etc/apt/sources. list”
FfFE"deb-src” 1%H,

« dget(1) . debuild(1) 1 debi(1) ZEZE devscripts EEEH,
« 2H% 2.7.13 TEEH apt-get source” WITE (ETE ) B2,
- make-kpkg &5$EE kernel-package EX88E (2R% 99 ).

- BAITEZRE 1211 7.

242 ERREREMEIEEIESR

B4%HE debsums EREEELAY, BE(FE A debsums(1) A< iBI@”/var/1lib/dpkg/info/* . md5sums” &R A I MD5sum
B, BECTEMER, 285 10.3.5 TKIES MDssum 2 EHELIENE.

JED =)
A% MD5sum ERERBEREABEEL, debsums(l) FRL2TREAEMR. SR TEARKEBERESHIE
HAZ CH B IR R SR SR IE PV BIR R R A,

2.4.3 FERHERESELANE

S EAEERER unstable, AR EEMIINEFEIEE, BESERRARETRHERENRKIEE bug,

LHREEEE apt-list bugs FJAB GBI ARLMIEBEE bugs, BB APT ZAFHARES, ©EEHEMED Debian BTS
BRYEE bug,

Z# apt-listchanges 8388, EEM APT RAFHRIFEEE “NEWS.Debian” HRHEZHME.

244 ESEMEETER

BE I RBE Debian #U4 hitps://packages.debian.org/ B ZSMEBDTENEMBHEMNE, BERMKEREEEER
RI73i%,

grep-dctrl(1) . grep-status(1) 1 grep-available(1) i FARIEZ E B Debian FEEEMIZHIE RIS NREIIES,

“dpkg -S <file_name_pattern>" #FREEH dpkg TEMNREEPEENEERN, ECESBIBEEENE
SBEITHIMER,

MRFFEH dpkg TERETEERNIES, RFEAE “/var/lib/dpkg/info/” BE#T#IT “grep -e
regex_pattern *” ¥, EEFEFEREEESHNLTREANFTHIERIERIER,

MRRIEIEEEREREEEMRFR, (RIERX(ER apt-rdepends(8) .
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2.5 Debian BXEERINIPEIE

IR E Debian ESBERMNIBTEFRE, ERZEEMENIREIIR—LHREREE.

25.1 tERETEN

BEZE1ThRAYTTE KIS R EBFATFIE Debian BREUGAY“dist/<codename>" T, B0 “http: //deb.debian.org/debian
ERENGBTTBBHERIERRAE, HPA 6 ERAENTEN,

(EES fiig AE
Release ZIThRRVIEE ERERANTEEEM
P » ERNERRER, FAEXE
Release.gpg BT TENR ;;;gse BRNEEER, EAERE
Contents-<architecture> | EfThREIIEE FIH RS NERIRESEEES
3 ey
Release _%@ EThR/EHRISHES AR SRIEHEA(E R apt_preferences( 5 ) H9#EE|
SEETREE/ " EMFIZERE | . . 1 — s g
Packages 4 Ezg}éﬁﬁ/t /Il i#4% debian/control 1B EMNGIE
Sources IEEI%‘FI BRERIESEEY | 54 gepian/control BEUEBES
Table 2.14: Debian {2RETERIIAR
BTRLVERRE, EREMNEREDR, ELTENRTABRE THENESR,

2.5.2 JEE “Release” 1&

"R

J8/E “Release” 1EXRFINEE secure APT R4 FTHISRIEIESR,

{8 Debian 18R ERAAULEBE — EiEHA ‘Release 183, el “http: //deb.debian.org/debian/dists/unstable

ATWT,

Origin: Debian
Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-uUntil: Sat,

Architectures:

21 May 2011 08:20:50 UTC
alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«
mipsel powerpc s390 sparc

Components: main contrib non-free
Description: Debian x.y Unstable - Not Released

MD5Sum:

bdc8fa4b3f5e4a715ddod56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e€010d116aeeah9614cO 19441880 Contents-amd64.gz
3d68e206d7faal3aded660dc0996054fe 19203165 Contents-armel.gz

R

£S5 2.1.4 1548, {REEZHEZZINF{ER "suite” F1"codename” HIEBEE, “251T
Fi 6 tE RE R AV ER1E

=i

m area

Z#57E"Components” .

hR” #% FA 2R [ER%a% K2 "suite” #1"codename”.
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JE/E g "Release” FITTEM, RHM secure apt FIINZAZEHERERRE.

=

&% B1E3xE"Release.gpg” RHTEEIZIEIEE"Re lease” FINIZRAY Debian 1&RE N #BEENT,
« BAAY Debian tERENIBEESMA “/etc/apt/trusted.gpg”;
- EEMRETIUBRLTERIHN base-files EAMARTM, =HE
- FENfEMA gpg TE apt -key T B HEEVEHTE ftp-master.debian.org T RFIFIERE L8,
- secure APT R #5658 T HAIEEIE R "Re lease” T B M INZERTZBIZAZI T Release . gpg” 18 FE"/etc/apt/tr
181 Debian tERE V8.
FrB”Packages” 1”Sources” IERMTE M R METEE Re lease” HEREM MD5sum EREE:E, FIEMEEER
M H”Packages” #1”Sources” t&3R 12/ MD5sum {B2RE55E. £ R debsums(1) FI5E 2.4.2 .

E N2 REREE LEETE MDssum BB EE S /Y CPU, {#H MD5sum {E2REGEE —([EEEE, FHRINZRERREEIE
[BfY"Release” 18R, EEADNIRM RFE2HMNERR, WELEIFINE (B2RE 103 ).

2.5.3 1EZXEEEN “Release”’ 1EZx

N
EREERN “Release” HERAGRE apt_preferences(s) BYFRAI,

ERIEE XY Release” 1R, H2 SRR EMN BTE”/etc/apt/sources. list” Ffy”deb” {THIEE, LA T HI”ht tp: //dek
Z”http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64

( : ) Dy
#h"Archive:” Z#i, %5178 ("stable”, "testing”, "unstable”, ---) A% Debian archive , M{X5E
("trusty”, "xenial”, "artful”, -=-) B¢ Ubuntu archive,

IR NSRS, LhUNER experimental #l bullseye-backports, EfIE SMEHEALAEREEILE, EERAAE
EBSMITT, BIGN7E http: //deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
EEENTEEIINI—1T,

Archive: experimental
Origin: Debian

Label: Debian
NotAutomatic: yes
Component: main
Architecture: amdé4

IR, BBRERERB NotAutomatic: yes”, FE5%HY Pin-Priority {62 500, ME{f B "NotAutomatic: yes”
AYETARYE SR, FEERAY Pin-Priority (B2 1 (2 R apt_preferences(5) ¥158 2.7.3 ).



http://wiki.debian.org/SecureApt
http://ftp-master.debian.org/
http://www.infodrom.org/~joey/Writing/Linux-Journal/secure-apt/
http://deb.debian.org/debian/
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25.4 ERARKEENTEN

E{EM APT THRS, fl aptitude, apt-get, synaptic, apt-file, auto-apt, HFIEEFEHE S Debian fEE

B TERNAtEE, BLARMEENERME, T /etc/apt/sources. list” IR @AY distribution,
area,architecture fHEEBHE—., (2R 2.14 ).

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_Release”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_Release.gpg”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_<area>_binary-<architectur
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_<area>_source_Sources”

« ”/var/cache/apt/apt-file/deb.debian.org_debian_dists_<distribution>_Contents-<architectur

(apt-file)

Al 4 FEIERAVIE R ZFTE AR APT 59 HER, W HATMIE® “apt-get update” 5 “aptitude update” 7
BOTIPEITER. WRE “/etc/apt/sources. list” HEEER “deb” 17, Bl “REE" TENEZETER.
WRTE “/etc/apt/sources. list” HHEMEMER “deb-src” 17, B “[RIAME" TENZETER.

»Packages” ¥1”Sources” WTTEFERBZE “Filename:” (I, EE EMHIFRBEEERNMLE, B,
BLHBEEER—ME pool/” BERET, Bixo] MNEBRAEHEEH,

‘BiEE” TEMMARMEIARFTUGEA aptitude RETEENIXAIES, BFINEESHS grep-derl(l) FTLAIES “BREE
8" 0 “[RIEEE" TEMBIAHEIA,

“Contents-<architecture>” TTEMBIAMIEE, Besiapt-file update” B, EMMUENEE 4 BRE,
28 apt-file(1). (auto-apt BJ”’Contents-<architecture>.gz” {EEMNAEEIERHERARENMLE, )

2.5.5 APT HIEREEEIAREE

BRTIRIREEUTE R, lenny Z#2H APT TEES K EEARMEENTRHIREERFRFE/var/lib/apt/extended_ste
B, APT EEAEFIRENHBELRIFBEEEEE,

2.5.6 aptitude FIERESEIARRE

BT EREITAR, aptitude H OB ES TR B NREIREENREEAE"/var/1ib/aptitude/pkgstates”
R, BLEEHSREER aptitude fERA,

2.5.7 EHHEHREENAMEE
FTEiEIA APT #EIEmERMERE B ETFE “/var/cache/apt/archives” H, HEIEM#HER,

aptitude FYIEEREVIERFIERES, #E4HE 0Options” -~ "Preferences” TR E, I NBEBEMEE,
“Actions” FHJ”Clean package cache” @¢”Clean obsolete files” R#ENfTIEHEE,

2.5.8 Debian FXFE2RIIEZFE

Debian B2 BIERBRENBEERS.

VN
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REaER] BEERE
—ERIFIEREER (7748 deb) <package-name>_<upstream-version>-<debian-version>_<ar
R ian-i A EMFIERRERL (7 . . .
?%BJddeeglsn installer By _EAIRIFREEE (5 <package-name>_<upstream-version>-<debian-version>_<art
- [RIATEEREE R ( ERIRIRES ) <package-name>_<upstream-version>-<debian-version>.ori
1.0 [RIBTEERFEE (Debian LX) <package-name>_<upstream-version>-<debian-version>.dif

3.0 (quilt WTEEIER) [RIAH5EE
£] (Debian C4&)
[FIGTSEREER (FRER) <package-name>_<upstream-version>-<debian-version>.dsc

<package-name>_<upstream-version>-<debian-version>.deb:

Table 2.15: Debian EXf2 B B FELEIE

BB aH ATAMF T (IEAIRRIV) FIEIRRE
<package-name> [a-z,A-Z,0-9,.,+, -]+ N
<epoch>: [0-9]+: Al
<upstream-version> [a-z,A-Z,0-9,.,+,-,: ]+ | IE
<debian.version> [a-z,A-Z,0-9,.,+,~]+ )&

Table 2.16: Debian BX & Bl RFEHE —E T LAERNFETT

==
fRE]LAF dpkg(l) REMHFSEEBEERA, F40., "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $7”.

ES=

debian-installer (d-i) {8 udeb fFAEMN _EMFIEEENEIER, MIEZLE deb, —1& udeb ERFEEZH deb
RESPRET —LERAVENANS (FIXHE), KMETETEEREHNEREEREKMNER, deb F udeb #X38
BERZEENEREELE. ‘U RRF.

2.5.9 dpkg &d

dpkg(1) 2 Debian #EIEEIEIEPHEKENTHE, BIEEBEKR, WEIMER,
ELHAE “<package_name>" MIERBEEIRS, dpkg ERETINIEFEEE,

1. BBE deb 1R (FRAMN “ar -x")
2. {#H debconf(1) #1T “<package_name>.preinst”
3. BEMBELRIALKT (FEMN “tar -x")
4. {#H debconf(1) #11T “<package_name>.postinst”
debconf RAIRMFTHE 118N F LION (£ 8 ) ZEMFENEAETE,

“status” {ERMEBIAN dpkg(1). “dselect update” FI “apt-get -u dselect-upgrade” ST EFH,
EHFMIE 25 grep-detrl(1) BFJLAIEE “status” #1 “available” TTERBIAHEIZ,

=N
fEdebian ZEIRIE T, udpkg L AR udeb BEEE, udpkg @< E dpkg fRLHI—EFEREARAS.



https://www.debian.org/devel/debian-installer/
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T
EES

REEELE

/var/1ib/dpkg/info/<package_name>

PHHTTEES, (ERETEREY)

/var/1ib/dpkg/info/<package_name>

/var/1ib/dpkg/info/<package_name>.

iﬁ@i@ %Ej]iﬁjisa *Dﬁﬁi

/var/1ib/dpkg/info/<package_name3 .BiieH

/var/1lib/dpkg/info/<package_name>

WﬁﬁéﬁZﬁiﬂﬁE’]?’ﬁ@?

/var/1ib/dpkg/info/<package_name=>

/var/1ib/dpkg/info/<package_name>.&

W@ﬁ%lﬁz ﬁuﬁrfﬂ"j?)(ﬁf@h 2 E%

/var/1ib/dpkg/info/<package_name>

@Jiﬁfdlﬂj)conf %?EE’JW’“’?

/var/1lib/dpkg/alternatives/<packd

gepdame>alternatives up’v\ﬁﬁﬁ MEREM

/var/1lib/dpkg/available
/var/1lib/dpkg/diversions

FrEEERR T HEEN
dpkg(1) FFRAMIEREZENEN, H dpkg-divert(8) RiE

/var/1ib/dpkg/statoverride dpkg(1) FERAMERIREBREEN, H dpkg-statoverride(8) FX &
/var/1ib/dpkg/status FrEa R BRIRBEN

/var/1ib/dpkg/status-old
/var/backups/dpkg.status*

“var/1lib/dpkg/status” BEPFE—RKED
F_K®&%, UK “var/1lib/dpkg/status” {&=X

EENRN

Table 2.17: dpkg BIHIEERER

2.5.10 update-alternatives &<

Debian Z#t{#F update- alternatlves(l) EREAEITUAZ TEWLESEEEMWER., N, NRER
nvi #REEE, {REIDAME vi GRBEHIT vim,

$ 1s -1 $(type -p vi)
lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

LZHET vim #

$ sudo update-alternatives --config vi
Selection Command
/usr/bin/vim

* 4 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian IBIZRM7E”/etc/alternatives/” BEF{EIEIR
B %2 mAIIEE

RERE R CHNREEZERRF(EA”/var/1ib/dpkg/alter

e
=EN

/_\

2.5.11 dpkg-statoverride ap<

ERE—(EFFEERE, B dpkg-statoverride(8) < IR HEHY ARREIELY, R &R dpkg(1) ¥t HERERTRERIE I HE
W—{@75%. MREMT”--update” EIH, It BEREFE, RZIERSHIMRESMIBENR,

Ny

® RMEEEFEA chmod 3 chown Y EREREEREDERNBENTIE, KEE T REREEHR
BF, WEE,

ER

KATUFERTER—F, BB LtTER dpkg FIRENEAIERZAYE, BIEERK, RES,
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2.5.12 dpkg-divert 5%

dpkg-divert(8) Ap & 12 (R EVIERERS , RiBIE dpkg(1) AHERA KRN HIERMUE, MELTRKI BRI E.dpkg-divert
RUBEEMEERE SN, TEERAREEEFEAEEGRS,

2.6 EEIENRFEFRE

E#1T unstable R4, FAEEES T B RHERNREBEEETIRENER.

VI
TEHN-LHZEERSNER, EIEEHRETES !

26.1 FHAENERELRE

MR—ERE GUI BNEEBRH LFRAFRRESARE, MEZRRERENFTMEERER (HEEMMN ) S
By, MREEFENERERF TRITEE, BREERRMNEE TEE, (ER—EHEM b LHITEEBES
BRE, )

D TWIERE, MEZBIRERNAEEERLERRIE GUIER., PR EREENEEERNTUEZ R
RECEEM., (A EFMERRT, )

2.6.2 EBHERERNARBIER

XHREREEEIEIR R4, LLUNER aptitude(8) B apt-get(1), fEFAERIS ELIkER, EHIRMERIEREE, FTEEREZLERH
Be., (2R%E 216 ).

HEEEMEEENER, NERAREESRETA—BNWEREERSE, (BR%E 272 1), HEHIRAIERERE
XEBIEN, MREHIRERERMNIERT, (RE1B aptitude(8) 3¥ apt-get(1) LEEERIEEL, dpkg(l) EHMBBMRERT, &
EERTIENROER, TAEBEECEFENESR.

VAV
@ FERF=AREESERERNARKRAN, BAEBEEER root FFRENITHEEE R SIBEMNEHINALR
HIEFISE. dpkg(l) ar e RPGLERRELIRSRIBEIT A,

AT LA BB MR E RIS NG RRAVERREEL, <old-package>, REFRIEIEHERILIEEME,
$ sudo dpkg -P <old-package>

2.6.3 ZEIRIRMIEIERIESHE

EHREESETIN—EGnSHNELFERROER, HOBMSHIRERMEL, RIEAEERARBBEMNNTAR,
TEHEIBNLENRER., E—EHZESETHMRIESBREEREN, ZEEEREMNATCTEMIRVRIES, &
EELfE, MELSHERTF,

#i1 “<package_name>" HUEREEEIIELTBMIRE, (FRERXIBIR T IIMIEREERIELTE,

« ”/var/1lib/dpkg/info/<package_name>.preinst”
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« ”/var/1lib/dpkg/info/<package_name>.postinst”
« ”/var/1lib/dpkg/info/<package_name>.prerm”

« ”/var/1lib/dpkg/info/<package_name>.postrm”
FERATIIMFAE, LA root fREBIEIZIIRIBEIE L.

- EITEIE 4" SARRF LT

- FEHERITRVITEMIG “| | true” SJLASRMHIREARLIN

ERATIGSREEEFRE NN TEIIREE,
# dpkg --configure -a

2.6.4 {FM dpkg s SETRIE
E# dpkg RIFEEEBHHRIEETE, TOUEREENER TETIE, NS iNaERE2EREKES, EX
PIBE foo BXBEEIBIET, LEEEFIR,

{RETLATEERRE B HREN B #%: “/var/cache/apt/archives/” H3#ZIEH foo EREEEINIE bug ARAS, (INRIZAE,
fREJLA{EAE 3R https://snapshot.debian.org/ A REE, SiEEBEIEERIRENINEERHEPERE, )

WMRIREESRIEN R 4R, REILABB FIIHLISRERE,
# dpkg -i /path/to/foo_<old_version>_<arch>.deb

AN
NRIFFRBIRITER), RBEJUERESERN APT RARMFRBERS, MEE 2.7.10 TR,

MR R FEANEIRIRERE), FEZSHECHARBEIAE,

1. f#F3 Debian &AL ARIRRRIEI R 4K,
2. I9FERE FEERIENM R A E R “/target”,
3. BB TS TREMAR foo FRIEEL.

# dpkg --root /target -i /path/to/foo_<old_version>_<arch>.deb

BNEMIALEERR /Y dpkg Sr S BIRIR, s IRERA#IT,

BN
A EFEHR. live GNU/Linux CD, FIRRENRY USB BRENSNABERRIEN_LHY 5 — RAERIEIRY GNU/Linux Z 482 =] BAKEA
A SR BIRIRIR R 4R,

INRARMKERIRE, BERAEEH ANRENEE, It B(REMNMAERM, (R UAEA dpkg B9 - -ignore-depends™.”- - fo

METEERERKIE, MRIFERMT, 2RFUABESNHHBIEKXBEER ESMELS R dpkg(8),

xR
MRMHARRRERIRT, MEZBARTEBNE —EREMHS (2RF 102 7)) LET-REFNRE,
ERFMRRLD HRRRIFHIHE,



https://snapshot.debian.org/

Debian 2= F 64 /260

265 IREIIBERIZEN

MR “/var/1ib/dpkg/status” BAREEFEEHIRHEER, Debian RAEELARBEBREENLZIREFE. S
R “/var/1lib/dpkg/status-old” 8 “/var/backups/dpkg.status.*” &R “/var/1ib/dpkg/status”

LER

4 “/var/backups/” HNE—EEBNHEER—EFEE, ERAEEBRKESTHSEEZNRAEN,
HRBREMNIEER, HERRN RARBRENRE BFELE/var/” PRFRBER, (RKERIUHK “/usr/share/doc/”
HixRiE — L& MRS BIRETHNR R,

EfRRR/) (RH) &%,

# mkdir -p /path/to/old/system

BEZRGEHER “/path/to/old/system/”,

cd /path/to/old/system/usr/share/doc
1ls -1 >~/1s1.txt

cd /usr/share/doc

1s -1 >>~/1s1.txt

cd

sort lsl.txt | uniq | less

H H HH* R H

RBMAUFTARBREESEREITRE T, (FIREE—LIFEHEEEMHE, 10 “texnf”,)

2.7 HMEBEERIS

2.7.1 {A#kiE Debian EXFEE]

fREJCAMRIR aptitude SEEEE T APNEEEMIASEZEFBER THIIRENR, REMBIRAFZAEIEE,
1B 2 A EAVEECARERBE ERS, KRS BRBREBNER, RAMEREWM—EHE, BXAEHMRIEL.
BRUTEMEEENREERZAE GG,
2 B>8
« BUR: main > contrib > non-free
- BRIER: FF > EE > 13% > °[E > £#5h
- 17 EEBTEREENIIREN, U “‘SEIRE"
- MIEEEREZ BRFMBAIZEEEEFMERER (F19 python2.4 k¥ python)
c RITE: ARESETRERLEEESNIH
- BEFAR: HEELCENENR
- BTS (fRFEIRIME R 4R): /256 RC RBIRVERFE (2B fRElR. EARBRERVERK )
« BTS (ERPEERMERAR): BHEEE HHRFEIRE R B
« BTS (ERPEIRIERAR): BEE SHNAHAEER bug B E
* BTS (ERFEIRHE R 4%): :EBEBAYIERRE (non-wishlist ) FRIGENEELD

Debian 2 —EfERNHARBEEANTEER, ENEREES THSAEAMIENANEEENRIEE, ROBEME
HCHIEE,
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272 BERERERHHEE

AYIN)
@ RERIEREPLRINIEEE T Debian EFRFITIRATZIEN, BT EASIEBIERENSFHRES U,
540 stable B9 security updates ¥ bullseye-updates,

EEE—EYF, ERBEERH testing MIHR, RIFEE unstable BRIV LIRS BLARZA,

1. BRRSER”/etc/apt/sources. list” 183, FziEM@ME—RJ”unstable” #{THRIZEE,
2. HiiT7aptitude update” &<,

3. $iiT7aptitude install <package-name>” &%,

4. WRIEEIRYA”/etc/apt/sources. list” #EXR, F22EE testing BRE,

5. #M{T7aptitude update” &%,

FEREBFISE, RAREEREI"/etc/apt/preferences” 183, WAREFEEHED apt-pinning, {EiE@EENAR
EEIER,

Ny

@ EERESERENER, E% Debian AERFMBZENEEM, FIMEMERCSEZRRAEEHRE,
MRMBZEFENEETYE, RACIESIER, MYERMLIENELRIEFAENRTER, EFREREEN
ERESTEEMNRE, RUARSEREERTE,

RARMIEREPTREIEB— IR T,
« EETENMIHIEREES ("Architecture: all?) MREZSERIEH,
- NHEEES: BEBINER
- REEANKEG: HENEESRWER AN
o THEAIHIEREEE (non "Architecture: all”) EEEMEEEZEE, THRENMRIEM,
- ERERRAMEEN (817 libe”)
- B HRAE RNE R AEE S

— ¥y ABI 9B M
— C++ ABI BFUHEA M

JES=}
BTEREENTRE[ERR, ~EHENFERN T EUFEASTREERUTENSRELE, MELREZ
& ABI WHAMREESS.

E=

AHBEHHERIRNNRES, RFEEHFIBIEREST
apt-pinning iER T, h2EHEN., (B2RE 2.7.3 1). 1RE
AEERENEL,

ETEMUNREREBER—EIREIE, NEMREER
EERE(FEH chroot IEMUFERT (B2RE 9.10 %) R#MIT



https://www.debian.org/security/
https://www.debian.org/News/2011/20110215
https://zh.wikipedia.org/wiki/應用二進制接口
https://zh.wikipedia.org/wiki/應用二進制接口
https://zh.wikipedia.org/wiki/應用二進制接口
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2.7.3 FAR{REIRA

28" /etc/apt/preferences” {85, APT RAEMMRAT BIREZRIAI A MIRAESR BERE, ERB

®
f&, thE APT RAMRIEBIERTE, MEEAXENERESRS, LAEX"/etc/apt/preferences” 8%,
IE, —ERNEEWRFREENEHIRIIIKIEE, WIRCH NotAutomatic, I #iE = RIE,

VI
RAF R ELE R BIAT LA #E B8 %, I FUF, "dpkg --compare-versions verl.1 gt veril.1~1; echo
$?” (2R dpkg(1)).

MNRLEREESBREREPLTENRER (B2RE 272 ), ReJLABEIBEII”/etc/apt/preferences” HERT B 7E
HAS ABIRBEREERASNEGEEEIRRISERE (90 apt_preferences(5) FFTR) REEMLISLEE AR, 1B
#%#8 % apt-pinning,

$7F A apt-pinning RO BEM LBANE, MUEERERESEGSREREEST,

VAV
@ # %9 aptpinning #5965, E7% Debian REERHIEZMNESIE, FLMFAAESSRBRAFE,
apt-pinning /T2 FlRAVIRE, BRURNERZERE.

VAV

@ EXERE 4N Release X (2R 253 ) {FH apt_preferences(5) FI 8. #f52 Debian & &
Z[E F Debian T2t E, apt-pinning RE"suite” BT L{E, (EEF0 Ubuntu #ERERRE.) FIa0, 1R
f£7/etc/apt/preferences” 1£R#&EME, BILAEF"Pin: release a=unstable” , {EREEER"Pin:
release a=sid".

VIR
@ & £ F3E Debian BItEREIES apt-pinning BI—E8 7285, {REZRBEMIMBAEFIEE, FI3, Ubuntu
#0 Debian R ANEERE— IR,

ES=
BIfEREII"/etc/apt/preferences” 185, TEAH apt-pinning S HIBRT, RIAILLUETHEERMIRR
T¥E(BR%E 2.6.4 THE 2.7.2 T),

N 2L apt-pinning FKRATHIRG (LR BA,

B FRVERES ELIRTE"/etc/apt/sources. list” 1EREBHETEE, APT RAUEP]ARVERES B1IFE EERE Pin-Priority {8

BARH, FAAREIEEMNIERIRE. R —EEEEEN Pin-Priority XK 1000, iEERAFRHIZA R 8E F4%, BRI TEX
SEIPFARINGE (B2 RE 2.7.10 ).

EEEELEAY Pin-Priority {ERTE”/etc/apt/preferences” &R Pin-Priority” I B P EHNE R FEREMTER

&,

BIREEITIRIESRE ] BB DA T EF8 775 KR,



http://deb.debian.org/debian/dists/
http://deb.debian.org/debian/dists/
http://security.debian.org/dists/
http://www.ubuntu.com/
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Pin-Priority apt-pinning HEEBNE

1001 Tz a=el, AEe—ERFRREENES

990 REE R TRIERERNTERE

500 RFERESR &%

100 H#R NotAutomatic [ ButAutomaticUpgrades 3 =< [&E 1) FERR1E
100 ARERREEE

1 HR NotAutomatic 1& R ERTERE

-1 BEHES, BEFNLREEMER

Table 2.18: Fi}? apt-pinning #1891 15/F 2 /Y Pin-Priority {E%13R,

« ”/etc/apt/apt.conf” BEIERPEN"APT: :Default-Release "stable”;”
- BSYIEIE, Y0: "apt-get install -t testing some-package”
NotAutomatic ¥ ButAutomaticUpgrades FI4E 3 2 HHE R ER R 23 _LIERE AT Release 1ERRERTE, (BRZE 253

), BB &”NotAutomatic: yes” %D”ButAutomatlcUpgrades yes”. il NotAutomatic &Rt 2 HIERE
ARk 2E LAVIERIEARAY Release 18R RERE, (BEREIE”NotAutomatic: yes”.

RERSIERIEN < #5828 > A9 apt-pinning &/ ] LAiBi& apt -cache policy <package>” <R,

« "Package pin:” BIZEMYTT, B TEREEEIARASHY pin , UISR <package> FHEANY pin B E S, I, "Package
pin: 0.190”.

- 8B/ Package pin:” WITHFHE, WMRIEZHE <package> AN ER.

« Ed <package> 18REfARY Pin-Priority Y EFMBMAFHAVGIE, LtbUl, 70.181 700"

- 70" BIIEMBRAFENGIE, MFRKZH <package> HEANERE, #IU0, 70.181 0”.

. %E(T”/etc/apt/preferences”$’E*$<1’E7%”Package *» FEF%) B Pin-Priority {8, JIEFMBERERENE
2, 5140, »100 http://deb.debian.org/debian/ bullseye-backports/main Packages”.

2.7.4 BHMEEBE

bullseye-updates #11 backports.debian.org ¥ REIRE T stable (bullseye) ZE{ThREVEFERFEEL,
ATHEEHELERRE, (REEL”/etc/apt/sources. list” iIEREEANUN TAARIEREYR,

deb http://deb.debian.org/debian/ bullseye main contrib non-free

deb http://security.debian.org/ bullseye/updates main contrib

deb http://deb.debian.org/debian/ bullseye-updates main contrib non-free
deb http://deb.debian.org/debian/ bullseye-backports main contrib non-free

TAREERE/etc/apt/preferences” IEERHPRENERE Pin-Priority 1. EFRIB I AR, FEREERE TESIEN
B FERE 253 M)

- FIEERENEHNESETTAER® bullseye-updates EREFREIFERER,

- RB1# bullseye-backports IEREFFHLTRMNENIZE A E1E1B bullseye-backports {EREH R EFh
RIS R,
E1RBEN bullseye- backports***EqJ?EDE’Jtcz%—ﬂE%ﬂH”<package name>” BYEREE R H K8 B RVBHE,
RIEZEBIZEREZAIN—E “ 3|8,

$ sudo apt-get install -t bullseye-backports <package-name>



https://www.debian.org/News/2011/20110215
http://backports.debian.org
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2.7.5 PHIEHEBHEESNRE

MRAEES|ABEBNIS TR, (RNBREII”/etc/apt/preferences” {EZ BIGW TR IR EREZNE
ERERREY S LEEREE B,

Package: <package-1>
Pin: version *
Pin-Priority: -1

Package: <package-2>
Pin: version *
Pin-Priority: -1

2.7.6 {EA%HE unstable BXBEEIM testing iRAS

W 2 —ERAH apt-pinning FAHIGF, EEA testing FIRFE, BIR unstable RAVHERE IR LFFARASEREE
BHBEEHK, REZIRUMTARNE"/etc/apt/sources. list” {ERAPINHMBEZEIMERE,
deb http://deb.debian.org/debian/ testing main contrib non-free

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/ testing/updates main contrib

AN FETRRIERE”/etc/apt/preferences” 1§%,

Package: *
Pin: release a=unstable
Pin-Priority: 100

SHRBEIRE T/ unstable BRED L <package-name>” R EMKBEM, RRTEE -t7 &1
(unstable Y Pin-Priority {E£% 990) RV HIREE1TARAVAR S,

$ sudo apt-get install -t unstable <package-name>
EIERE T, #MiT7apt -get update” #1”apt-get dist-upgrade”(Ei&”aptitude safe-upgrade” f1”aptitude

full-upgrade”) &<, S testing IEREFRIFLER testing BEELZEMNEERT Bt unstable EERE
FARARLEE unstable IEREPTENEIEE,

VAV
@ INDARBEBIR /etc/apt/sources. list” R testing” 1ERE, NRIERPEHE testing”,
APT R E(EREIMNHAY unstable EREFARIIEER,

B

HRBEEE LR RIFR, B LFIEE"/etc/apt/sources. list” 1@ M unstable” {8 REL ik, EERZ THE
RERIE"/etc/apt/sources. list” {8 PR S CEkMISA YA AR 4R 1S 8 FABIAS thBE LE T ABLEHE unstable 18
REFPLZEMEFEEE® unstable FH4R,

N

W E"/etc/apt/preferences” 1 %E H"Pin-Priority: 17 # X T’Pin-Priority:100”, &N
ff”/etc/apt/sources. list” #EEHF M testing” LEFME MR T, Pin-Priority {84 100 WE LXK RKER
thAREEB unstable EREFR,

MRIRHEEEENIRHE unstable BELAFTRIVERIEE], MELTRIAEERYANLEIE-t unstable”, RERE
iI”/etc/apt/preferences” g%, WAEZIERIESZR T EIVA N EWRIZ L FABEABLLEREE
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Package: <package-1>
Pin: release a=unstable
Pin-Priority: 700

Package: <package-2>
Pin: release a=unstable
Pin-Priority: 700

NN RABEFERERIEEERE Pin-Priority 8, 91, & T {ERAKHEY unstable FIZIZhR"Debian Reference”, {RFE
#Z1E”/etc/apt/preferences” IEEFEAUTIEE,

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

BR
EME{RIEMAMRE stable #RE, apt-pinning HAMNAREMN, REHRUFNGEER, # unstable ERERE
MXHE—ERTEN,

2.7.7 (%A experimental EFEEAY unstable fRA

1E={# A apt-pinning 95 —ERE, ZRFIEEFEA unstable &, EE&7T experimental g, zEr]AR%E
£ EHEFRNREE. EEBEARE”/etc/apt/sources. list” FREHIIFIRINT:

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing/updates main contrib

B experimental &2 JEE &) ( NotAutomatic) FJFE (2R ZE 2.53 1), HFEFRHY Pin-Priority E#RES 1
(<<100) . L AREZE"/etc/apt/preferences” IR E]E Pin-Priority {6, REZHEE experimental i, BRIE
FEEE N AEHESEEIA RIS EISERIEE.

2.7.8 BEINEHAARERIEE

aptiﬁﬁ%@ﬁﬁaﬂﬁcron} S1E“/etc/cron.daily/apt”’, EXEEBE T EHEH @_Iutc%zunattended upgrades
E’Kﬁ‘%@ﬂii%”ﬁﬁﬁﬂil} <, ﬁ”&"ﬁ'é?’ﬁlﬁiﬂﬂ MRERBEEL, AT LAIEIA  /etc/apt/apt .. conf.d/02backup”fl“/etc/apt/apt .
S| BERETTE ES, ERIRABAIMN “/usr/share/doc/unattended-upgrades/README” H,

unattended-upgrades BREEEFER stable RAEMNEELEH., WRBEENFARIEIR stable RGERIREE /NI
ANEENREHZLEHNEENTLRE, MEZEEFEHBEEEH, EESIHWNT,

APT: :Periodic: :Update-Package-Lists "1”;
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "1”;

MRIFHITHIR unstable% %, MEZASRECEHENEN, BREBEEEREREBIRAR, BEMURIESHEN
unstable IERT, RFIERERER FHEEE UGB EZENNARRIMRE, HEESIBMT,

APT: :Periodic: :Update-Package-Lists "1”;

APT: :Periodic: :Download-Upgradeable-Packages "1”;

APT::Periodic: :Unattended-Upgrade "0"”;
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2.7.9 PE&| APT T EEE

INRRAEBREI APT B F FIAE Y 800Kib/sec ( =100KiB/sec ), {RIEZG FHEAFRERTE APT HECESIE,
APT::Acquire::http::Dl-Limit "800";

2.7.10 E2[E4L

VIR

F&4R7E Debian i85t LA E A X1E, EEREEZAMEBEFREEZMM—S2 T, EEBIREREER,
B ERSIZR T LIFELAHE, HNREZERR, MEESTERERFRENIMEEZEEMN, LKTHIRE
MER—(EMHRA.

fRE] BB GHR R AR IS RERAIIENIERE (2R% 273 7)), KMEEENZARIE. TER—E
B 7%, PTLARRFZ TR “dpkg -1 <broken-package>_<old-version>.deb” < (2R% 264
e

18 “/etc/apt/sources. list” ERPK TEIHEER unstable 1917,

deb http://deb.debian.org/debian/ sid main contrib non-free

EATENITERE, MIXBER testing,

deb http://deb.debian.org/debian/ bookworm main contrib non-free

U FETRRIERAE”/etc/apt/preferences” g%,

Package: *

Pin: release a=testing

Pin-Priority: 1010

#iT “apt-get update; apt-get dist-upgrade” {EZ{E R FHIERIE B384,
FERSPENIE, BIR “/etc/apt/preferences” EEFHIVIESR,

"R
BR—EFHEE, Bl (FR2EBK!) ErIEESHIIEE, RV KBEE, (RrleFEFHBIRIRE —LHRE
BRERMAER. FEHBIER Linux 0, BAEI udev, PAM. APT MIAEERRANEREEMNREMNNRER

Ko

2711 LCEEHIEBNIHE?

& “/var/lib/dpkg/available” 1 “/usr/share/doc/package_name/changelog” H7IHAV4EEE Y
ZRETER “RESEFNSAERE S REN—LEM, BREENER LEEKXER, devscripts ¥
B2 B HHY who-uploads(1) B BAz& 5! Debian JRERFEELMVE R LEE,

2.7.12 equivs EREES

MRIRME RIS AREE T — EF2URACE Debian BEEE, RIFAFEMAL—(EEIERIZAH Debian $XEEEL ( *.deb ) WifE
RAIMAERE.

MRIRBIER R IR mE—EREXLEELEE “/usr/local”, {RRIEEREMFER equivs FARE TR RIRER
KEVERRE BLIRER,
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Package: equivs

Priority: optional

Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it
isn’t, you can work around bugs in other packages’ dependencies.
(Please do still file such bugs, though.)

2.7.13 BiE—{EEEEEZ stable R4

AR D FHAREY stable &4, ERREKEEENITRIETENBE —EIREERTHENEE, ETURREERAKE
BAREHKETIEE TR,

£ stable R4EMY “/etc/apt/sources. list” BRI TR

deb-src http://deb.debian.org/debian unstable main contrib non-free

T R EHRZ= T R HEREE BLAL T SUREREE EL,

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

e HH KRR

NRBEEEBIE, TR backport HEXIBENEH —Le T B488EE, N dpkg 7 debhelper,
BITFI&mS,
$ dch -i

EHEERRA, FIUNE “debian/changelog” FRMIIN—{@ “+bp1”
B TEITREEHREETSEEMLRINRAT.

$ debuild
$cd ..
# debi foo*.changes

2.7.14 A APT IR IEFIPRES

EZBRRE(E Debian IERENFESREERMERIEE, EREETS LAN LR, % APT E‘Bg—ﬂﬁlzl&iﬂlﬁ
BERREEFER B. APT AIBOEEAC B KB web (hup ) RIEEIARZE, FI40 Squid (2R% 6.10 ), e
£ 8 apt.conf(5) #1 /usr/share/doc/apt/examples/conflgure index.gz”, IRIBEE “Shttp_proxy &
B= “/etc/apt/apt.conf” EEFREMNIEFEARES

B E Lk Debian EERENERNIETLE, 14x@§§?£1§ﬁ§’|‘51|’32§ﬁ #38 BTS,



https://zh.wikipedia.org/wiki/Local_area_network
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ERES) AT NI L:

approx V-0, 1:0 6317 | TREX Debian FEREERMIRIERREE ( 24R:EHI OCaml F£23X)
apt-cacher V:0, I:0 289 % Debian R B ARIANGIE RETREVXIE (Perl 723X )
apt-cacher-ng V:5, I:5 1488 | HEFFEEHRENVRIE (C++ MREZETER)

Table 2.19: Debian {2REMNZERANKIETAR

VIR
@ & Debian EREMERELEN, EEEANNEIAFESENREOHEEZERENNE, LrJEE—
RSREINEAER, »—FHHE, BA web (http) RIBFEIARSEE &R HES S BEEENRE,

2715 NEIQNHERESERE

PN
FENRREHEAEREREMRN, FLTANEEERETR, —EFSNFEEHEBL,

TEHR—EZI/NELNHEEREERENTG, HHE7T secure APT 4% (2R3 252 1), BHFIET—LRE,

- BRSER: “foo”

- F#2: “www.example.com”

- FTE#EE: apt-utils, gnupg FIHE#ESR

« URL: ”http://www.example.com/~foo/” ( - ”/home/foo/public_html/index.html”)
- EEELHE: “amd64”

T fRIARZS EEMII T 73TV % Foo B3 —{E APT IRERRLES,

$ ssh foo@www.example.com
$ gpg --gen-key

$ gpg -K

sec  1024D/3A3CB5A6 2008-08-14

uid Foo (ARCHIVE KEY) <foo@www.example.com>
ssb 20489/6856F4A7 2008-08-14

$ gpg --export -a 3A3CB5A6 >foo.public.key

A foo.public. key” 183, BI/A#8 ID £”3A3CB5A6” HR A\ RIES, ZIEZRTTAMN Foo JRIELH
AW T A NEIL—{ER %A Origin: Foo” RIIRE B #k1,

umask 022

mkdir -p ~/public_html/debian/pool/main

mkdir -p ~/public_html/debian/dists/unstable/main/binary-amd64
mkdir -p ~/public_html/debian/dists/unstable/main/source
cd ~/public_html/debian

cat > dists/unstable/main/binary-amd64/Release << EOF
Archive: unstable

Version: 4.0

Component: main

Origin: Foo

Label: Foo

H BB PH LR



http://packages.debian.org/sid/approx
http://qa.debian.org/popcon-graph.php?packages=approx
http://packages.qa.debian.org/a/approx.html
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
http://packages.qa.debian.org/a/apt-cacher.html
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon-graph.php?packages=apt-cacher-ng
http://packages.qa.debian.org/a/apt-cacher-ng.html
https://wiki.debian.org/DebianRepository/Setup
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Architecture: amd64

EOF

$ cat > dists/unstable/main/source/Release << EOF
Archive: unstable

Version: 4.0

Component: main

Origin: Foo

Label: Foo
Architecture: source
EOF

$ cat >aptftp.conf <<EOF
APT: :FTPArchive: :Release {

Origin "Foo”;

Label "Foo”;

Suite "unstable”;

Codename "sid”;

Architectures ”"amd64”;

Components "main”;

Description "Public archive for Foo”;
3
EOF
$ cat >aptgenerate.conf <<EOF
Dir::ArchiveDir ”.”;
Dir::CacheDir "."”;
TreeDefault: :Directory “pool/”;
TreeDefault: :SrcDirectory ”"pool/”;
Default::Packages::Extensions ”.deb”;
Default: :Packages::Compress “. gzip bzip2”;
Default::Sources::Compress "gzip bzip2”;
Default::Contents::Compress "gzip bzip2”;

BinDirectory ”dists/unstable/main/binary-amd64” {
Packages "dists/unstable/main/binary-amd64/Packages”;
Contents ”dists/unstable/Contents-amd64”;

SrcPackages "dists/unstable/main/source/Sources”;

}i

Tree "dists/unstable” {
Sections "main”;
Architectures ”“amd64 source”;

}

EOF

838 dupload, fRe]ABENEEEHIREIREIZRM LK APT IERERA.

g “~/.dupload.conf” BEWTRRE, EEFIHHIT “dupload -t foo changes_file” HFIEHEEE
IBRMA “~foo/public_html/debian/pool/main/”,

$cfg{’foo’} = {
fgdn => "www.example.com”,
method => "scpb”,
incoming => "/home/foo/public_html/debian/pool/main”,
# The dinstall on ftp-master sends emails itself
dinstall_runs => 1,

¥i

$cfg{’foo’}{postupload}{’'changes’} = "
echo ’'cd public_html/debian ;
apt-ftparchive generate -c=aptftp.conf aptgenerate.conf;
apt-ftparchive release -c=aptftp.conf dists/unstable >dists/unstable/Release ;
rm -f dists/unstable/Release.gpg ;
gpg -u 3A3CB5A6 -bao dists/unstable/Release.gpg dists/unstable/Release’ |
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ssh foo@www.example.com 2>/dev/null ;
echo ’'Package archive created!’”;

dupload(1) #%3% postupload #) F1E<HS, ZIBLWRBRALERUKEEER.
R BAEIR FER T EFER N A HEREHERREFin R 458 apt FH.

$ sudo bash

# echo "deb http://www.example.com/~foo/debian/ unstable main” \
>> /etc/apt/sources. list

# apt-key add foo.public.key

"R
WMMRIEREMNAMERZ L, (ReJLAER “deb file:///home/foo/debian/ ..”,

2.7.16 ECEFIERAGEE

fRE] AR N Han < I ERFEELAN debeonf IEIEARRERI AR A,

# dpkg --get-selections '*’ > selection.dpkg
# debconf-get-selections > selection.debconf

B8, “*” £ “selection.dpkg” tBEE “purge” HIEXBEEL,
{RE]AASEMEERBEE S —EER, 1iEdFIGSREEMN.

# dselect update

# debconf-set-selections < myselection.debconf

# dpkg --set-selections < myselection.dpkg

# apt-get -u dselect-upgrade # or dselect install

MRFFBEZEE—EREFNFSERSE, THEMNEELFHERE, REZZEBERFFINEREE, FII0 fai RE
ERERLR.

2.7.17 EREREK—(EINRE EMGIEER

alien(1) ®JBA#% Red Hat Y rpm, Stampede A9 s1p. Slackware B9 tgz F0 Solaris #Y pkg ZiEI HER5E B2 A8 N EIR
%3 Debian Y deb #X8261, WRFEEANRE S —EEITRIVERIZE, (REIUAER alien BITLRRE, alienth
1% LSB #XB2EL,

25

@ REZF alien(1) RERKMEMNRGZEGER, 5190 sysvinit, libc6, libpam-modules &%, BR L,
alien(1) FE&Z R AR non-free F{ER M TEAIFIIERMEIEER, TLHEMBEKES LSB EFEEL,
REBRNE, MEZEAEMNRREERRE—([EHRIERN Debian #E52E,

2.7.18 A {EF dpkg fEEREEER

TEfE(AIHY Unix-like IRIBHPER ] AANER dpkg(1), M{ERIZEER ar(1) 0 tar(1) RAEE “dpkg*.deb” #REEEL,



https://zh.wikipedia.org/wiki/Unix-like
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# ar x /path/to/dpkg_<version>_<arch>.deb

# 1s

total 24

-rw-r--r-- 1 bozo bozo 1320 2007-05-07 00:11 control.tar.gz
-rw-r--r-- 1 bozo bozo 12837 2007-05-07 00:11 data.tar.gz
-rw-r--r-- 1 bozo bozo 4 2007-05-07 00:11 debian-binary
# mkdir control

# mkdir data

# tar xvzf control.tar.gz -C control

# tar xvzf data.tar.gz -C data

HEM “*.deb” EXEEERJLAER dpkg-deb(1) fRERRIES LHEAY “dpkg*.deb” EREEE; SR LM BRER(EAIZERN
ar(1) MEFHVFE xz(1) BEERZIEH GNU tar(1),

{RBETLAER mec G S REABEEEANE,

2719 ESEARIRESEENXG
{RE] AIE FEM XA REREEREEERNE S &l

- MIERERNEEH:

— aptitude(8).dpkg(1).tasksel(8).apt(8).apt-get(8).apt-config(8).apt-key(8).sources.list(5).apt.conf(5) ¥ apt_preferences(5);
- B apt-doc XEEBM“/usr/share/doc/apt-doc/guide.html/index.htm1”F1“/usr/share/doc/apt-do
- RE aptitude-doc-en EX28EH) “/usr/share/doc/aptitude/html/en/index.html”,

* Debian 1&RERE 73744

— ”Debian Policy Manual Chapter 2 - The Debian Archive”,
— ”Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive”,
— ”The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

« %5 Debian {£FAE#5#2 —{& Debian EXIZEHIHIE

— “Debian ¥i4E:EAEFM (BiBF),
— “Debian #:EEIERE" .



https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/FAQ/ch-ftparchives
https://www.debian.org/doc/manuals/maint-guide/
https://www.debian.org/doc/manuals/debmake-doc/
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Chapter 3

AR

ERAMEIES, HHEEHERRR Debian REMBEFEEHNR2AEN., EEEERNAHNEZTRNRGE LT BISUE
B, EELEMEHRRMAKNSHARREBRVNAZEN.

SEENRBCNEMANBELIRENMNGE, BCOFEERE IR Debian RFRIFBER N HECEMWIRIEMEIFS
FBEMSE, M Debian RRENEREHT, RAMWINAITECEEMEN. EHRARMEIAERZA, F2ES
([BERfF BLRYER T X1,

BR
bootup(7) M4A 7 B systemd FIRZERIENRTE, (IEHARY Debian)

BR
boot(7) M4BT &1L UNIX System V Release 4 H) R 4ERNEN T2, ( BHRAY Debian )

3.1 EE@E#d

FAERAGK LESHRERAFRMTENRIFRR (0S) ERLL, FEREEXEMEERIZEBIE,
BEEEZR, EERWERERETABMRLRMMEE PC FEL,
HAPEENARERE — BRI XE, S RANEERBIEGERAET R

<« H 311

%3121
« %3131
« %3147

2R, SLMEERFINEANEMEE, (bW, f4E:ETBECrNZ, BIFTEEEBH@IE(R Debian RZMILER, FIt, EE
EFEERZE, F2REECAKNBERBRILE,

IR
#58 SUN 3% Macintosh 45 3EE4 PC L ERER, ROM L#Y BIOS Kk FREFTREARMERE (5 9.5.2
), HNEREFR, FHSHETEMREIE,



https://zh.wikipedia.org/wiki/Booting
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3.1.1 ZF—PEER: BIOS

BIOS X ENBIZME —FLER, T LBEMERIA, CPU WIZFETBRE FSEMEHYALE— IS ENM L,
ETEATE REETEEASE (ROM ) FRHY BIOS ft 2 RIEEIS T NTEH BT IA 1T,

BIOS /TREHHIELAYIIA1L (POST: L EBIS ) WS R MITEIEZAIRIEEN T — 588, BIOS @EFMEE— IR,

BIOS BE|ERBEIER THEA BIOS EEREAMENGRE, MRITHKREERE F1. F2. F10, Esc. Ins # Del §, {BRI{R
MESEER —(EERNER R mEER, ReJARTRELRE (il ESC) BUBKRE, Stz ERBNRES,

WM EFN BIOS HENRIAISAYE AL FI ATE BIOS EERETIEE, BF, ECBREMNRE (FER. 4. CD-ROM
""" ) B, REKIMRBNEMENEERERBRMHZ AT, LHTEFOVRLAE, WRERBITURUT
EE—7&

- S|EMFCHS
« ¥A{ll FreeDOS SHXAVEIBEIRIE R RBINIZNEE
- BeSHINEEI UL/ NI R B IRIRMER BRI ZAEE

BE, RFREEGNEESEPSIE, F4% PC EENEMEMERERESTES|BC#H (MBR) . £ MBR B
REHER THENSBRERSRSIEEE, BIOS FRITHEERSIEMEBGE T MBR HEERRS.

3.1.2 ZE_PEER: S|ENEBER

SIBMEREF2EENBIENIE _MEER, M BIOS BEl, 5IEMEIEFE R AEPZBREIN initrd BRIGINSLZE RT7 I AG 2]
BERAREM, inird GRRXMAERARER, HSZHEERBEIAERSIEMEIET.

Debian 2 A B EFEH Linux ZIOMEAEFERNAGKIZD, S8 2.6/3.x fRA Linux #Z/0BY initrd BREREF KT LR =2
initramfs ( F]3A{L RAM #ERA%E ) BRR, EARN initrd BREK 2 root IERA LK ZERERER cpio BAEFEIM, ZiDw]
MEMENRTETIEZERIIPEER, EEAELRD inicd BRR ZFIENEFHAE. AKRERAE cpio MIURBF RS EMBIESR
Y initrd BRERFOE A initrd BRE M5 P] ABES 2HRY — 1@ initrd BRKR, EMEBIEIR _LiATHEE,

VN
& 5] YA f# B Isinitramfs(8) # unmkinitramfs(8) E M E T E M & initrd MRIEXZMW RN ST, EMH
initramfs-tools-core BEEEIE M, F B https://wiki.debian.org/initramfs CABE##E S &5,

Debian & 4EFR A% PC FLEHK) GRUB 5| ENNFIEFHIE —PEERNEE R R7E MBR 1, FIAHY5|EMNEEFMECEEIR
QD_FO

==
25

{BRANZ B¢ grub-rescue-pc BEEEPHIBRBRUF L RAYP] 5| EIE18EE (FERFR. CD =R ), F2F
SISEAEN, BMERRR LB IER TEMSIEHAELN, P15/ ER21EEMEESIERINARL.

{E4 GRUB HEERREXHENAIFR /boot/grub/menu. Lst, g0, XEFHMTHEEIEE,

title Debian GNU/Linux

root (hdo, 2)

kernel /vmlinuz root=/dev/hda3 ro
initrd /initrd.img

GRUB 5 2 R RIS ERE E X HAIHL /boot/grub/grub. cfg b3 H /usr/sbin/update-grub {R#”/etc/grub.d/*
RRiRMR K27 /etc/default/grub” RRIGREBEN4ER., HIU, XHFFBEUNTHEERE.



https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/Read-only_memory
https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/Power-on_self-test
http://www.freedos.org/
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
https://wiki.debian.org/initramfs
https://zh.wikipedia.org/wiki/Master_boot_record
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S
wie FATE | A0 | inited SEIBE | s
PJE el BE [
- . . =] B4
grub-legacy V:0, I:2 735 = &4t GRUB 0] viat. ext3--- ),
e 1. + GRUB F 2 | S gemn B EFNNXERS (F
grub-pc V:28,1:774 | 533 25 g 8 viat. extd-- ), ( BRIAZEE )
. + GRUB % 2 | IlEE GRUB % 2 lRFJFIS[BEEIRE
grub-rescue-pc V:0, I:1 6367 | <¥F B ( CD 18488 ) ( PC/ BIOS ERA )
. o + . RN EIREEE EBER
lilo V:0, I:2 697 =¥ Lilo B (52
. AT + . Alzaknl 1S09660 X &4, 51E CD
syslinux V:4, 1:48 343 XI5 Isolinux (SFRILTE.
; a1 + . Alzanl MSDOS X &R (FAT) .
syslinux V:4, 1:48 343 X Syslinux B | AR E F L IE,
Toadlin VoL 11 9% - Loadlin ¥ Z 41K FreeDOS 5% MSDOS A
o ‘ .
N - Neil Turton | IEESEXX MSDOS MBR FIE HEF,
mbr VO.L7 50 | A ®MBR | RETHBIEESE.,

menuentry ”“Debian GNU/Linux” {

set root=(hdo, 3)
linux /vmlinuz root=/dev/hda3
initrd /initrd.img

}

BLREIP, GRUB 2HMIEENT.

Table 3.1: 5| ENIFIZFTIR

GRUB 2 & AR
Foot ERAEMENE 3 ENE, EE%H GRUB FHEILE2ERE
E”(hdo,2)”, £ GRUB % 2 g5t 28GR EE” (hdo, 3)”
kernel FERMY"/vmlinuz” BIRT%, RS root=/dev/hda3 ro”
EB28EIRANZ
initrd {£H initrd/initramfs BR1&, EAIfR”/initrd.img”
Table 3.2: GRUB 2818 =
pEF=1

B4 GRUB (£ ESRE Linux AZRSEERATREFERNSENRR 1. GRUB 5 2 IRIEE T EERE.

R’

R — R & RAs, =]

o == gh
BeEm =<

"root=UUID=81b289d5-4341-4003-9602-e254a17ac232 ro’,

ffH UUID (2R% 953 %) MARIEMN/dev/hda3” EERHIXER, fl

R’

NRFEAT GRUB, AIZRIEENZS EFILATE /boot/grub/grub. cfg RERE, 7 Debian KRR, (RN EZE 1E 4R
&8 /boot/grub/grub.cfg, {RE]LAIEB4REE /etc/default/grub X4 GRUB_CMDLINE_LINUX_DEFAULT
BB EST update-grub(8) 3RE# /boot/grub/grub.cfg,



http://packages.debian.org/sid/grub-legacy
http://qa.debian.org/popcon-graph.php?packages=grub-legacy
http://packages.qa.debian.org/g/grub-legacy.html
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
http://packages.qa.debian.org/g/grub-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
http://packages.qa.debian.org/g/grub-rescue-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/lilo
http://qa.debian.org/popcon-graph.php?packages=lilo
http://packages.qa.debian.org/l/lilo.html
https://zh.wikipedia.org/wiki/LILO_(boot_loader)
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
http://packages.qa.debian.org/l/loadlin.html
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
http://packages.qa.debian.org/m/mbr.html
http://www.chiark.greenend.org.uk/~neilt/
http://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Initrd
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/GNU_GRUB
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R’
BRERENS B, ReUE—(E5IBREREFPEE S —E5 | BREHERF.

28 “info grub” & grub-install(8),

3.1.3 E=PEE%: #{F Debian R4

K{F Debian RAZHENAIZNIE =FEER, ASIEMERRFEE. CEEANFTHETRANZMBRXER TR, EREE
HIER —{E R ERPEER.

“¥{7 Debian Z” REEDAINE, ANEAETHRARRENEZERE, SERGERRBE nird
% initramfs R4, MFFRIUIIRSRE Debian REFZFHER,

/init BRREEETHRERAR LNTHE —EER., SEEANEERE=BIEZOVGEL, WITEHERLS
—PEER, KR Debian ZARRELNTE LS| EIRIE 2 AIFIBZORA AN B NHERIERZSE, E5IEREEMEE,

« YN initramfs /2 initramfs-tools iz, BI”/init” 22 —{E shell IS IEFE,

— BB AIZARI “break=init” EEHBE, (Ro] APENS SRS EENRTELAIEEY root shell, T3 HEHREGRES
R” 7init “BIA, iEf@ shell IRIBE BHMME, (Ro] @B ERIFINIGEHEZIEG,

— {R Debian ZRAPIBAIGHSSEEBR, BFEH—EMREE busybox(1) B GNU T E{E#,
« YNER initramfs /A dracut E3z, BI*/init” B2 — B ZENIH systemd 2=,

— 4R Debian R ] HIG LR —EFEEEM systemd(1) IRIR,

AV
EE—ERBORXXGZRE LR, £/A mount MSFER -n EIE,

3.1.4 ZUPEER: #1H Debian R4
38 Debian RAZZENRTEAEIUPEES, HE{R Debian R4AEE), £ (R Debian RAAZELIRIE T EEET, B
NERGEHERNEREERMESR G R G L,

init EFRARMNITHE —EIREF (PID=1), EXEBEHEEEREFUATMESIERE it EFNEKBEER"
/sbin/init “, {BE[@BRZEEIZEMEN, FIEN” init=/path/to/init_program”,

ZKEARY init EF—EEELA:

« squeeze Z@ifYJ Debian, {EFRGEERY SysV BA&HY init,
« wheezy RZH Debian ¥f SysV BEF&HY init 8 7 o3& : (EF LSB BEAS R ENS BT, BRSMLITMITEEIMA,
« jessie hRAHY Debian AGEKER init tHARY systemd, UAEFRAEHERENFILITYIIEL,

"R
R RRTFERERARY init L P BAER “ps --pid 1 -f" H<HER.



https://zh.wikipedia.org/wiki/Chain_loading
https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
https://zh.wikipedia.org/wiki/UNIX_System_V
https://zh.wikipedia.org/wiki/Systemd
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ERESD) ATE KV | ZRER

systemd V:810,1:916 | 15998 | ERNEHFHEZIFILER init(8) TR (FI& sysvinit)

systemd-sysv V:802,1:914 | 138 systemd ERPALRKE sysvinit BFMENTRELS
=Fiid ’§.E.;:“ ‘:EF' BERL

systemd-cron Vi1, L1 143 R f cronﬂl BRI (daemon ) 4l anacron I1gEHY
systemd EJT

init-system-helpes. s 1.o30 | 131 | 7 sysvinit &l systemd > i FEmEENTA

initscripts V91, 1:323 176 R VIIa CAIRER R SRR

sysvinit-core V:7,1:9 276 %8 System V B9 init(8) TE

sysv-rc V:183,1:335 | 81 %8 System V BB 1T AR BB TRI%H]

sysvinit-utils | V:494,1:999 | 79 %8 System V FUEF L E (startpar(8), bootlogd(8), === )

Tsb-base V:881,1:999 | 49 Linux 122E8 50 3.2 FRAY init FRIATHAE

insserv V:210, 1:330 | 150 KA LSB init.d RIARKEERABZEH CROVTE

uswsusp V3, 1:8 714 A Linux RERERAEREEEE suspend I TE

kexec-tools V-1, 1.8 278 HHR kexec(8) ERX ( ZRRAEN ) AY kexec TH

systemd-bootcharity., .y 128 | ENRIZSAES TR

bootchart2 V:0, .0 94 RENRIZBE DT RS

pybootchartgui | V:0,I:0 177 REIRIERBEN TR (REML)

mingetty V0, I:3 38 EBSEFER getty(8)

mgetty Vo0, I:1 315 ] & E TR getty(8) BXm

Table 3.3: Debian R4 ZEN T BEYIER

VN
7£ Debian jessie fRA&, "/sbin/init” @ —{EZ"/1ib/systemd/systemd” BIFFIRIELE,

AN
BREMENRIEINRNREN, F2 R Debian #EE: RENRIZINEZIIR,

3.2 Systemd #]¥41t

KREHRR AR ERIEIB PID=1 89 systemd(1) 2 5REXEN ( ENVIRILIET ).

systemd ¥R EFENRETEERER (2R systemd.unit(5)) RILITIRERF, BLETHEEERERSSHEARE
5, KB ZrifvE sysv HiBFEHE, ELETERRRE TEN—RIIBEREA (2R systemd-system.conf(5)) :

« ”/1ib/systemd/system”: OS FE:RECEIESR

- 7/etc/systemd/system”: RAEIEESNLERESR, ERBBIELRRTFINEERESR
« ?/run/systemd/system”: HIITEIELEMNRERER, EHPRTENEERER
ftfIrAE E MR FERR{Z B @ Want s=”, "Requires=", ”Before=", "After=", - Z35RRKREE, (2R systemd.unit(5) 1&
f9”MAPPING OF UNIT PROPERTIES TO THEIR INVERSES”), &iRIZHIthR#MER (B R systemd.resource-control(5)).

REETEERERNFERED EFMMEA:

- *service fIRH systemd FHEIFEERIZRF. 28 systemd.service(5).
o *.device HIRTE sysfs(5) BEEA udev(7) REBERIEE, 2R systemd.device(5).



http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
http://packages.qa.debian.org/s/systemd.html
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
http://packages.qa.debian.org/s/systemd-sysv.html
http://packages.debian.org/sid/systemd-cron
http://qa.debian.org/popcon-graph.php?packages=systemd-cron
http://packages.qa.debian.org/s/systemd-cron.html
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
http://packages.qa.debian.org/i/init-system-helpers.html
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
http://packages.qa.debian.org/i/initscripts.html
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
http://packages.qa.debian.org/s/sysvinit-core.html
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
http://packages.qa.debian.org/s/sysv-rc.html
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
http://packages.qa.debian.org/s/sysvinit-utils.html
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
http://packages.qa.debian.org/l/lsb-base.html
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
http://packages.qa.debian.org/i/insserv.html
http://packages.debian.org/sid/uswsusp
http://qa.debian.org/popcon-graph.php?packages=uswsusp
http://packages.qa.debian.org/u/uswsusp.html
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
http://packages.qa.debian.org/k/kexec-tools.html
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
http://packages.qa.debian.org/s/systemd-bootchart.html
http://packages.debian.org/sid/bootchart2
http://qa.debian.org/popcon-graph.php?packages=bootchart2
http://packages.qa.debian.org/b/bootchart2.html
http://packages.debian.org/sid/pybootchartgui
http://qa.debian.org/popcon-graph.php?packages=pybootchartgui
http://packages.qa.debian.org/p/pybootchartgui.html
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
http://packages.qa.debian.org/m/mingetty.html
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
http://packages.qa.debian.org/m/mgetty.html
https://wiki.debian.org/BootProcessSpeedup
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« *mount {HIRH systemd IFHIFNEZNERZ G HIEEL, 2R systemd.mount(5).

« * automount {HiAH systemd EHIFEEMIERAK LB THHFE, 2R systemd.automount(5).

« *swap HIAH systemd ZFHIFIEIER) swap IERHEE, £ R systemd.swap(5).

« *.path #iA# systemd EZAVERIE, FAREMRBENEE., £ R systemd.path(5).

- *socket #EiRH systemd IFHIFBEENEREF, AREREEFIEE. 27 systemd.socket(5).

o *timer iA4H systemd I=FIFNEIERVFTEFEE, ANENRIFENEE), 2R systemd.timer(5).

o *slice HIE cgroups(7) WEIR, 2R systemd.slice(5).

« *.scope £ systemd FIERHFNERIZVLHVES, AUEE—RIIZHKIZF, 2R systemd.scope(5).

- *target IEHEETKERERDE, ERENEHE, REILREPE, 21 systemd.target(5).

L UERaENRS (BN, init ), systemd FEF B ELRIEN”/ 1ib/systemd/system/default. target (BERZI”graphical. t:
RITFIRIELS ), B%C, —LE4ETRAY target BETT ( 2 B systemd.special(7) ), tb¥0”local-fs.target”, ”"swap.target”

F”cryptsetup.target” E#MSIAUREIERZSK., 28, BT arget BTt ERBETIBRARMMESI N, F40
&5, FERHEE bootup(7).

systemd 2{t[E1EBEIINEE, 7E”/etc/init.d/rc[0123456S].d/ [KS]<name>” #&MEHY SysV BEIERIBIENES
IBNARE WA telinit(8) EWEBIRNA systemd FIETTIFENFEK,

@ NIy

ERNBTRG 2 B 4 2EHEFFELZI THERM “multi-user.target”,

3.2.1 FHZ

RIDEER B TR, TERNEIRYASR, 1538 systemd-hostnamed. service MEINRFEMRE R AV EHSZ, It
FHBREFE/etc/hostname”, EEEREZREBESZAEIHE, MAREHIFE.

ANESI BT hostname(1) G5 LRI AFTENH E I EHE R,

3.22 ERZR#HE

EREABRIER AR SRS LTE” /etc/Fstab” BERE, 2B fstab(5) F15 9.5.7 1,
MBZERABIREREE “/etc/crypttab” 1, 2R crypttab(5)
#X RAID MJEC & mdadm(8) :REFE”/etc/mdadm/mdadm. conf”. 2 & mdadm.conf(5).

( ) EE
BRERENNIRSR, TEHE TREIERRGKUE, "/tmp”, "/var/lock”, #1"/var/run” FREERSIER S HE

3.2.3 HFBRNEYIBIL

#IHA(E R systemd BYIRX Debian RE R4, BN B E HMERFEETIAL: Lo TEEERE “networking. service”
BRIE, MEENEAIA “NetworkManager.service” BRI,

2H% 5 ERENEHRREECMNER.
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3.24 ZDAE

FEEFIE ERERIZOEEREM, se8BEiBRRE thfIREREKEREEE,
# dmesg -n3
e IR E e IR iR
0 KERN_EMERG REEACTH
1 KERN_ALERT 1TA WA ZEHE ST BIFREY
2 KERN_CRIT CRRIEEF
3 KERN_ERR RS
4 KERN_WARNING EERAF
5 KERN_NOTICE EREEEMRHE
6 KERN_INFO EHER
7 KERN_DEBUG debug ZRAIFIE

Table 3.4: fZID#EER4RRFIR

3.25 ZR#4ZHAE

% systend T, LA RGN EHEEBE 55075 systend-journald. service (X4 journald) RE2sk, 1
#7/var/log/journal” FEORER— ELL%'J 5#, SHRAE”/run/log/journal/” FTHIEMM TEMHIEN. &
LTI E R, ATLAER journalctl(1) AR 3R,

£ systemd T, R4 B & LA rsyslogd(8) iXE EMITRRBEIE MK EMBIE R ((XE systemd ZAIKIFEER
#y”/dev/1log”) , LEESHEEN{EMRAIRNER ASCII RAEBREF,

»/etc/default/rsyslog” #”/etc/rsyslog.conf” BB ERRANEMNBARERNEEE R, 28 rsys-
logd(8) # rsyslog.conf(5), tHAJLAZREE 9.2.2 ¥,

3.2.6 systemd FTHRAEIE
systemd NMEERMRGRVGL, ERUBEANAREIEINGE, LINRARLHR, EABE, KEEE, HEREESE

systemd(1) BB % (EGFSREE:

« systemctl(1) L 1EH| systemd WRAFRFEEERS (F29),

« systemsdm(1) L2l systemd HWRLAHRFFEIREE (BEFEN@E),
« journalctl(1) < &5 systemd HES,

« loginctl(1) A5 S 1=Hl systemd EANEFIEEE,

+ systemd-analyze(1) 73N ZR G EXENRLBE,

EEE (AR systemd EEGLHERIIR, HUIEH, HHEEER nan FHE.

B8, tEfIFHH sunit”, STUR—EETE (FRE.service #l . target 2FNEM), HE, EEIBERT,
AILAR LA HY BB EE T (shell RiERLIHEBAFIT 7, 727, 7[ 17, FEBFEA famatch(3) , RILE B aifECIER SR
FIEETHELREZR).

LFEIFHRGIRERERS, BER BB sudo” REIE, AUESEENRABIETTE,

“systemctl status $unit|$PID|S$device” M {ERBEEEIIES (7e”) RELAETIAE, EAF—RFIE,
- B e RR—E” NiEEN” 30 ERRNEEF” FIKEE,

- AR e” /R RBYT TE “HRER" KRB,

- e TR IEEN. “EFEIAART 3 ‘RAT” REE,
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1R1E RG] T HER
BARREFEEENERE T BENE “systemadm” (systemd-ui EXEER)
as — as — ”systemctl list-units
|
SIHFRE target ETTEE 7T - type=target”
DB service TR E BT -S-)S/E)eenlztet\/]itzi-unlts
oo — o og — ”systemctl list-units
| RUBI
SIHFrBE T ERA Bt _type=help”
sCIER2FFTE socket EEJT Bt “systemctl list-sockets”
FIHECTERE R FT A timer EJT BT “systemctl list-timers”
ERE$unit” BT “systemctl start $unit”
TEIE$unit” Bt “systemctl stop $unit”
i A BrF5ERIRYEC B “systemctl reload $unit”
B IEFRRENFR B $unit” BT “systemctl restart $unit”
EQEZ]» CRFEET) \‘ G ﬁ E""‘ _ . :
£ Sunit” LELEAERE BT »systemctl isolate $unit”
CERI B (BN ERS) | Ex “systemctl isolate graphical”
Eﬁ}ﬁ,‘ﬁl E) 9 (AN I
k%)*ij SRR @R Bt ”systemctl isolate multi-user”
ij:"\t:@]” ]:‘Euu.\jgit” (Efiﬁﬁ% a0 — ”» : »
&SRS =" ¥ systemctl isolate rescue
[E”$unit” EERIEEAR B systemctl kill $unit”
nué” CaFeEy) %E \ESEE o — ] ) ]
EA\’E_ Sunit” B A RIEE BT »systemctl is-active $unit”
/EJH\E” i ” ]q§ ;E 3 ﬂ o — - - -
) Sunit” REESEXN JT ’systemctl is-failed $unit”
&”$unit |$PID|device” os — “systemctl status
HIR e =T $unit|$PID|$device”
FE7R"Sunit [$job” FIBHE B “systemctl show $unit[$job”
- ERREEEY Sunit” Bt “systemctl reset-failed $unit”
oo — oo — ? 1 list- i
FIHFE BTN | B systemetl list-dependencies
IHERAZRINETER | ExfEx “systemctl list-unit-files”
B sunit” GBI IEEL) BEoTiEx “systemctl enable $unit”
BHE $unit” (MIRFTIEELD) R ES “systemctl disable $unit”
‘%‘Fm?ﬁ” S+ | 3 oo — e .
gﬁ:’/]d_ev/ﬁzﬁfﬁ’\ggﬁﬁ%) TCHER »systemctl unmask $unit”
ER Sunit” GEIN as — R o
gu,,/dev/null,, E/\Jfg%ﬁﬁﬁg TE*E?K Systemctl mask $unit
JERYFEERAY target RRE BEoTiEx “systemct1l get-default”
iR THRX target —— “systemctl set-default
A”graphical” (B2 &%) = graphical”
3R E FHERHY target [p—— “systemctl set-default
A multi-user” (FLTARK) ms multi-user”
BRIFRIRER RIEEH “systemct1 show-environment”
 REIREEEvariable” By . “systemctl set-environment
B4 value” R variable=value”
Eégiﬁiﬂé “variable” {J _—_- Vsa);sl;ebn{(;tl unset-environment
BE T fa == =
?;‘g%r__ﬁ-ﬁ( daiﬁl?* == “rriBHA »systemctl daemon-reload”
YD EA7 “systemctl poweroff”
- FARTIER RS R “systemctl reboot”
BERR iR “systemctl suspend”
REER %R Rin »systemct1 hibernate”
B Sunit” WL FHaw £ ”journalctl -u $unit”
o 3 1+ [~ ‘=':!:
g:ziﬁun?c’ E%;%{’FEIW B »journalctl -u $unit -f”
- K
BARE— X7 =1 .
L B IR RATRR o »systemd-analyze time”
YRS
ST B E TR P IR (O ] 2L 7systemd-analyze blame”
“$unit” IERMAIEER | H “systemd-analyze verify $unit”
Cgroup ”systemd-cgls”

PRk cgroups(7) FIERENATE

- D U

»ne xawf -eo


https://zh.wikipedia.org/wiki/Sysfs
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3.2.7 TEH systemd

ERTE LS, il systemd BAENRIIBIEHR, 7E network.target RAENE, RSBEHEIRTE (BRE 6 B) FARE
STREFZ[F (daemon ) (&, “sshd” hARFISh, BIHFUERBIZFRIE sshd” R —EERILHIFIF.

BE, BRRRTENRTEETT,

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

B4% Unix IRFEFVIZRFEEEFRA (on-demand socket activation ) Z#EH indetd BARARFERIZM, 7E systemd T, #H
EIINEEBESTIEIAIE NN *.socket F] *.service B8 TTAC BEE R RRLA.

sshd.socket ARE & —EEENERTF

[Unit]

Description=SSH Socket for Per-Connection Servers

[Socket]
ListenStream=22
Accept=yes

[Install]
WantedBy=sockets.target

sshd@.service fE4 sshd.socket ILECHARFRIEZE
[Unit]
Description=SSH Per-Connection Server

[Service]
ExecStart=-/usr/sbin/sshd -1i
StandardInput=socket

RIREFEFA,

$ sudo systemctl daemon-reload

3.3 udev R4

Linux %0 2.6 FIEFHAIZD, udev B4R IR T BENERS RNV AL, (2R udev(7)). EROEIRBERENE
L, udev RIRERUE sysfs IERZRMR (BRFE 1.2.12 1) MENKE —EFEREIEF, £ modprobe(8) 2\ (2R
5 331 ) BABEEMERIZOEE, BIERIEREE,

R
WMERRFELIER, "/1ib/modules/<kernel-version>/modules.dep” ;2E# depmod(8) IEE 4Rk, 1&E4H
BIREANE M udev RAIEHIEM A RNEA. F1T'depmod -a” RIEEE,

HEFHMMIEF, FJLLBB”/etc/udev/rules.d/” 18/ udev IERREEE. ERITEIRAVRAEREIIENRREMME
FL R T AR BN, S EM IR EKE B BB IIEF LR B R B BRI E ML IRR, fRtBFT A% USB
BMEMHTEE, £MFFREER,2 R Writing udevrules” 8”/usr/share/doc/udev/writing_udev_rules/index

HHS udev RER—EIEELLIEY, REECSXHET THARMT, AEEREHRTRIWER.

R
"/etc/fstab” EHAVHERR, BREMMTVFTEFER, REEMER UUID RIBFHEKE, RN /dev/sda” 2
HMRER 2R% 953 1.



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
http://www.reactivated.net/writing_udev_rules.html
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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3.3.1 fLEEYIIRE

1838 modprobe(8) IV KTIEFIMIBRIZIORAR, (EFFIRESIMERERFREEIEENITH Linux &b, udev R4 (2R
5 3.3 ) BEMCERMERERIZOEB KL,

T EAVIEEEARENFIREVIERESRENEE , FEWFALHA, BEMTE/etc/modules” IERETIH (2 R modules(5)).

« TUN/TAP #2401 {1t E#EHY Point-to-Point AAFREEE (TUN) FNE#ERY Ethernet Z X 4BHERRIEE (TAP),
« netfilter #EAB 1R f#t netfilter 5 XABHES] (iptables(8), 38 5.10 T3),
« watchdog timer ERENIE4E,

modprobe(8) F2T\HIAC & 18 3 2% modprobe.conf(5) BIERBARLTE”/etc/modprobes.d/” Bi#k~, (WNRFEE T BEE
FARLZOESE, EEBIEEMMEAERERIE"/etc/modprobes.d/blacklist” {ER#E.)

»/1ib/modules/<version>/modules.dep” #&3H depmod(8) 2R 4EFL, EHiA T modprobe(8) 2 5 A AY1ELE
REEHE.

/EEE'
WMRRERENIS HIFE S ARIRE, 5(#& modprobe(8) A5 IR E4HE AR5 EE, "depmod -a” AJAEBE
#'modules.dep” REFRSLERIRE,

modinfo(8) F2TVEE/R Linux #ZIME4HE R
Ismod(8) 2= AIF BRI EZR”/proc/modules” AR, BERERIZOEN T WLEAR4H,

"R
{REESIBHE R (R LRVIERE, 2R3 943 .

B
{Re] ATERRENRSEC B B8 SRR FHEAEERVTEREYSE, 285 9.4.4 T,

Br
(Rl AE FrdmaE iz O RIEINRIIS AR BB, 285 99 1.



https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer

Debian 2= F 86 / 260

Chapter 4

L7 L%
ptyps
ERFE (W2 ) FSENRRGAE, TEHETRE, BRRBNEZEEL.

@ PAM MEERR A EESHEMRNRR, MBS —EERFIKE CD, WERIL—EENL boot 57 EIFE,
RTERS, MFEREACPIMENIRARL L EHR.

BE 2013 FEEHAY Debian 7.0 (Wheezy) 4REHY, FIUE AT IEEZSIBA,

4.1 —f%H89 Unix 33:5%

—R&AY Unix 855 H PAM ( Pluggable Authentication Modules, Be[#f ARIERFERELH ) THY pam_unix(8) AR, ©
M3 EEZERNT, EREEER “:7 2R,

EES FreltE ERE “ Bz

/etc/passwd rW-r--r-- root root (AR ) FEAERRE
/etc/shadow “rW-r----- root shadow TENENERAERES:
/etc/group -TW-r--r-- root root HE

Table 4.1: pam_unix(8) £ 3 BEELEIER
“/etc/passwd” B TFIINE,

userl:x:1000:1000:Userl1 Name,,, :/home/userl:/bin/bash
user2:x:1001:1001:User2 Name,,, :/home/user2:/bin/bash

9 passwd(5) PR, EEERTH “:7 HREMBIESENT,

- BAR
« BRER VAR



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- BFRANERE ID

- BFRRE D

- ERERENEIERL

- ERERB

- ENERERSERES

“{etc/passwd" f95E TR AR EEFNZERIERS, E3IAT “/etc/shadow” &,

IR A RSB RS

o
E Bl
(=) BETEIIRSE
X IMZEHZEREFEE /etc/shadow”
* H A EENIRTR
! HEEENRTE

Table 4.2: “/etc/passwd” FEZIBMAR

“/etc/shadow” B TIAR,

userl:$1$XopOFYHI$IFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbSSELYErNf/aguDsm1DehJIMS/:13261:0:99999:7: : :

90 shadow(5) AR, BEERTPHK “:" NENBESIFIMT,

- BAR

- INERAIES (FHERAY “$1$" RRMER MD5 &, " RNEEEMR, )
- REXIERZBGE, ERTRIE1970F 1 B 1 BENXH

- REHEREBEBXEREBHIRIER

- (EREWRENEBHXEEE

- BIBRMAIHRE, EIHBERESRES

- BIBAMERNXRE, EAPEAZBRESRER

- BRSRACUMIRSR], HRRMK 1970 F£1 8 1 BEMXE

“/etc/group” BETIRE,

groupl:x:20:userl,user2

9 group(5) FFTIR, EEERPH “:" HENBESHRNT.
- HHETE

- MNBEMZE (FERELERER)

- HFRRBE ID

- A 4 DRINEREREIIR
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=z
R

“/etc/gshadow” & “/etc/group” R TE “/etc/shadow” HHINITHEE, (B2 BHMEIEHFER,

pES =
1 FR’auth optional pam_group.so” & T #1 I Z 7T"/etc/pam.d/common-auth”, I H
f£"/etc/security/group.conf” BT TERE, —EAFEREMERMAMTLAREIREFIE, £ 7 pam_group(8).

=z
R

base-passwd REERBEE T —IHEBREMNEMNE A XE:“/usr/share/doc/base-passwd/users-and-groups. ht

4.2 EIRERSEAMZHE

THR-LEERFENNEESS.
we Th&E
getent passwd <user_name> 2[E “<user_name>" BUBRSRE
getent shadow <user_name> BIEEAE <user_name>” EmBIERF &
getent group <group_name> & “<group_name>" MIZHE
passwd BIERESS
passwd -e A FARIRIRERE — X TERI TS
chage BEEEBENHEN

Table 4.3: EIRERIREAMEGHS

Heppy—LEINEE RBE root fEA, FIBFEMMIMEZEL R crype(3)s

AR
FEIRE T PAM F1 NSS B9 &4 £ (15190 Debian salsa #3238 ), ZA&iify “/etc/passwd” . “/etc/group”
“/etc/shadow” FIBEREWMAMBMAER. LIRS LIEENEERIETRERBTM.

4.3 1F=515

ER BT ERFEN —(EBRIESE A passwd(1) SR, REZBRIZ—(EF=ME, ©EZMA 6 2l 8 BFcAEm, HPE
B TR passwd(1) :REMNBEESE P — B S EFTT.

- INEFF

s BF0Z9

o« PZERTTER

@ i i
=R
= %

i

=

PAEREACILABEIRGE, BRIRB. BOESRIE. JEER. i, £H. XEREREVNREF. F
#. BEMFITES (FIa0 “123457 3% “qwerty” ) EERZIERERTIEE,

5 I8

/



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength

Debian 2= F

89 /260

4.4 FRIINNZBRIZRRS

TEE LA £INERINZZN (BT T A,

[REZS] RITE PN wY Ihge
whois V:35, 1:393 364 mkpasswd B8 aypt(3) EFME AR
openssl V:794, 1:993 1465 ggigij t S FEE (OpenSSL). passwd(Lss])

Table 4.4: £ ZEITE

4.5 PAM #1 NSS

IR RYEE Unix 54 (51390 Debian 224t ) 12t PAM ( Pluggable Authentication Modules, 1A =53 EE

#R4H ) # NSS

( Name Service Switch, BEIRFSLNIR ) HWHILAMRREIRS, EthPIEMEESCHNRR. ERMMINEERICAEES

BATF %35,

« PAM 4B RERERIR M T —EERIE AR,

« NSS T —EFEERI B ARTEHS,
M.

PAM #1 NSS RAMBRIFEE — .
PAM FI NSS RAHEEMEBEEUN T,

L K2 T ZREE R
EREEWR CIREEER, EF1801s(1) 3 id(1) ERNEVESERENER

}ﬁo

EREZ3) TE KN ] FREA
Tibpam-modules | V:807,1:999 | 1032 | IAATER:a =AH ( EhEARTS )
Tibpam- ldap .12 249 725 LDAP /T HERVIEA N BRe i=ad
tibpam-cracklib | g 115 | B cracklib SIEROIEA BRI
libpam-systemd | V:474,1:853 | 573 FAt logind sEfHERE E:ER EREETRAH (PAM)
Tibpam-doc I.1 1044 | IEARREEREA (hunl FIXFXHE)
Tibcé V:935,1:999 | 12771 | GNUC [&: [Efsieit ammRmiR RENEZE
glibc-doc I:11 3161 | GNUC E: EFE®
glibc-doc-reference 12740 | GNUC B: 2%&FMf, B info, pdf 1 html 83 (non-free )
libnss-mdns [:526 150 FIRREAT4HFE DNS &F8HY NSS 72
Tibnss- ldap L11 265 NSS 7228, FIX{ER LDAP (A — B2 BN

. . NSS 184H, FIR{ER LDAP EA— B3 BIREN
libnss-ldapd I:14 153 ( libnss- ldap #I%f fork )

Table 4.5: PAM # NSS R4 EEEFER

« libpam-doc A “The Linux-PAM System Administrators’ Guide” Zi&f# PAM BB E X,

+ glibc-doc-reference Y “System Databases and Name Service Switch” ZEEfi# NSS L EMEE X4,

B

14\—IL‘)\1§FFJ “aptitude search ’1libpam-|libnss-
“Network Security Service, #BIEEZ2RHE", EARMN

" B LRIRE S HERAEGEE. NSS MR LrEIREERE

“Name Service Switch, ZEIRFELIIR",



https://zh.wikipedia.org/wiki/Salt_(cryptography)
http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
http://packages.qa.debian.org/w/whois.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
http://packages.qa.debian.org/libp/libpam-modules.html
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon-graph.php?packages=libpam-ldap
http://packages.qa.debian.org/libp/libpam-ldap.html
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon-graph.php?packages=libpam-cracklib
http://packages.qa.debian.org/libp/libpam-cracklib.html
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
http://packages.qa.debian.org/libp/libpam-systemd.html
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
http://packages.qa.debian.org/libp/libpam-doc.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
http://packages.qa.debian.org/g/glibc-doc.html
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
http://packages.qa.debian.org/g/glibc-doc-reference.html
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
http://packages.qa.debian.org/libn/libnss-mdns.html
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon-graph.php?packages=libnss-ldap
http://packages.qa.debian.org/libn/libnss-ldap.html
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
http://packages.qa.debian.org/libn/libnss-ldapd.html
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=z
R

PAM 2R B ERNBLRIEERBARTARENRER A,

£ systemd K, libpam-systemd BB LRARESEEREEAN, FBE systemd I=HI4EE, % logind FEfE
BATERER, 28 systemd-logind(8), logind.conf(5), [ pam_systemd(8).

4.5.1 PAM F1 NSS ;AR E BiE

TEHZ—L PAM F1 NSS SFRMEER BIEE,

fCEER INgE
13 T IO—IaT— N ‘?

/etc/pam.d/<program_name> ﬁm ;(%;ogram_name> FEIUERE PAM BCE; 2 pam(7) A
/etc/nsswitch.conf & ERFEEERE NSSEE, 2E nsswitch.conf(5)
/etc/nologin 1B pam_nologin(8) BZHPRGIERABEEE
/etc/securetty 1B pam_securetty(8) TRAHPR I root A8 tty
/etc/security/access.conf 1838 pam_access(8) HBAHER XE 2/ [P il
/etc/security/group.conf 1E1@ pam_group(8) fRZHER EE R ZHATPEH
/etc/security/pam_env.conf 1Hi8 pam_env(8) WAHREIRIRE

‘T’lﬂ! 1] — i F z 'é'ﬂ""""‘ﬁ F B IS
Jetc/environment ggmﬁ readenv=1" S[&If] pam_env(8) IRZHR E 2B INIIRIR

BIBEHE “readenv=1 envfile=/etc/default/locale”
/etc/default/locale 3|84 pam_env(8) ARR TEEIBIBME (7E Debian R )
/etc/security/limits.conf 1818 pam_linits(8) fRAHERE & IRPemI (ulimit, core FF
/etc/security/time.conf 1838 pam_time(8) ¥RAHER <& A &1 PR il

=y EA = :
/etc/systemd/logind.conf R AE syst.emd E’J.“)\EIE%E@EE (25 logind.conf(5) Al

systemd-logind.service(8))

Table 4.6: PAM #1 NSS sHRIHEE B

RS IRIZN PR B 28 1@ PAM #&4H pam_unix(8) #lI pam_cracklib(8) REIRK, ©M @B EBMS|IEETIRE,

®’R
PAM 1RABEERBPEAFE “.s0”,

452 FRANEFANRAKEIE
BRANETXRREE ] UERSEPNKE BIRaIEE (LDAP) ARSI ETEHE, RMEBHBEETSHE
Unix #03E%E Unix R4, K2 BHFAERZENFRIREIRZ OpenLDAP #FE,

LDAP {5]RESEA#%HE PAM #1 NSS #§ libpam-ldap #1 libnss-ldap $X28 %4 Debian RFIRMHEFEEHN., FEE
—LEEVEREUA LDAP (B8 BEHA@IEERE, MH TEMEMAREE _FMNEN, FEESE/IRTEETIA
Fo o

- (RBIBFIT—EFEX, GIUNIEIZAY LDAP <FFEF2/F slapd(8), KREIIEHILHY LDAP {FAREE,
- {R7E “/etc/pam.d/” BERFH PAM IEEERE, EA “pam_ldap.so” BNRFE&E “pam_unix.so”,

— Debian £/ “/etc/pam_ldap.conf” {E% libpam-ldap HEEEESR, “/etc/pam_ldap.secret” fEAfR
1% root ZRERIIE R,

« {R7E “/etc/nsswitch.conf” {EEHNE NSSEE, FA “ldap” B FERE (“compat” =% “file” ),



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://www.openldap.org/
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— Debian {£F “/etc/libnss-1ldap.conf”’ {E%4 libnss- ldap HIEEEER,
- BTBENLZS, {FXEE libpam-1dap {EH SLL ( 3§ TLS ) E4%,
« & THEIR LDAP HEIRFHERAITTEMY, (RWZE:R libpam- 1dap {3 SLL ( Bk TLS ) &R,
« BT LDAP HIiRE, REZERMHNIT nscd(8) RIREVES LDAP B E4R,

28/ libpam-doc EXBEE R #HY pam_ldap.conf(5) FREISZEFN “/usr/share/doc/libpam-doc/html/”, AR
glibc-doc EREEBIRMAY “info libc ’Name Service Switch’”,

A, RAIMEREERERSRES —BEFANRL.

* [E Windows R4S ERAEFAE,

- iB@ winbind 0 libpam_winbind EX52E:4RS Windows domain ARFS.
— 2R winbindd(8) #0 Integrating MS Windows Networks with Samba,

- EHEREE Unix RRBESEAEE,

- @i nis EREEEEARS NIS (Z il YP) B NIS+,
— 28 The Linux NIS(YP)/NYS/NIS+ HOWTO,

453 “AftE GNU su ~Z1E wheel 48”

EREEN “info su” JEER Richard M. Stallman FiEREY—FRBS. B : Debian RAAERIN su S ERAT
PAM, EREE “/etc/pam.d/su” FETHE “pam_wheel.so” MI1T1&, FLEESAPRHIIE wheel 4HAYERZE su
B root #HHIEE

4.5.4 REIZHVZERSIRA

L4 libpam-cracklib EREE B IREESD38 TS5 ARRISRIZEREIRA, FI40, @BTE“/etc/pam.d/common-password”
FRETIE R IUT,

#R squeeze ZE1THR:

password required pam_cracklib.so retry=3 minlen=9 difok=3

password [success=1 default=ignore] pam_unix.so use_authtok nullok md5
password requisite pam_deny.so

password required pam_permit.so

4.6 EHeEREEES

=z
EE

28% 9315 DRREMZONEEESER (SAK) INEE,



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Windows_domain
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
http://tldp.org/HOWTO/NIS-HOWTO/
https://zh.wikipedia.org/wiki/Secure_attention_key
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4.6.1 sudo

sudo(8) RN 2 A T — B R M EIE B v LA4AF A ZPRAY root FF R HEAL 5T 8% root ;EENMERETHY, sudo REE—EEE
FRENZE, T sudo REBIEBIRE“/etc/sudoers” RHRIBRFERE. 2 R“/usr/share/doc/sudo/examp Le
FME 1.1.12 THEERSG,

% sudo AREBFERAERR (2RF 1.1.12 7)) ERTHIEACAIRMENEETR. mBEANS, RRSBER
sudo ELLFER root BRSEIFERMRRGE, BIaN, TGS “<some_file>" KIBEBENES “<my_name>",

$ sudo chown <my_name> <some_file>

EIRINRIRENIE root ZH5 ( LLUNB1T&4E Debian MEREFHMY ), E{ERERSEATUAFER “su -¢” E(EM&H
%A root #1T,

4.6.2 PolicyKit

PolicyKit ZE3E Unix fFR AR M HIEH BER R TN —BIFRRBTH,

¥E GUI B TEED, ERETIRHER, TE2IFRNERFRIIT. Efli@d PolicyKit RIFERFEH, MITERE
1B1F,

£ Debian 49, PolicyKit BRI T EHL sudo ABRIERAERSRAISIERIF,
£ B polkit(8),

4.6.3 SELinux

Security-Enhanced Linux (SELinux) & —{EUXEFF rIEHR4BRVHESR, B LtE @AY Unix 21848 mandatory access control
(MAC) RIEERRI8, root FFPIHETE E LR T 4B,

4.6.4 PREIFHERLARFSIRAARTS

HrgLems, BURNEARBER, 2—EFNEE, BREFEERN, BANMEANRYE, FTEREEHE
E5TETEF (daemon ) Y, EREiBsuper-server IFNEIFE, #HEAABRLZLRAR,

FF 22, LEUNER sshd(8), (EFAENL PAM RUGARIIEH, BB S 75 VKRR E AR — LARFSiRAVFZ .
- BBEEE: ”/etc/default/<program_name>”

- BE<TETEF (daemon ) MIBRFEEETTERCE

» PAM (Pluggable Authentication Modules)

« super-server {f§”/etc/inetd.conf”

+ TCP wrapper f£F3”/etc/hosts.deny” #1”/etc/hosts.allow”, tcpd(8)

* Sun RPC” [ /etc/rpc.conf”

- atd(8) fEF”/etc/at.allow” #1”/etc/at .deny”

« crontab(1) {fH”/etc/cron.allow” ¥1”/etc/cron.deny”

« Network firewall Zgnetfilter {EZ2

285 326 P, 58 451 1, FE 510 1.

RBR
NFS F1HEER RPC M2, FTERIA Sun RPC RS,



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
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B
WMRIFEIHFREIR Y Debian R4 ERIRE, & F7"/etc/hosts.deny” BREEBTFFE ALL: PARANOID” iE#51 R
MEEE, FIEEsiER, (@%ﬂﬁ%\ZEEEL%E TARMBRNEZLER, )

4.7 LTLEE

EE
LEE'J MU EREMRNELER, EEthE—EFrRE.

4.7.1 HEREREERE

n‘Fgunf?E’ﬁﬁﬁauJﬁﬂEzﬁ EHENERENFNRERE, ERIEFENAR, BAANENBRAREHANFE
1S, RISEESNIREIER, (REESNENITISLEARTS, {3 Transport Layer Security” (TLS) S ERIFIE, ”Secure Sockets Layer”
(SSL) , EBIIZEREREZRBENNREBNENEZL,

A LZ MRS 18 TENREE 18

www (http) 80 https 443
smtp (EfHF) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 Idaps 636

Table 4.7: REM AL EHIRFFIETIR

IN%Z%E# CPU B5fE, EA¥ CPU BZMNEBNRAR, FRoIUNEREERAXFEN, EEFERLTLABRRINZEE,
tb¥nER : POP {EF” Authenticated Post Office Protocol” (APOP), SMTP #l1 IMAP {#F3”Challenge-Response Authentication
Mechanism MD5” (CRAM-MD5), ({REVEM4GE Fim@iB4EMR AR L /RRIENME EARZSSXEBAES, LRI TIERMRE
IR 587 RICEEHRT SMTP 18 25, SHKFI LB RAEER CRAM-MDS BEBCH, HIRIEMHFEE 2518, )

4.7.2 Z% Shell

%4 Shell (SSH) T2 fE A ﬁ%;{’ ERRBEHALLER EMEAREEEHZENELNE @, EH OpenSSH BF
i, ssh(1), #1 OpenSSH 2 E=T:&f2F (daemon ) , sshd(8) 4H5%.SSH {FFAIEEESEIFME, BILA4A POP il X ZEEMAL S
)i SRR = AVA SR EH‘ILM‘ﬁHB’% hi Wk ae = LT

ﬂﬁiﬁ”ﬁ_ﬂiﬁﬁﬁﬂﬂ"ﬁ’i‘tiﬁwnuﬁa HREMARE. NBE
BIRRRRZBEAN, 28% 69 1.

"
&
Gl
L

BRE. TIBERE, EANMAE, T

4.7.3 EREEEMITEHN

BI{EARE1T Secure Shell (SSH) #1 Point-to-point tunneling protocol (PPTP) EtxMIE 2 IRTE, ERGHEIR L, NABHEE
ERFERNBABBREEAN, FAMKXERIE(2RE 5.10 ¥), LAMTENZEE2TA—&, sJURARZSFE,



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
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ERES) AT KA | FREA

knockd V0, 1:3 102 /B port-knock B E-T&f2/F (daemon ) knockd(1) F1EFim
konck(1)

fail2ban V:112, 1:123 2092

libpam-shield V.0, I:0 115

Table 4.8: R HEAINL2HNNITHRIR

4.7.4 root ZiEL L
2BELE AMPIER root SFEIRESARMRRIILER, (REEM T EIIRME,

- FRIEHRERRAIADIREAMAE
- $81E BIOS ZRFE LRI B ENT ERIEN
+ % GRUB BEN\EFEREZH

- $81% GRUB &8, Z|l4REE
R ETAYIREARGRERE, BIRIUAMER TENSER, HEBENEERNS,

1. AGFERE = 2| —{E =] AZRE BIOS it CD RAENRYERE,

2. EAESNEREIZR4R (Debian BIENFERR, Knoppix CD, GRUB CD, - ),
3. FERSERERSENE,

4. 4REEIR T EIFERY”/etc/passwd” 18R, £ root lRFIFEME_RAZ,

#R grub-rescue-pc , BMEAZANERMEIMNER, WNERE4EE GRUB EERE (BRFE 3.1.2 ) EFIE, &
RRENRS, FRTENTEEMBEE,

1. {ERWZOS | B EN R AR (BN — LIS, LLUNER, “root=/dev/hda6 rw init=/bin/sh”.
2. #pEE”/etc/passwd” 18R, {F root RFEIEEMNE_EBAZ,
3. EARLR,

ZH4REHY root shell IR7ER] AR ZRREEARE T,

IR

—BRE ABEE root shell SARIRTRIEE, fEESHEARIEMAT, WAJUERAGK LREMZLS, LI, ftha]UER
john #l crack SHMEBMNRNKBLARILRAEERAENEN (2RFE 94.11 7). WKMENZNS, "JBAAXR
MEERMAEITLLE,

AR RISLEAAREE, EEMERLLMWRERREGEZMER do-cypt 1 iniramfs (2R3 9.8 7) 1% root 73 E1E
(B/etc” 5TEIRE) . ERAVGE, MEARFTEZBRBERL.



http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
http://packages.qa.debian.org/k/knockd.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
http://packages.qa.debian.org/libp/libpam-shield.html
https://zh.wikipedia.org/wiki/Dm-crypt
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Chapter 5

AR E

RBR
BEAY GNU/Linux 4B4&R0BAFM, BEBLinux BREIEEFM,

=R
it Debian EEH4E4EFM, FEBDebian EILEFM—EBEE,

ﬁ_ﬂ:
: 75'5&%1%%15%8’]‘!3 BT EBEMAYTIR ('etho”, "ethl”, "'wlane”, --), kY systemd {EMR"enp0s25” 218

kr

OFr

2E
AEEEM 2013 F 2R Debian 7.0 (Wheezy) 4REH), FIUERNSIEREE51B0,

B
%EZISSZ#%{EFI?%E’J ifconfig(8) LA IPv4 & E4BE4AREREE], Debian IEFBENZE ip(8) 7£ wheezy FEH H{FHA
IPv4+IPV6, ERMEANFRIRRET,

BR
systemdiRIEF, “JLARnetworkd?RECEHHLE, B2 %E systemd-networkd(8),

5.1 EARPHEEE

IR EIRE— T IR Debian IR A RHIERADLELLHE,



http://www.tldp.org/LDP/nag2/
https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
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NRHEe TE IR B
ifupdown Vi587,1:991 | 217 ?Ei;m FARE B RIRAMBAEHABE T R ( Debian 1575 )
ifplugd V:3,1:18 217 EE BENEIEBRRLE
ifupdown-extra | V:0,I:1 106 EE ARAERAIA, T13@®”1fupdown” ERFEIRVINGEE
ifmetric V0, I:1 37 Els RERREONEHES
] — Hﬁ‘I]ZISB'UfF, FF”/etc/network/interfaces”
guessnet Vi0, 10 22 | RL ¢TI 1 Fupdown” BITNAE
ifscheme V:0, 1.0 59 EE BRETRIAS F, 1E@®”ifupdown” BREFEIRVINGE
network-manager | y.ioq 1440 | 14957 | BRE:: NM | NetworkManager ( SFERER ) EENEIBABL
network-manager 9{7?@2 1:372 | 5540 | @k NetworkManager ( GNOME #ilii )
wicd .24 36(*) | BCE:: wicd | BEMERFREZIERS (TREFR)
wicd-cli V0, I:1 60(*) | BIE BRMBEAREIERS (DT Pin )
wicd-curses V0, I:3 176(*) | A E BENBEHEETESS (B‘zZIS HE=EFm )
wicd-daemon V:19, 1:26 992() | B E BIEMEREREIER (Tae ’E&)
wicd-gtk V:15,1:25 576(*) | AE BRMBRAREER (GTK+ EF i)
iptables V:300, 1:993 | 2520 %her HEIBEFIABAR U IR EIE T A ( Netfilter )
iproute2 V:672,1:926 | 2867 ﬁtez 1pr0ute2 IPv6 I SRSEEEES ip(8),tc(8) &
HEEERE SRR
ifrename V0, I:3 125 El= #ETE?FHE’J I PR
ifrename(8)
ethtool V:102,1:261 | 597 BE REREE LY A KA BRIERE
- : - ] _ AR e AR EREERE E%E Bl Mt
iputils-ping V:234,1:997 | 113 iproute2 Ciproute2 )
iputils-arping | V:8,1:127 55 ENs AR D ERETE %, WEARPHIIE
tputits-tracepathy. 160 |72 | AL SRH PRI TR B
I 4 8 - IR E ):
net-tools V234, 1:634 | 901 | OB NET-3 48 IE‘*H (net-tools, TPv4 HRRCE )
net-tools ifconfig(8) &%,
- - - . B AR RE A ER=TE 1%, @iBhostnamed(IP Hi3E
inetutils-ping | V:0,I:1 359 nettools ({@%5, GNU)
WSS et i%, BBARD c
arping V:2, 1:29 77 E.t If)l ISP ERERE BEEARPHINE (B S
1
traceroute V:63,1:936 | 159 EE IRADEREE LRI E (BRAE, FHlE)
isc-dhcp-client | yoq) 1979 | 686 gg;; B | puce 25
wpasupplicant V:332,1:507 | 3436 | AL WPA 1 WPA2 EF Ui 5 (IEEE 802.11i)
wpagui V:0, 1:2 781 Efs wpa_supplicant Qt B2 R EEF im
wireless-tools | V:188,1:254 | 297 B E BT Linux Eﬁff?EEE’JIE:
ppp V:206, 1:474 | 1054 | B E f#F chat 1&¥# PPP/PPPoE
pppoeconf V-0, 1:8 192 %ﬁ: L EEEBNF, UUERER PPPoE &%
pppconfig Vi1, 12 801 B E FCEENF, CUERRER chat iE5 PPP
wvdial V:0, I:5 249 B E EREHF, UERER wvdial#0 ppp & PPP
A T P
mtr-tiny V:6, 1:54 161 g“it" e IBhERRE AR (XARHE)
ntr V4, 1:43 214 BE %E)».JET;: RFEEFEIRE (XAFEM GTK+ 5
gnome-nettool V2, T:45 2105 | FE LEH)F"% RAZEEMNITE (GNOME)
nmap V:31,1:253 | 4452 | | E ARIREY/Im 3778 (Nmap, FEHITE)
zenmap V2, 1.9 2939 | @E ...:.59%5'1‘/ O#H (GTK+)
tcpdump V:19,1:204 | 1329 | BE iﬂﬁﬁlﬁiﬁffﬁ (Tcpdump, EEIE)
wireshark I:55 64 El=S WEZTRE DM ( Wireshark, GTK+ )
tshark V:3,1:34 407 B E WERENDT FEEHE)
tcptrace V0, I:3 401 El= 1‘ET§ tepdump BB E R EERIESR AT
snort V0, I'1 2206 | @ E TENREEANE 15“%%.‘.% (Snort)
ntopng Vi1, 1:2 969 EE ?‘ﬁ ,\,%%‘"i’ﬁﬁﬁﬂ BRI E
. — _ BINDEXF &1 iz T
dnsutils V64, 1:517 | 256 EN s nslookup(8),nsup date(g) di 5(8)
dlint V0, I.7 53 B E M B RS S REEDNSIHER
dnstracer V0 12 61 Bl F HIN QS o a B &2 B0



http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
http://packages.qa.debian.org/i/ifupdown.html
http://packages.debian.org/sid/ifplugd
http://qa.debian.org/popcon-graph.php?packages=ifplugd
http://packages.qa.debian.org/i/ifplugd.html
http://packages.debian.org/sid/ifupdown-extra
http://qa.debian.org/popcon-graph.php?packages=ifupdown-extra
http://packages.qa.debian.org/i/ifupdown-extra.html
http://packages.debian.org/sid/ifmetric
http://qa.debian.org/popcon-graph.php?packages=ifmetric
http://packages.qa.debian.org/i/ifmetric.html
http://packages.debian.org/sid/guessnet
http://qa.debian.org/popcon-graph.php?packages=guessnet
http://packages.qa.debian.org/g/guessnet.html
http://packages.debian.org/sid/ifscheme
http://qa.debian.org/popcon-graph.php?packages=ifscheme
http://packages.qa.debian.org/i/ifscheme.html
http://packages.debian.org/sid/network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
http://packages.qa.debian.org/n/network-manager.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
http://packages.qa.debian.org/n/network-manager-gnome.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/wicd
http://qa.debian.org/popcon-graph.php?packages=wicd
http://packages.qa.debian.org/w/wicd.html
http://packages.debian.org/sid/wicd-cli
http://qa.debian.org/popcon-graph.php?packages=wicd-cli
http://packages.qa.debian.org/w/wicd-cli.html
http://packages.debian.org/sid/wicd-curses
http://qa.debian.org/popcon-graph.php?packages=wicd-curses
http://packages.qa.debian.org/w/wicd-curses.html
http://packages.debian.org/sid/wicd-daemon
http://qa.debian.org/popcon-graph.php?packages=wicd-daemon
http://packages.qa.debian.org/w/wicd-daemon.html
http://packages.debian.org/sid/wicd-gtk
http://qa.debian.org/popcon-graph.php?packages=wicd-gtk
http://packages.qa.debian.org/w/wicd-gtk.html
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://packages.qa.debian.org/i/iproute2.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/ifrename
http://qa.debian.org/popcon-graph.php?packages=ifrename
http://packages.qa.debian.org/i/ifrename.html
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
http://packages.qa.debian.org/e/ethtool.html
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://packages.qa.debian.org/i/iputils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
http://packages.qa.debian.org/i/iputils-arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
http://packages.qa.debian.org/i/iputils-tracepath.html
http://packages.debian.org/sid/net-tools
http://qa.debian.org/popcon-graph.php?packages=net-tools
http://packages.qa.debian.org/n/net-tools.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://packages.debian.org/sid/inetutils-ping
http://qa.debian.org/popcon-graph.php?packages=inetutils-ping
http://packages.qa.debian.org/i/inetutils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://packages.debian.org/sid/arping
http://qa.debian.org/popcon-graph.php?packages=arping
http://packages.qa.debian.org/a/arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/traceroute
http://qa.debian.org/popcon-graph.php?packages=traceroute
http://packages.qa.debian.org/t/traceroute.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
http://packages.qa.debian.org/w/wpasupplicant.html
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon-graph.php?packages=wpagui
http://packages.qa.debian.org/w/wpagui.html
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://packages.qa.debian.org/w/wireless-tools.html
http://packages.debian.org/sid/ppp
http://qa.debian.org/popcon-graph.php?packages=ppp
http://packages.qa.debian.org/p/ppp.html
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon-graph.php?packages=pppoeconf
http://packages.qa.debian.org/p/pppoeconf.html
http://packages.debian.org/sid/pppconfig
http://qa.debian.org/popcon-graph.php?packages=pppconfig
http://packages.qa.debian.org/p/pppconfig.html
http://packages.debian.org/sid/wvdial
http://qa.debian.org/popcon-graph.php?packages=wvdial
http://packages.qa.debian.org/w/wvdial.html
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon-graph.php?packages=mtr-tiny
http://packages.qa.debian.org/m/mtr-tiny.html
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon-graph.php?packages=mtr
http://packages.qa.debian.org/m/mtr.html
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon-graph.php?packages=gnome-nettool
http://packages.qa.debian.org/g/gnome-nettool.html
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon-graph.php?packages=nmap
http://packages.qa.debian.org/n/nmap.html
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/zenmap
http://qa.debian.org/popcon-graph.php?packages=zenmap
http://packages.qa.debian.org/z/zenmap.html
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
http://packages.qa.debian.org/t/tcpdump.html
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
http://packages.qa.debian.org/w/wireshark.html
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon-graph.php?packages=tshark
http://packages.qa.debian.org/t/tshark.html
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon-graph.php?packages=tcptrace
http://packages.qa.debian.org/t/tcptrace.html
http://packages.debian.org/sid/snort
http://qa.debian.org/popcon-graph.php?packages=snort
http://packages.qa.debian.org/s/snort.html
https://zh.wikipedia.org/wiki/Snort_(software)
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon-graph.php?packages=ntopng
http://packages.qa.debian.org/n/ntopng.html
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon-graph.php?packages=dlint
http://packages.qa.debian.org/d/dlint.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon-graph.php?packages=dnstracer
http://packages.qa.debian.org/d/dnstracer.html
https://zh.wikipedia.org/wiki/Domain_Name_System
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5.1.1 FHEZREM
FHZREIT, BaithRE NSS (FFRFEER Name Service Switch) #HI5R 218, SEMBTFLRIENT,
1. ”/etc/nsswitch.conf” #EE#EM hosts: files dns” EEREE B MEAIEF.(IXE”/etc/host .conf”
BREN order” SEREBMIINGE,

2. files AN EHEWITIU NRIFHBZTE"/etc/hosts” 1EREMEEIR, BIREIFFEBERUIRE.(”/etc/host . conf
EREE”multi on”)

3. dns AT, MR FHEZBBEH/etc/resolv.conf” {ERBEE N BIRMBI&IHE A 4 Domain Name
System (DNS) R#%Z|, BIREIFFBEBMtUILIRE,
5130, »/etc/hosts” BERIN T,

127.0.0.1 localhost
127.0.1.1 <host_name>

# The following lines are desirable for IPv6 capable hosts
il ip6-localhost ip6-1loopback
fe00::

0 ip6-localnet
ff00::0 ip6-mcastprefix
ff02::1 ip6-allnodes
ff02::2 ip6-allrouters
ff02::3 ip6-allhosts

F—1TH IP il AR, ETREMEMBIERS.

EEEGFHE T 127.0.1.1 1P bt thZF R EEEHESE Unix R452R, Debian Installer 228K X IP bt &R
MEBNEEIRE, (FARLERIE (I GNOME ) M—{EL@ 7%, R bug #719621.

<host_name> ILEZ#E”/etc/hostname” BEZHF 1S,
HHIEKA P HHtM R4, EEKA IP it EEXESEN 127.0.1.1,

HHIRBKA 1P HIHEFN B 158 R4 Domain Name System (DNS)IZ 52 E 1151 fully qualified domain name (FQDN) Y
R4, #E R <host_name>.<domain_name> fEE # F R E <host_name>.

L resolvconf EEEEIEELRE, /etc/resolv.conf” S—(EEFEIESR, NELRKT, EE2—EASFEELS. It
9, EESERENTEKIRIVELE:., W DNS 21P="192.168.11.1”, BIB&WT,

nameserver 192.168.11.1

resolvconf EREEEMEEME"/etc/resolv.conf” ERMAB—EMFREL, LEBHFESHEHNEIEENS,

# R B8R adhoc EBIFAFIRIE FHY PC TIEUL, BRTEAN files F dns AR 29, BB 6E291EiB4E1E DNS (mDNS,
FREE IR Zeroconf) EEITHEIFT,

« Avahi {2}t Debian FRY4HEE DNS ZEIRIESR,

« 'EF0 Apple Bonjour / Apple Rendezvous 18 E.

« libnss-mdns MHERH mDNS FIE#EZ T, GNU C & (glibc) B9 GNU BFHRFEEEH Name Service Switch (NSS)
IhEEZ 18 mDNS,

« ”/etc/nsswitch.conf’ EEEREEB®K hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4”
BRI —ER.

« ” local”#E BRI EM SR, {FH pseudo-top-level domain (TLD) 3R fi##f.

« mDNS IPv4 At B4R 4R IEHNE"224.0.0. 2517 SLEARFER IPv6 HH"FFO2: :FB” #ARIEA”. local” £ERF
B9 DNS &,



https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/Debian-Installer
http://bugs.debian.org/719621
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Zeroconf
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
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EEH) Windows RAZREE winbind EX8EE ARIZ L E Y NETBios over TCP/IP EHE R BT A RY S EINAEE,”/etc/nsswitch
EXEERERMN—ER: ”hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4 wins”, (38X
Windows RABEFER dns FAREITEMRZRENT. )

EE
137 Z 4 Domain Name System HFREVEZ E @R IE4RIZE expansion of generic Top-Level Domains (gTLD) &
EETHR, EEFAN, BE-EIHER, FRIBFEX name collision,

5.1.2 #HEBRNERE

RN EEME, LG etho, B Linux DEREAE—EEREN, SEEMFRERZOERNIHE, BaERERE
MEE#S udev (B2R%E 33 1) RAE. PLE TN EBBHFLZ ifup(8) F interfaces(5) ¥ physical interface,
ATRESEERNEIW/ESREME -, EAT MAC il % 5—(EHRBI1EE"/etc/udev/rules.d/70-persist.
EEfERZR”/1ib/udev/write_net_rules” &2 BEN%RY, RH”persistent-net-generator.rules” R
BITESRIRENIT. (RETME IS R RN & dn B R A,

AV

E4REE"/etc/udev/rules.d/70-persistent-net.rules” JRAIEZRE, (RNBRESIZRAIEES
f9—177, A MAC Hisk B/NES, ELanER, WRIREEIR FireWire device” 1"PCl device” FEiS{EIERA, R
85512 PCl device” fF5 etho, TRREBECAEEHEIRN@E,

5.1.3 [EiFAB4EISULEEE

ERPIEFHIREETE 1fc1918 IR EMIEIHAE local area networks (LANs)IPv4 32 firith it 7 & 3Eit bt AR EBEG[E. S Lkt
HHREA G HEESE L BRI ES,

T

85 AARR it bl _._ 4E

$ER [ it FHABLS FE /84 # AR

A 10.x.x.x 255.0.0.0 /8 1

B 172.16.x.x —172.31.x.X 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 /24 256
Table 5.2: #BE&t U EEETFT

EE

WMRBLEU SRR —EEH, IBESEEE —ERMENEIEHREERER, wEBiB—EFARERSINKIZARTE
SEIE 4R bt Network Address Translation (NAT). JHE RIS4BIRIE, HERMBEEER NAT,

514 HREEZIE
8% Debian B TIEAZSHAFEKE, (BINES — LA BEE DFSG non-free FIERLZIETM, 28% 996 T,
5.2 N EEBAREE

#H(EMA systemd BYIR Debian RE R4, BN EE S B MERFFETVIAL: Lo TEEEE “networking. service”
IR, MEENEEIA “NetworkManager.service” RIE,



https://zh.wikipedia.org/wiki/NetBIOS_over_TCP/IP
https://zh.wikipedia.org/wiki/Domain_Name_System
http://newgtlds.icann.org/en/program-status/delegated-strings
http://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/MAC_address
https://zh.wikipedia.org/wiki/MAC_address
http://tools.ietf.org/html/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/Network_address_translation
https://www.debian.org/social_contract#guidelines
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Debian squeeze FFAIEEITIRERF] LLBBE ETETEF (daemon ) BIRIEREIRFIRELR, 580 NetworkManager
(NM) ( network-manager FI#ERBAEREE & ) X Wicd ( wicd FNIERHEREEEL Do

- EffEECH GUI MG RIFRERENE

- EfiEECHEETERRF (daemon ) ERAEFINRRIEIR,

 EFffERFTCARGE G RER DA,

- EffERFTCAGEMERE G RNBLRERMEICE,

- et AR ERRMAMKIABSHL ifupdown BREEEL,

=

TE
AREAERSFLERAEEEHEFEREETR, efFEHHRNELASK MBS EEFERE,

BERANABEETEFREETEENEE, UBREELR ifupdown RIEBELEEHR, EMWEEERMURN

“/etc/network/interfaces”,

JE=
ELEEERIEE T BN —LINEETESH RS AEENEE, EfAMRESRLN ifupdown REBEBEREH. 8E
network-manager i BTS #1 wicd 89 BTS, Ri&tREsir9REEFIPRS,

52.1 B TEMNEREETAR

Debian R4 NM F Wicd WE A XHE DA {_Lﬁ" “/usr/share/doc/network-manager/README .Debian” #0
“/usr/share/doc/wicd/README.Debian”,

FE L, MNTRFER] A RENEREIE,

1. BB T GLERIMERSE foo BB “netdev” 4 ( B4h, 41 GNOME #1 KDE EFMRARERIEEER
D-bus BENFTRLEZIRIE ).

$ sudo adduser foo netdev

2. { “/etc/network/interfaces” MEEE RIS FTEIBIEEZE,

auto lo
iface lo inet loopback

3. B TGS EHRRIE NM 2 Wicd,

$ sudo /etc/init.d/network-manager restart

$ sudo /etc/init.d/wicd restart

4. BBEF N EEEBE,

=z
PEN=%

RBEARGIE “/etc/network/interfaces” HHITEEH NM 5 Wicd EIE, MEHREL ifupdown FIER



https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Wicd_(Linux_Network_Manager)
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=network-manager
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=wicd
https://zh.wikipedia.org/wiki/D-Bus
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N
MEGREBEARAEG NM WNERBREEDRE BEESREENIIBRENBRK
g 8, Bl network-manager-openconnect, network-manager-openvpn-gnome,

P

network-manager-pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth E =
EEERE AR Wicd,

Ny

@ ELEFEREEE T EAEEAES “/etc/network/interfaces” F{ELMR ifupdown HIFREE,
Bl0sE 5.6 T 5.7 THAIBLARE, #3 network-manager 89 BTS F wicd #J BTS RKiGR Ea1#IRS
REFNPRE,

5.3 RAXRNMEAIRNERICE

& systemd IR 4EH, TJBATE /etc/systemd/network/ 1BEEEHHIE, 2R systemd-resolved(8). resolved.conf(5)
#0 systemd-networkd(8),

EEAHFELZEEZRMTENER FTREERAEE,
DHCP EFimRIECE o] LAIE B " /etc/systemd/network/dhcp . network” {83 RiEITRE, HIa0:

[Match]
Name=en*

[Network]
DHCP=yes
—(EFFREAB IR AL B AE2HEIB RN /etc/systemd/network/static. network” 3R:&%E. tLal:

[Match]
Name=en*

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1

5.4 EREHHEIRERIEE

AR 52 PHERNGZFELIRRMNTE, MIEXERGS T EETRENERERERNEETE,
EREEERNEBEL FMENEN (2R% 55 T ),
AL Linux [EEAERECERRENBMIEELA] (2R5 581 ),

« 2RBE Linux NET-3 4328 R4 HYE net-tools F£23X (ifconfig(8)------ ) EfFRAZSHEBELBIET,
 JRBEIRER Linux B R ABVFT Linux iproute2 F23% (ip(8)------ o

BERERITHEA, EEfiERZE, RALEY TSEMEBIEERR.

ifupdown ERB€ 612 Debian HiEESEBHREE R ANERIZE, TEMROIABEMBEBHII “ifup etho” &
M5 S RERABEE., EMNEBRERMR “/etc/network/interfaces” Hili B EHHMBIRFWNT,



http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=network-manager
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=wicd
https://zh.wikipedia.org/wiki/Systemd
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
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auto 1o
iface lo inet loopback

auto etho
iface eth® inet dhcp

resolvconf BREEERA T ifupdown AR IEEEIE ST EER“/etc/resolv. conf” RELHFE 1t 2
B EFREE IRTE, K3 8 Debian AR EEEREFEA T resolveconf #EEE (2 R“/usr/share/doc/resolvc

ifupdown ¥XEEEIREHBNIE SRS, IR0 ifplugd. guessnet, ifscheme &, B4 T ITHIRBIENBESENERE,
BN BREIFGEPHBENE, SLEERMLREER, BEZFIM ifupdown R T LIERTF.

HEMWROIZ2R%E 56 HIE 5.7 W,

5.5 MHEELRHAIN (F4R)

YW
@ EEREAMERREANEERNAIREN. TEEEZARBENAERER, EEMRER NM, Wicd, 3%
ifupdown BRE., (2R% 52 THE 56 ).

—EEMRMAERNERER S NTLERIBE, EAEATENATHIR,

PC EHAN ERRE
FR 51 (pppo) PPP - modem ~ POTS - BESRIEAZ - ISP
- BIE- s EIERR - BN
Z K40 (etho) PPPOE/DHCP/Static i{" modem - RIS ~ RIS
: ] - LAN - FFERHIIEEHE (NAT) EIERR
z.a
ZAR4B0 (etho) DHCP/Static FHEE ( E4E-modem )

Table 5.3: #BEELR F NFLELRIRRIIR
BEEGEHAREEESBEEE

EERT K& &Bime
PPP pppconfig EIIEIEH] chat pppconfig, ppp
< = £3 F
PPP GEE) ?ﬁ/a?lalconf EITRNEETRY ppp, wvdial
PPPoE pppoeconf EIEE R chat pppoecont, ppp
DHCP %égc/dhcp/dhcllent . com‘:LSC dhcp-client
FFRE IP (IPv4) g;éiei;cc/network/1nterfacesiproute g net-tools ()
£56E 1P (IPv6) g”égc/network/1nterfaces£proute

Table 5.4: HIRELFILE TR
B ESRIREERNT,

EE
BREREENEIBRTE, B EH DHCP 5 PPPoE, ADSL #l FTTP @& {EH PPPoE, {REEZ:H{RIVAEME
B ARFRIR A RIE S EIYEERFERANBREE,



https://zh.wikipedia.org/wiki/Modem
https://zh.wikipedia.org/wiki/Network_address_translation
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HERREE Bz
POTS EBEXN SRS
BB =]
BB-service EEANER, BIFEAREBELRIR (DSL), ER4GE, XEEIF (FTTP)
BB-modem EEaNER, DSL modem, 42%8 modem, S\ EA AR 4L R (ONT)
LAN B4
WAN o
DHCP RE Bt =& ek
PPP LA AR
PPPOE A EREEEEE 7R
ISP R AR EER
Table 5.5: 4BRRE4F4EAEEETIR
EE

EEIARMRARERRERGMIRIENR, RIEE CNERFEEAEIRIRAR L MR UER (NAT) , RiE
SREEEAE, EERNERT, BEE ENERBER T EFERAFE P ERIAKMHRIRME DHCP IRkFS, BIF
EEEABR AR ISP BYIE 5| RECE E LR R EIAE,

5.5.1 ZAX#i DHCP &#%

HMAMIANREN/NNEEMER, hMEEEE, R LEESFRNEARHIERERE (BSHE). BHSR
FBEMNESEEEERABRHR LHITHEIRREHEEHE (DHCP) ARFSiniRHAVARTS,

EEFELRHE isc-dhcp-client BRI XBREENREERECE HEE (DHCP)BRTA.

£ B dhclient.conf(5).

5.5.2 ZAN{FFRE IP ELF

R [P ZKEARF RN R MBS EENF.

5.5.3 & pppconfig [ PPP jE43
BEE15SH% pppconfig BCE PPP ELR, EEELHNINBIETERS,

- BIESRIS

- ISP EFE R
- ISP 215

. IREE

« modem IBFHIE

- BEAI

VAV
"<isp_name>" 2" MHFRABERARFFIRME" , (AR pon F poff s MEAURS, 2 HS5IEL,



https://zh.wikipedia.org/wiki/Plain_old_telephone_service
https://zh.wikipedia.org/wiki/Broadband
https://zh.wikipedia.org/wiki/DSL_modem
https://zh.wikipedia.org/wiki/Cable_modem
https://zh.wikipedia.org/wiki/FTTP
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/Wide_area_network
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
https://zh.wikipedia.org/wiki/ISP
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
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T
EES

Thee

/etc/ppp/peers/<isp_name>

/etc/chatscripts/<isp_name>

/etc/ppp/options

pppd ERABIHITSE

/etc/ppp/pap-secret

PAP FUEEERRE BN (B EE2EMR)

/etc/ppp/chap-secret

CHAP FIEEREIEEN (BEL D)

Table 5.6: {§ M pppconfig #Y PPP B4R EC E1ERTIR

Re]AMER TENKEMREE T RAGEKEE.

$ sudo pon <isp_name>

$ sudo poff <isp_name>

£ 8”/usr/share/doc/ppp/README.Debian.gz”.

5.5.4 {£F wvdialconf {15 —f&0]EH PPP E4%

—(EREIHER pppd(8) HERFEMARE wvdial B9 wdial(l), 82 pppd ST chat(®) RIBEFHEEL, wvdial
HETIRSEFIANAILIAE, SAEBIED pppd EITE FIRIE,

EHESIE wvdialconf ECE PPP E4R, EFRETHINMNRETENR,

- BIESELS
. ISP FFHERTE
« ISP Z1&

LEES INgE
/etc/ppp/peers/wvdial wvdialconf ZERiETE wvdial B9 pppd BBERER
/etc/wvdial.conf wvdialconf EREEEIER

/etc/ppp/options

pppd ERABIHITSIE

/etc/ppp/pap-secret

S

PAP FIEERERREEN (BT EER)

/etc/ppp/chap-secret

CHAP FIEEREREEN (B L D)

Table 5.7: {§F3 wvdialconf #Y PPP jB42FC BIERTIR

fRe] AMER TENEKERAREE T RAGEE.

$ sudo wvdial

$ sudo killall wvdial

£ B wvdial(1) #0 wvdial.conf(5).

5.5.5 {FF pppoeconf [ PPPOE Z X 48iE 4%

EIRIAERARIZ (12t PPPoE E4R, W BIRRTIEEMEREEDEGE, BRIVERABERE W EER PPPOE 2R
B2E, PPPoE RN AHH LI PPP, ECEIESHE pppoeconf EENTAIECE PPPoE &4,

FEEERETHE,

Re]AMER T ENKEMREE T RAGEKE.



https://zh.wikipedia.org/wiki/Password_authentication_protocol
https://zh.wikipedia.org/wiki/Challenge-handshake_authentication_protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
https://zh.wikipedia.org/wiki/Password_authentication_protocol
https://zh.wikipedia.org/wiki/Challenge-handshake_authentication_protocol
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EES Ihge

/etc/ppp/peers/dsl-provider pppoeconf k& E pppoe Y pppd ELEFESR
/etc/ppp/options pppd EAIEITSIE

/etc/ppp/pap-secret PAP FISRIERE B A (B R 2EE)
/etc/ppp/chap-secret CHAP FIEEETREEN (B 2)

Table 5.8: {&/ pppoeconf i PPPoE iZ4RAC EIE3RIIFR

$ sudo /sbin/ifconfig eth@ up
$ sudo pon dsl-provider

$ sudo poff dsl-provider
$ sudo /sbin/ifconfig eth® down

£ 8”/usr/share/doc/pppoeconf/README . Debian”.

5.6 {#A ifupdown ETELRBREE (&)

Debian R4 E#YE4E TCP/IP 48E% 58, ifupdown EEERFRA—ELETERER, EmEMEISS,

- BIBENERY LMY ENRE 1P R4, RAJUAMEA resolvconf B1HEE TCP/IP 4818, THREM(EIRIRIEIIRIFIBIREE,
(BR% 564 ).

- BREIAREE LA FBREIP R4, FARFEE resolvconf EIRIEE(RAY TCP/IP 48, WARIHEMAMREE (2R 565
).

MRMFERESFEEE, ELERNRERE, RHEEAN. E TEMNABPEIRME,

ES
ifupdown BliE#}f Debian ZAHIZEMNSEMBECEES, EAEHP, @R ifupdown WRFENAGTS LAY
5 FREBEAFEREE,

ifupdown BB EMIERS: ifup(8) Fl ifdown(8). EFIRHFIEHL"/etc/network/interfaces” FL E1E M L BRI E.

AL 1B2E
ifup ethe ﬁ%{;iface etho” BifF7E, EH etho MECEREAFRTE
ifdown etho Zut%olface ethe” &ifFiE, {£M etho HECERFAERNE

Table 5.9: £/ ifupdown EITEARFERREEMNH ST

or

H
A NEfEF ifconfig(8) # ip(8) B AN KEMHBECE T Ran < RECE —1E up ARERNE,

Sk

==
=]

;886 —1EA ifupdown HIE%,



https://zh.wikipedia.org/wiki/Password_authentication_protocol
https://zh.wikipedia.org/wiki/Challenge-handshake_authentication_protocol
https://zh.wikipedia.org/wiki/Internet_Protocol_Suite
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5.6.2 "letcInetworklinterfaces” EZA:Ei%
7E interfaces(5) {2 ##FENY”/etc/network/interfaces” BAHEEEL, 8220 A T E@AVRIRIRIE,

] =RAR

“auto <interface_name>” E R RERENRS, FXEI/E < interface_name>

”allow-auto <interface_name>” Efs

. = AN Tl oy e S Bt i Y G e v
»allow-hotplug <interface name>” =D AR —{EER s, BREINTE
<interface_name>
»iface <config_name> ..” FEEHITT TE# <config_name> FIAIRACE
F‘,gﬁaﬁpﬂej?;g <interface_name_glob> % <config name> BYEBR{EZRITAR <interface_name>
FE]
“#” SEFAIRRITT 2 (TERIEARIE)
"\ RFEHEZEERNTT ?%EUT 7
Table 5.10: ”/etc/network/interfaces” {EEHVEIFIR

BA iface FASEITRYEN, B FERMEE,
iface <config_name> <address_family> <method_name>

<optioni> <valuel>

<option2> <value2>
HIREARE, mapping §SBHER, RAIUERRARNTEARELBREER, (2R%E 575 ).

o
£"/etc/network/interfaces” 8, AFEA—(EFERNEEEEE"1face” &1,

5.6.3 EIRFERNE
EREN R 4ERIRS(E, ”/etc/network/interfaces” {ERE TEMEERBE TIERBENE lo, (Bi@ auto
&m).
auto 1o
iface lo inet loopback
EEIANBTE”/etc/network/interfaces” IEXEH —HF1E.
5.6.4 {E£F DHCP HI4EIE N E
REE 55.1 TEBZRMIE, E7/etc/network/interfaces” @, R TEHNRBEMNEEIREE, BERNEM

DHCP EEEEF T,

allow-hotplug etho
iface eth® inet dhcp

& Linux #Z/OERIZI4I2 /Y etho, allow-hotplug EI{EfE ifup BYENNE, iface {&fF ifup £ DHCP REE
AN

7T,
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5.6.5 {EAFEE IP thitMIBEERNE

7£7/etc/network/interfaces” {EREMBIUEREMRE, REEFE P FHENE. N TR

allow-hotplug etho

iface eth® inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1
dns-domain example.com
dns-nameservers 192.168.11.1

& Linux #Zi0ME8IZ) etho, allow-hotplug EH{Z(E ifup BEINE, iface EI{E(F ifup [EHEEE IP REEN
BE, BRFEERTEMNEE.

- Ei54BHY 1P Huht&EE: 192.168.11.0-192.168.11.255
- FFIEE3AY 1P Hhdk: 192.168.11.1

- EHSHY IP Hiht: 192.168.11.100

- resolvconf &: B&HE

. 154&: “example.com”

+ DNS {a]fR28AY IP Hbdt: 192.168.11.1

E resolvconf B8 EREA:, DNS HHEAMEE, EERXR TENANFIHIE"/etc/resolv.conf”,

nameserver 192.168.11.1
domain example.com

Ny
7 EEGIFERM IP ik, REKREZRY, RESRMGEREREERE P ik,

5.6.6 HEEEIFEANEER

HAX LAN (578 WLAN) IRt BRERVELGUELR, ERAEMN IEEE 802.11 (RESM IR EER EIRBIEEN ML,

AT EEEZJ@H HEIEFKR, BEVBLE, BREHE-LHER D MEHBER, PN ELERERIEZELRSZ
ANENE— %, B%Eﬁ HEE AR, RERANAEZOEEE), & ethl, wlan®, atho, wifi@----

TN
wmaster@ REZTRE, EEERIHM mac80211 Linux APl 1, SoftMAC {ERI—ERNIREE,

EEE—LFEECER WLAN BaSE.
BRZZE AR B R & /Y EAR IR 28 FTPR S,



https://zh.wikipedia.org/wiki/Wireless_LAN
https://zh.wikipedia.org/wiki/IEEE_802.11
http://linuxwireless.org/
https://zh.wikipedia.org/wiki/SoftMAC
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AERREE EXi] B ] o
NWID Network ID ;g;ﬁ 133@2?‘?1 Wa;eég%ﬁmﬂﬁﬁﬁﬂg 16 48
(E)SSID (Extended) Service Set Identifier ﬁiQﬁﬁ gﬁgsl)lﬂgﬂﬁﬁg;ﬁn’ gﬁ’l}]’aﬁi
WEP, (WEP2) Wired Equivalent Privacy Egjﬁjof{_;ﬁig (E;?g ES{Z‘?;% %L (1284
WPA Wi-Fi Protected Access iiﬁﬁ%"W*ﬁ

WPA2 Wi-Fi Protected Access 2 i?;f%i@?ﬁ (SEZ2H 802.111),

Table 5.11: WLAN #EE:7951R

5.6.7 {¥£F WPAIWPA2 HEZE IS4\

REERH wpasupplicant BR3Z1E WLAN {EFFTHY WPA/WPA2.
{$FH DHCP HR4E R IGAEEL, ”/etc/network/interfaces” EEMNEEEEZR TENANSETE

allow-hotplug ath®

iface ath® inet dhcp

wpa-ssid homezone

# hexadecimal psk is encoded from a plaintext passphrase

wpa-psk 000102030405060708090a0b0c0d0e@f101112131415161718191albiclidielf

£8”/usr/share/doc/wpasupplicant/README.modes.gz”.

5.6.8 {£F WEP HNWELZEIGBENE

TREX %‘:«zw1reless tools BIRZEER WEP BREME, ((RIVEESRIVIRHEBEFERINAERATTEMEE,
EERLLZEIT. )

@ YN

iR WEP BREINME CMHEKRE, PICAREMAREE,

{£F3 DHCP WE4EEISAHEL, »/etc/network/interfaces” EEMIREEER TENNEET

allow-hotplug etho

iface eth® inet dhcp
wireless-essid Home

wireless-keyl 0123-4567-89ab-cdef
wireless-key2 12345678
wireless-key3 s:password
wireless-defaultkey 2
wireless-keymode open

2B8~”/usr/share/doc/wireless-tools/README.Debian”.

5.6.9 PPPE4

ERZHINEARE PPPEM& (2RE 553 ). A&, R TEMNAXLEE —(E PPP 8 pppo 1EHN“/etc/network/in

=
ERENIFRE



https://zh.wikipedia.org/wiki/WaveLAN
https://zh.wikipedia.org/wiki/Service_set_identifier
https://zh.wikipedia.org/wiki/Wireless_access_point
https://zh.wikipedia.org/wiki/IEEE_802.11
https://zh.wikipedia.org/wiki/Wired_Equivalent_Privacy
https://zh.wikipedia.org/wiki/Wi-Fi_Protected_Access
https://zh.wikipedia.org/wiki/IEEE_802.11i
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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iface ppp@ inet ppp
provider <isp_name>

5.6.10 5—7& PPP E4%

TEERZAINBALREFFER wdial BB —FE PPP B4R (BREE 554 ). R, BTEMARLE—E
PPP 88 pppo 0 “/etc/network/interfaces” {EREMIEE.

iface ppp@ inet wvdial

5.6.11 PPPOE E4%

{S5FH PPPoE EIH B4R EIHFENER, (REERZAINEIAF PPPoE BRI ERMA (2R 555 ). A%, BTE
A N4 5E —{E PPPoE £ & etho 10 “/etc/network/interfaces” {EEEMIZE.

allow-hotplug etho
iface eth® inet manual
pre-up /sbin/ifconfig eth@ up
up ifup pppO=dsl
down ifdown pppO=dsl
post-down /sbin/ifconfig eth® down
# The following is used internally only
iface dsl inet ppp
provider dsl-provider

5.6.12 ifupdown 4BIEECEARRE

”/etc/network/run/ifstate” fEEFHEF 7 H ifupdown BB EENEFIMERENHER N EAVEAEIRRE, B
REMRZ, BE ifupdown RHEBIRELEMMEIEELEEENE, »/etc/network/run/ifstate” EERMHAZIE
EIBRAIRRE,

NRE— (AR N EH ifconfig(8) Ar LTI BN T I FHII—1T, MEMNEELFS PV4 HEEHI— B0 ERA.
inet addr:192.168.11.2 Bcast:192.168.11.255 Mask:255.255.255.0

==
=)

HIHELRE| PPPOE FIZ KR E, ifconfig(8) an< I BERK LEMTIF,

5.6.13 HIREFICEEME

ERREEFRRENTE, N etho B, (RNEESEA”sudo ifdown etho” H<RABE. EiGi”/etc/network/run/ifst;
EREEBI etho 8B, IR etho ZFEBEHEELRE, SUSHEMA, EREGSBENRHIE—LEREN. &5
AIb, HIREEMEFERETLELR, EEMABRESITEEIRE, BERBELZTEM, )

RIRETT IR EEE R EAIRNE etho , EE”/etc/network/interfaces” IEENAE,
k18, {REILAfEMA”sudo ifup ethe” %<, EFRIA etho,

N
{REILARGEERI#1T"sudo ifdown etho;sudo ifup etho” ZRYVIALENEF VIR LAERNE.



https://zh.wikipedia.org/wiki/IPv4
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5.6.14 ifupdown-extra £

ifupdown-extra B HE SR ELRBIE, F ifupdown B—E{FEH.
» network-test(1) AR < BESATE shell #2{FH,

- BENESIEAIITE @ ifup MITHIGHS.

network-test SELIERIEMEN BTN BEERREENKEG S P REMRL R,
HENESIEREE” /etc/network/*/ ” W IT T EAIIRIE,

- MEERGEES

- IREEE IP Hbt{FER

- #&”/etc/network/routes” BIESE, B RMTFRERE

- IGEERNFEEEIRE R URE

« f£7/var/log/syslog” iERE ML IFLER

A HRCHEEERRARNEREEIEEEA,

"R
ifupdown-extra BIHBEENLITRAREHR"/etc/default/network-test” RECE. HBELIRE, ERIE—3
RIERENRE, BASLIESHEE —LASRIREE ARP &7E&.

5.7 {#H ifupdown FISFEBEREE (8)

ifupdown X326, ERERBMAE, HINEEMEEABLES 56 HAERNAR.,
BIAEEENELINERTEEN, T, ARBIBENBHES, XFMERESLS NEEBIRA,

VIR
WMRIFAEELNEESE 5.6 HEMENBRIIARER, FRTEMNENR, MMESEMEIIEHEEEHERER,

5.7.1 ifplugd EXE26]
ifplugd MEBEER—EZMNEIREREETLR, SEENBSIEZAMER. MR TRE PC SRIGZ NBERENRE,
IR IFBE RS NetworkManager 3% Wicd (B2R%E 5.2 1), MAEEEEHER,

EEEFEEHIT(ERETEREF (daemon) R{KE auto I} allow-hotplug BIINEE (2B R 5.10), WRENBERELR L
#9 HE,

ZRUIRERRER ifplugd #XEEE, tbil etho, FEETME,

1. MiBR”/etc/network/interfaces” #EHEHAYET: "auto ethe” B¢”allow-hotplug etho”.

N

. fRE”/etc/network/interfaces” #rIEfi: 7iface eth® inet ..” #1”mapping ..”.
. & ifplugd EXBEEL
. ##7”sudo dpkg-reconfigure ifplugd”.

A W



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Wicd_(Linux_Network_Manager)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
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5. 1€ etho fEA” B ifplugd BEXZHERREADAR £
R7E, PRRGEEENANENRET.

- ERRNERNEEIREIEMNHENE), TEFAEECKEIBEC.
- RIZENBIE, 2B REY DHCP F15H5E,
- RBEEE IPv4 N EARSHIBENMA (BR%E 5.6.12 ).
- BIRZKUFERER, RENNES,
« ERIE KR ERRIEN — ERESRE, RN E B R,
« AR IMIZKMBRER, NEEHIBEIRIRE T RED,

=R
ifplugd(8) AR S HIS I BBELMRREHITR, LLAMREIEEN EAVERS.

5.7.2 ifmetric X828

ifmetric BEBEHRFIEMIR IR REERAES(E, BER DHCP MEHEEZE,
THERE etho NEME, EEHES wlano MEMERT, BNEE,
1. &8t ifmetric BXEEEL,

2. f£7/etc/network/interfaces” 8, EI1—{T’metric 07, BREMIE iface etho® inet dhcp”iEfT
T,

3. '£”/etc/network/interfaces” 8, 1&I1—{T"metric 17, BREME iface wlan® inet dhcp”iE
7 FmE.

metric 0 B ERSMELIEF, BE:RE, XK metric BEEREREWBHELIEF, BEERI metric (EHEE
RINTE IP ilE, ARARIBEEEH, 28 ifmetric(8),

5.7.3 E&BM@E

BEYVEZABNHEENEEAFERRERN IP UM SEERAE, EEMIVERN, BERIENEEREILE 1P F
4B, bR, RE—EBLLEER IP Ut ER web 1, 2 EE—EER.,

SEFF, FHMERRTEROER.

o REHEMEREKEANEELRE CNBEELESE (FRE/EIRHEE ),

o ZKRHAELR BE RIHELR B 4B PR AR BRFO A1 [ 134 4R,

. BIHAFERFE 192.168.0.x/24.

o {REMBIYIIEANTE etho {E/ DHCP 2AYT 1P Hhdk 3R E 4R AERRAHRR,

« {REVENE(ER 192.168.0.1 fFAEIFABRIERE etho: 0 By,

»/etc/network/interfaces” ¥ FEIVEIAC & (RAVAEEL.
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iface eth® inet dhcp
metric 0

iface eth®:0 inet static
address 192.168.0.1
netmask 255.255.255.0
network 192.168.0.0
metric 1

VAV

EESREEACE Y| F, A fEA netfilter/iptables (2R 5% 5.10 1) HAEIRHLEEER (NAT), Bes4A R EE(EL
BNENEISHPREEENIRAESE, BERRTE, REEIENNIEEEN, REEER 2 YIBREL TN
NAT REEXINBIEEL S, REAZEIBERER,

ifupdown EXBEEIR A SPEMIRECE, ERMBEERMEBNER. BEAKWEET ifup(8) PARK interfaces(5) BV
EARNEL

man FHEHEE AR iMEE TEXFNIF Bz

‘ lo, etho, Linux #IDEEREF ((FA udev
MENES MEETEE <interface_name> FI)
N o configl, config2, £”/etc/network/interfaces”
EETEE R ECE = <config_name> BERE iface WRF

Table 5.12: #IHREERFEYIR

£% 5.6.1 TENEABERICESS, EEMREERRITHIA/etc/network/interfaces” & iface &ifV4E
BAER.
BRI E RS REMIR TENARES”/etc/network/inter faces” #BH4AAIRE E FMBEN E R,

we B

ifup ethe=configl fEAECE configl ERENAEER/TE etho

ifdown eth®=configl fEAECE configl FARRAEER/TE etho

ifup etho fEFA mapping ENEER etho ICERENFR N E

ifdown etho £ mapping ENi%i=HY etho EC BERARAHIR T @

Table 5.13: ifupdown SFEAEREER L IR

5.7.5 ¥1MRET mapping stanza

ATHEEM, BMES 562 HTEZEEMERE"/etc/network/interfaces” ¥/ mapping &f,

mapping <interface_name_glob>
script <script_name>

map <script_inputi>

map <script_input2>

map ...



https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_address_translation

Debian 2= F 112/ 260

1545 /etc/network/interfaces FEREM T —ESFEHN, FILABENEZEHRIESEE <script_name> E&EH
&,

EHAMIRERAE T ERIETT,
$ sudo ifup etho

E”<interface_name_glob>” [LEC"etho”, EEHITBIENIT FEAIGF S REENEE etho,

$ sudo ifup eth@=$(echo -e ’'<script_inputl> \n <script_input2> \n ...’ | <script_name> eth0 «+

)

B, ” map” {5 WS AITRELEN ] AEER,

=z
=)

mapping Ei TYFRYICECAED, 2E{UAL shell iR, (2R 1.5.6 ).

5.7.6 FEIRIAILIRERECE

E‘J_\—F%ﬂﬂﬁﬁ%ﬂﬁﬁﬁﬂﬁﬁﬂﬁ':F'iﬁﬁ$§7]tﬂ}§“<, MMEMRE 5.6.13 THIEES “/etc/network/interfaces” 1§

o
HRMTEBEMFAEREREE, FEEXRE “/etc/network/interfaces” {EETP G T EIBEEN —(EEBIVE,
auto 1o

iface lo inet loopback
iface configl inet dhcp

iface config2 inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1
dns-domain example.com
dns-nameservers 192.168.11.1

iface pppoe inet manual

pre-up /sbin/ifconfig eth@ up

up ifup ppp0O=dsl

down ifdown pppO=dsl

post-down /sbin/ifconfig eth® down

# The following is used internally only
iface dsl inet ppp
provider dsl-provider

iface pots inet ppp
provider provider

iR, iface REIRHN MIREERBAANRGHE MENEBME. B, thiZ%H auto 5 allow-hotplug &ixk
RIBESHEEMENEENE etho,
RE, (RETCALIIRAARECE T,

#EFIE1@ DHCP A3{RAEY PC BENREINME, (Re]bAEIR Foar< R MMAKREERE (BENERM ) configl 15
ERMERENE (YIENE ) etho,

$ sudo ifup eth®=configl
Password:
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etho NECHIRY, A DHCP REE W ELRE T Ei54A,
$ sudo ifdown eth®=configl

etho 71H B BH R I KR R IS AEE AR,

EHMEEEFERE 1P £{R8Y PC BENRIEIFME, ReILABEB TGRS BEAREERME config2 IBENBEERN @
etho,

$ sudo ifup eth®=config2

BHEY etho MV, (FASEE P BB ELZEIHM, 1% dns-* SEMNZEISIHE/RE “/etc/resolv.conf” IR
B, MBZLET resolvconf, “/etc/resolv.conf’ EERFEIE,

$ sudo ifdown eth®=config2

etho 77 EfH /X FAR L A5 (= IS AR E 4R,

ZEHAMIAGIRRY PC #E0ZE PPPOE {AlAR28HY BB-modem LHY—1{EIE, {Re]LAEE 7 < BRI 4EERECE 2T pppoe
B ERMEERNE etho,

$ sudo ifup ethO=pppoe

etho NECRIRY, H PPPoE BB B EELRE! ISP,
$ sudo ifdown eth®=pppoe

etho 7 HE X #ERE L EFRELR,

HAMIAGIREY PC BEVZER POTS #1 modem BINIE, MIFEHAEEK BB-modem, {R7]LAEIR 7! < B B4R EEEC
E R pppo FEEMNMEIENE etho,

$ sudo ifup pppO=pots

FARK ppp0 NE, AL{ER PPP E4RE ABPRABER,
$ sudo ifdown pppO=pots

BERA pppO 77 ERFEAR RS,
{RIESZIBE “/etc/network/run/ifstate” X, 88 ifupdown RMAERTEKREENIREE,

MRMFESEEENE, RAIEFERE eth* ppp* FHREHF,

5.7.7 ifupdown R&FHIIESHS

ifupdown ZAEBEENIMITREKAE “/etc/network/*/" HIESH, MASERRREEHMRESE.

B, 53— EIRIEEE, "$IF_<OPTION>”, @EHENEIERZF <optionl> F <option2> FIEIN"SIF_” 3R, IBF
BERARETE, $PERBERATIR, ZREFBHFNFIT.
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IRIBEE ESEIE

"$IFACE” BEFHNNTENMERR (NTE38 )

"$LOGICAL” BRIEFNNEREEZRE (BEESEHE)

”$ADDRFAM” FTERY <address_family>

*$METHOD” /BT <method_name> ( fFI40 “static” )

»$MODE” NRZE ifup BTHY, BIfEA “star”; SRR ifdown FITHY,
Bl{EA “stop”

»SPHASE” RIE “$SMODE”, [EBEEMBIIES, 2% pre-up, post-up,
pre-down #1 post-down FEER

"$VERBOSITY” EBREREAT “--verbose”; A1, BA0

“$PATH” "E/_*’:g% B . . . .
®:“/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/

"$IF_<OPTION>” fiIf? iface ERIHEEEIEE

Table 5.14: ifupdown R {EERIRIZEE]
N

<address_family>, <method_name>, <option1> ¥l <option2> BJ:3BH, /2R 5.6.2 7,

ifupdown-extra B{88 (B R 56.14 T) FHELIRIBEZERIERZEN ifupdown BREEBRAIINAE. ifmetric
WEEE (2R 572 T) LH#»/etc/network/if-up.d/ifmetric” <8, EEESHEER$SIF_METRIC” £
BIZREETE metric IRAEE{E. guessnet BEEE (2R 5.7.8 1), IRALFFEFTNAEEKMIELSS, FHHLiEIB mapping ¥
ME HENEERREE, SEREBENERTELIRIEE

R

FEAELRIREEEETEMCAREERSF, ReTUMRE"/usr/share/doc/ifupdown/examples/*” {819
T 7S 8, LA ifscheme 0 ifupdown-scripts-zg2 BEEEIEAAVIESHS. ELEEIMVIESIEE I HINAE
0 ifupdown-extra B guessnet REBEMNEARINEEE. NRFLE TELREIMNESHE, HEEEMLEL
BSOS REBREETE,

5.7.8 guessnet Mapping ¥R

?%g%g% 5.7.6 THEANFTRERE, ReTUMERES 5.7.5 THEAEMMEE, BENEZEMHCIESERE

TECE 4BER,

%Jz%ssnet ERRZELIR LAY guessnet-ifupdown(8) A5, RIKRFHFALIRIESHS, WRMHENESRKIEME ifupdown

- 7 iface Bi THIB—E4RECE, 7IHBIFERHEIFS guessnet EIERY(E,

- BIIRMEHIRIESE — BB HRERN iface (FAFEREE,

guessnet-ifupdown {EFRIEIBRIESREFN i fupdown FIRIAABEREC B 5048, E &% /etc/network/interfaces”

EXRNAE, TEENEHEMNTE, A% guessnet EIEEEREHFEINNIRIZEET ifupdown RAMITHIES
7S, #MET2 R guessnet-ifupdown(8).

ES=)
EZ1E guessnet BIBITEEE"/etc/network/interfaces” 1 IRAE, EIG{T{FH guessnetl, guessnet2,
IEXERVREEE, B ifupdown BREEEI A AAFTEIEITRISEF RER.
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5.8 REWEBEE

5.8.1 Iproute2 ip %

Iproute2 AR L ERIR M T BIVKERIZECERE]. BRENEHR net-tools AL

SEZIFHY iproute2 L EMEIRK,

£07 net-tools ¥187 iproute2 1R

ifconfig(8) ip addr —{E5EE FAYER (1P 5k IPv6 ) Ml
route(8) ip route BRARKE

arp(8) ip neigh ARP 8}, NDISC REViEH

ipmaddr ip maddr ZTEMHE

iptunnel ip tunnel IP f& 8

nameif(8) ifrename(8) EiR MAC IR RN TR
mii-tool(8) ethtool(8) CRNPRERTE

Table 5.15: ##E A net-tools AL ERIFAY iproute2 ap S EHEREK

2 H ip(8) ¥l IPROUTE2 T EE# Howto.

5.8.2 TEMIKEBHERIRE
AR TENAR LN ERAREEREGS, BELHOLNTNEERRE,
F T3 A
ifconfig BB BN AR R T A A IR BE

ip addr show MR ENRABER /T EE AR AN AL R BE
route -n RAEF AR R ER

ip route show RAEF ARSI ER

arp B =al ARP REVERMIAR

ip neigh B R=hR1 ARP REVERMIAR

plog %7~ ppp B = Tretzr (daemon) HE

ping yahoo.com

#®&Z]"yahoo.com” WS AELR

whois yahoo.com

AR ENEEmEs &Rk 7 "yahoo.com”

traceroute yahoo.com

RiZ"yahoo . com” FIRE AR 4R

tracepath yahoo.com

EitZ"yahoo . com” FIRESAE 4R

mtr yahoo.com

EtE"yahoo . com” FESAEER (E2EM)

dig [@dns-server.com]
example.com [{a|mx]|any}]

EiA”dns-server.com” EERRFEFY” example . com” IHZH

DNS na%i n 3] nmxn —zayany» I:la%i

iptables -L -n

R ? Eh_Jﬁ

netstat -a

EHPTEFRRRAE

netstat -1 --inet

RHERIE

netstat -1n --tcp

i TCP BREEIE (¥ M)

dlint example.com

E&i”example.com” B DNS zone Eifl

Table 5.16: [EBHRGSIIR

R’

Mo RBHEREE TAME /sbin/” Bif, fREILAME"/sbin/ifconfig” EBREATREHGTIRE, E"/sbin”

HRZE"~/ . bashrc” FERIIHAV"SPATH IRIREEHE,



http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.policyrouting.org/iproute2.doc.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
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5.9 #EIREL

BAMNAERECBLE T AXNEE. BRRMEESRERBEMEE,

0He MITE KV | FRBEH

iftop V:7,1:115 97 R —EAER E EREEEREN
iperf V:4, 1:55 263 R R AEAE TR

ifstat V-0, 1:8 60 NHEARET R

bmon Vi1, 1:17 146 TN EE R R s AR EaT TR
ethstatus V0, I.5 40 RFHEFREESTHNESE
bing V0, I'1 80 B [ﬁ_ SEE A &

bwm-ng V2, 1:17 90 sl iE

ethstats V:0, I:0 23

ipfm V:0, 1.0 78 ‘*ﬁlﬂ

Table 5.17: IR ELTRYIR

5.9.1 KH&E MTU

B A {E#i 8 7T Maximum Transmission Unit (MTU) RI{EBESDIEIENN~-M do” EIERY ping(8) EERKMEE, BEEFIXM 1500
fiI7c4e (S IP+ICMP E158, A 28 AR ) R/A\FRRY ICMP €, RIXWH IP Ao FRZRARB KR,

ER 6T

$ ping -c 1 -s $((1500-28)) -M do www.debian.org
PING www.debian.org (194.109.137.218) 1472(1500) bytes of data.
From 192.168.11.2 icmp_seq=1 Frag needed and DF set (mtu = 1454)

--- www.debian.org ping statistics ---

0 packets transmitted, O received, +1 errors

Eit 1454 K& 1500

{REZI A 1454 ping(8) R IN T,

EEETEE 881 MTU (PMTU) 2238 (RFC1191) , tracepath(8) &5 AEZH B ENST LS E,

"R

LEMZF, PMTU BER 1454, ERACRMCEBEIFRME, AT IEFTEHEI Asynchronous Transfer
Mode (ATM) & fth IR B EF4BES, ILfEM PPPoE fFREFin, B PMTU EMRMEIRMREVIRIE, LG, HHmey
HBEIFRERER 1500,

BRRIRIR MTU BEXRE

PESEE4R (IP: PPP) 576 ZER

ZRN¥E%E (IP: DHCP S\ EE) | 1500 FERRIZEE

CZN#HEER (IP: PPPOE) 1492 (=1500-8) PPP BE=R 2 fi15c2H#0 PPPOE SBSP 6 I T

ZRNHELRR (ISP BE48: ATM,
IP: DHCP B [E%E IP)
ZRUGERR (ISP B&: ATM, IP:
PPPOE)

TEEHEER: 18 fAItAHRNZAMEEE, 8 it
48 SAR 2 (3B:f: SAR & ATM KifiR:d)
£ R ”0Optimal MTU configuration for PPPoE
ADSL Connections” 3R 7 R E A [RIE

1462 (=48*31-18-8)

1454 (=48+*31-8-18-8)

Table 5.18: JfE MTU {EHEARIES| 5%
RTYBLEEAXMIES|IAEIN, MBEEEFNETEMNE.



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon-graph.php?packages=iftop
http://packages.qa.debian.org/i/iftop.html
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon-graph.php?packages=iperf
http://packages.qa.debian.org/i/iperf.html
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon-graph.php?packages=ifstat
http://packages.qa.debian.org/i/ifstat.html
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon-graph.php?packages=bmon
http://packages.qa.debian.org/b/bmon.html
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon-graph.php?packages=ethstatus
http://packages.qa.debian.org/e/ethstatus.html
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon-graph.php?packages=bing
http://packages.qa.debian.org/b/bing.html
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon-graph.php?packages=bwm-ng
http://packages.qa.debian.org/b/bwm-ng.html
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
http://packages.qa.debian.org/e/ethstats.html
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
http://packages.qa.debian.org/i/ipfm.html
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
https://zh.wikipedia.org/wiki/Path_MTU_discovery
http://tools.ietf.org/html/rfc1191
https://zh.wikipedia.org/wiki/異步傳輸模式
https://zh.wikipedia.org/wiki/異步傳輸模式
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
http://www.mynetwatchman.com/kb/ADSL/pppoemtu.htm
http://www.mynetwatchman.com/kb/ADSL/pppoemtu.htm
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- EREMBES R (VPN F) HURE MTU FEE—SREER LEAIEEER,
« MTU ERNEEiBiBE1B EEREREN PMTU &,
- BIBIHTRBINER, BRAN MTU EEF LR,

5.9.2 i%E MTU

EERBIERE MTU {8, fiEFEERAY 1500 FREF 1454.
#52 DHCP (2R 5.64 1), (RecsERA TERMN AR ER”/etc/network/interfaces” &3 iface EIHEAM
17.
iface eth® inet dhcp
pre-up /sbin/ifconfig $IFACE mtu 1454

HREE IP(BRE 5.6.5 1), REEHAFEATEMNARNEIR”/etc/network/interfaces” 1§34 iface EiMEREAMN

iface eth® inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1

mtu 1454

dns-domain example.com
dns-nameservers 192.168.11.1

HIRE R PPPoE (2R5 5.5.5 1), {REes0ERA TEM A RNEIR/etc/ppp/peers/dsl-provider” #”mtu” t8EE
F91T.

mtu 1454
BRAD A KRN (MSS) BRI —EEEBKRNWIFGE, MSS Fl MTU HIEEZRINT.

« ¥158 IPv4, MSS = MTU - 40
« ¥452 IPv6, MSS = MTU - 60

EE
E 5% iptables(8) (2R 5 5.10 ) MIBL, AEZiEIB MSS REMGE A/, KHEEEMAE MMS, 25 iptables(8)
HEY"TCPMSS” .

5.9.3 WAN TCP &1t

TCP =849 @A EE TCP BH /NS EREARML, HIRKXKXIEENSILELFR WAN, 7E”TCP Tuning Guide”
F"TCP tuning” BB A, ZIEHFIALE, ER/T Debian FEERERE BESRITHIARFEIFFRAY 1G bps AT F LAN ELR,

5.10 Netfilter 48F&1B;EHEZS

Netfilter /3 Linux 0 #8480 (2158 3.3.1 ) 1Bt ARRERA AGIE 0 4AR8 1ttt 8815 (NAT) HE2E,

netfilter EEAIEREEFEINR iptables(8). fREEME shell F T RFTXNAVECE netfilter, {EFT iptables-save(8) ff#7FE BIAARE,
ERMRERET, BB init 3ELHEMEIY iptables-restore(8) K Vk1E,

1& shorewall IEHRHIEC B HENFE S IBREL(EEEBIZZSERE,
£ B hutp://www.netfilter.org/documentation/ RIS (8X7E”/usr/share/doc/iptables/html/” {2EAIH).



https://zh.wikipedia.org/wiki/Virtual_private_network
https://zh.wikipedia.org/wiki/Maximum_segment_size
http://dsd.lbl.gov/TCP-tuning/
https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
http://www.netfilter.org/documentation/
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ERES) AT NI L:

iptables V:300,1:993 | 2520 | netfilter &2 L E (iptables(8) FA? IPv4, ip6tables(8) FHHR IPv6)
arptables V:0, 1:2 96 netfilter EIE 1T B (arptables(8) FIi ARP)

ebtables V:15, 1:39 265 netfilter 21 1 & (ebtables(8) FIiR Z N4815)

iptstate V0, 1:3 116 FFEEMEETTZ netfilter TARE (FN top(1) AN

shorewall-init | V:0,1:0 68 Shoreline B N& #13E1E

shorewall V:5,1:13 2458 | Shoreline BAKGE, netfilter I EfE R ERLES
shorewall-lite | V:0, 1.0 65 Shoreline B K7, netfilter B EfE 2= £ Ak ee (15 EhR)
shorewall6 Vi1, 1:2 779 Shoreline B XS, netfilter fit E1& 2= £ b 28 (IPV6 hRZN)
shorewall6-lite | ., 1. 64 Shoreline BN 4%, netfilter AR BHEZRAERL 28 (IPV6, $ERIAR)

* Linux Networking-concepts HOWTO

* Linux 2.4 Packet Filtering HOWTO

* Linux 2.4 NAT HOWTO

Table 5.19: fAXAE T B3R

- FIN

BESAIELER A Linux 2.4 B iptables(8) s # neftfilter ¥ INBEERBESNTE Linux2.6 F1 3.x #ZILRIIEIR.



http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon-graph.php?packages=arptables
http://packages.qa.debian.org/a/arptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon-graph.php?packages=ebtables
http://packages.qa.debian.org/e/ebtables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon-graph.php?packages=iptstate
http://packages.qa.debian.org/i/iptstate.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
http://packages.qa.debian.org/s/shorewall-init.html
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon-graph.php?packages=shorewall
http://packages.qa.debian.org/s/shorewall.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
http://packages.qa.debian.org/s/shorewall-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon-graph.php?packages=shorewall6
http://packages.qa.debian.org/s/shorewall6.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
http://packages.qa.debian.org/s/shorewall6-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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Chapter 6

A8 B e FH

BIEMIERR (2005 5 B), Re]BITEIEHEIRER,

TN
R Debian IR BRI REERA, F:E Debian BEIE S FM——HBERRME,

=R
ERL ISP F, MRIRA “MLERE", (RelaeR RN —ERAZEAKRrTENaAR POP 1 SMTP BRF%. 1R
Rl EE R B S CARTHRAIEN 1P EITEHMA,

6.1 BHEIAE

B ZMHERERNER, ERABXFEHRE (HTTP) SEEREAE.

L RES) mITE XA | EEE FEFER e

chromium V:51, I:141 180040| X Chromium, ( 3RB Google BIFHRE I E s )
] . —_ Firefox, ( RH Mozilla B2 & 28, {E1E Debian

firefox V:13, 1:20 205631| @k Unstable 1A )

firefox-esr V:217,1:437 | 198436 [EE Firefox ESR ( Firefox &ER X ERRZA )

epiphany-browser v, 1., 3730 | AL GNOME, #8% HIG, Epiphany

konqueror V:18, 1:100 20763 | BE KDE, Konqueror

dillo Vi1, 1.7 1536 | A E Dillo, ( &Eh? FLTK RS 2ER)

w3m V:31,1:284 | 2289 | XF w3m

lynx V:13,1:98 1948 | @E Lynx

elinks V6, 1:28 1767 | @AE ELinks

Tinks V:6, 1:39 2249 | @E Links (4XZF)

Tinks2 V1, 15 5417 | &R Links (J2 B X HEFIEER )

Table 6.1: 52T 2255R

6.1.1 ZIEEEAC

ERLBERD, (RAIAERTIIIAR URL RiEZREFIRIRE.



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon-graph.php?packages=chromium
http://packages.qa.debian.org/c/chromium.html
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon-graph.php?packages=firefox
http://packages.qa.debian.org/f/firefox.html
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
http://packages.qa.debian.org/f/firefox-esr.html
https://zh.wikipedia.org/wiki/Firefox#.E5.BB.B6.E9.95.B7.E6.94.AF.E6.8F.B4.E7.89.88.E6.9C.AC
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon-graph.php?packages=epiphany-browser
http://packages.qa.debian.org/e/epiphany-browser.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon-graph.php?packages=konqueror
http://packages.qa.debian.org/k/konqueror.html
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon-graph.php?packages=dillo
http://packages.qa.debian.org/d/dillo.html
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
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« about:”
- Yabout:config”

» about:plugins”

Debian {2t T7E main 1EREFIRME T2 BEHAVZERIMIEREEE, TEPTLARIE Java (8EEFE ) # Flash, tha]
BAEEIE MPEG, MPEG2, MPEG4, DivX, Windows Media Video (wmv), QuickTime (.mov), MP3 (.mp3). Ogg/Vorbis
&3. DVD, VCD %%, Debian thiZ2BRAEHENTZ, PILAFAZRZEEIRE contrib Bk non-free Y non-free 2| B 28 5MiEX
B8,

eSS mITE X | B Bz

pepperflashplugi n\}‘qopﬂ’ee 29 contrib Pepper Flash Player ( #H#} Flash I&EH%3s ) 2E
T 23N

browser -plugin-freshplayer pgaperftash, PPAPI-host NPAPI-plugin, pepperflash #97ME-E

Table 6.2: BIE RN EMERFERITIR

N
REFEA LA Debian RBBEESS, BREIUFERIAING, REEE “*so” BRETEIIIMHE D
(B30 “/usr/1lib/iceweasel/plugins/”) i ERUBIEF 2L,

BLEIGIBEREIMFATERHERNERENEFTRIER, FrNER ARERENETS REPREERE, 7
o, fRe] UFHE TEHSTRERBEIEERT (F “~/.gnome2/epiphany/mozilla/epiphany/user.js” 3
“~/.mozilla/firefox/*.default/user.js” ),

user_pref{”general.useragent.override”, ”Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0) «

"}
&, RBEILUEBE#A “about:config” E| URL, LHEEMBRNIAE, RINETLESSEESEH,

@ VAV

BENERENEFHITUTER KA Java IAREIFA,

6.2 EMFZRHR

Ny
WRRAEERE BB (Rl R 28 3R B BB 1B PR AR B IR, (RIERXRIFRE— T EEEAX M,

BUHRBRIRIIRITES EEH EMRT S ERBIENNEZFIHIER, RINEERR, B 3 ERNBARIEER:
- BHEHAIE (MTA, 28% 63 7)), EARERZEEIEFHIER,

- BHIENIE (MDA, 2R% 66 1), REEEME—EXTHANEREEREEN,

- BHERENIE (MUA, BRBARAETEHHEFE, 2R% 64 1), REMEMNMBEENEMEDR.

==
=)

HIALERE B RARER BB T(FiL, U THEENFRENN.



https://zh.wikipedia.org/wiki/Java_(software_platform)
https://zh.wikipedia.org/wiki/Adobe_Flash
https://zh.wikipedia.org/wiki/MPEG-1
https://zh.wikipedia.org/wiki/MPEG-2
https://zh.wikipedia.org/wiki/MPEG-4
https://zh.wikipedia.org/wiki/DivX
https://zh.wikipedia.org/wiki/Windows_Media_Video
https://zh.wikipedia.org/wiki/QuickTime
https://zh.wikipedia.org/wiki/MP3
https://zh.wikipedia.org/wiki/Vorbis
http://packages.debian.org/sid/pepperflashplugin-nonfree
http://qa.debian.org/popcon-graph.php?packages=pepperflashplugin-nonfree
http://packages.qa.debian.org/p/pepperflashplugin-nonfree.html
http://packages.debian.org/sid/browser-plugin-freshplayer-pepperflash
http://qa.debian.org/popcon-graph.php?packages=browser-plugin-freshplayer-pepperflash
http://packages.qa.debian.org/b/browser-plugin-freshplayer-pepperflash.html
http://www.mozilla.org/unix/customizing.html#prefs
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Mail_delivery_agent
https://zh.wikipedia.org/wiki/Email_client
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6.2.1 EFEMEEE

EFEH H=ERD4EN, AREE, BHFERBMGIEX,
SMTP FE FEHE LRI " To” F1”From” EFRILEEMF, (153 LRV From” Bl th R0 HOR @t at, FI%0 From_ &

%

EFEHTRR To” #"From” Eifl, BRE BFEHERPIR L. (EABHERT, ELEARREFEHET K, E
EARERIERK, )

A TRIBIENEMER RERS, EFEHZERFin (MUA) FZ2AZ AEERERBEHBARES (MIME)RERZERT
SRMIERMHIEX,

6.2.2 IRMNEMFARFSER
DT Er R HIREM G (FMEZRMAMREFRNEFEN) NEE, FSRHEESRBEREEERN ISP lRFSE E
EFREXE A,

- EETHIRTER ISP MEE, ERfc4409 8 EREN (587 ) BEIXEMYF, Wi{FEATEfc495448 R E HIZE1E (SMTP
REEARTR).

- MERRVABES £ (FRT ISP B CRIEIXEMAEIARSS) B4R MBFRABERHY SMTP 25 1R BRI T,

. R—LEEERAYSMERABES EA4F) ISP FEUNERRAIBRESSMTP 25 1BV ER EHWIAFR.(CEARE ARBENEEEESR
PR A RREARAVENRE 1P Mok EGE, B SRR PAR.)

- BRINBTIMBHEMH (DKIM), ESERIBIESR (SPF) F ERBHMESRE. HREKRE (DMARC) ERMKN
BN EZ AR EFEBIR.

- IR R B ARTS FT RE B AN (RAYIEIE smarthost BYE FEHEIX,
- EREMCIUE LEERREF B BIRIEBAERS,
EREE TR ANBREIERER, (RBEERELHIIRSG,

@ VIR

EHBEERIES E]IT SMTP GRS REZFEEIBA DRI ERERENEEN.,

@ YIS

HIEEEE B M AT ENEXRTEENRE U2 RIREH, ERNEEN,

VAV
@ —{EEHBES AP EFP IR IERVIELE, BERRBE T Bavth, BX—ESGRRIRERIFIERE, M2
ERIEHE R BER B R R 2 LB ER,

ERELARRNABIRBEIERAPRS], & Yahoo.com I Gmail.com EHEHI B ABFRMBEEE (4 ISP 1211t T L2 MVER4 AR
5, ERBRHEZTSWE (TLS) MENRS, ZELEREWE (SSL) M) AR 5@ 1B AR E 4R 1S L 24 AR TS,

- BEFH LR 465 1BARTFE, 2@EFHITE SSL _EAY SMTP (SMTPS 1#:%).
- BEIH R 587 IBARFEEH STARTTLS &,
« TLS/POP3 18 (995) @A POP3 1#:& RiEZ BT,

ATHERLR, EETRHOXESR, HKEBE smarthost B”smtp.hostname.dom”, EE SMTP A EW B A%
BSTARTTLS tHa&IEEIXIE (587) .



https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc4409
http://tools.ietf.org/html/rfc4954
https://zh.wikipedia.org/wiki/SMTP-AUTH
https://zh.wikipedia.org/wiki/SMTP-AUTH
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/SMTPS
https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/SMTP_Authentication
https://zh.wikipedia.org/wiki/STARTTLS
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6.2.3 T{FuaRYERHHECE SRR

REBNEFHHEHICER R MUA {FiXE84 2] ISP #Y smarthost, A1 ISP B9 POP3 AR EIZWNERE (2 RE 6.4
™), ERERIMNEERITEASINEENE GUI 8 MUA, Il icedove(1), evolution(1) &%, MRFEZEBEHY
BpIR@REF, (REZER MUA FBiRINEE. BINERIFR, At MTA (ZR%E 63 T) RFAELRMRIE (BEFX
EMEREER—EH L),

#/E%E Debian RS ERERM. BEMREE—NERSE, ERMABS U oot FRAENTHEILBEMELHEMF
BEXBFEM.

FHNLEMN AR E B BAM MTA F:XEHZ] ISP 89 smarthost, BBEAIEER (BRE 6.5 T7) # ISP #9 POP3 {3
AREZIZZ BT, WICEHRETFEIAMER, MRF2EBBAERRBRER, (REZER MDA HIBIRINE (2R
5 6.6 T) RBREFRIEIBHIBE, BEREFMEERTERENREGIKIEE MUA, FIE0 mutt(l), mew(l) FF,
BEEREF MUA #R2FIAR (2 RE 64 ), HINEREFR, &t MTA (2R3 6.3 T5) FEM smarthost $RIEF]
iR, RABEITFIEEHEMN FQDN, RABEEARM MTA REBRMNBRI EBHTINEERBEBEEHE,
Rt B RIERR (2 RE 633 1),

N
R BERERECE MUA/MDA R{ER Maildir, AEREFEMFEI(RFERE B sRHREGE,

6.3 ERFEE{CIE (MTA)

I —MRTIFIATS, EHE@NAE MTA) WEMEER eximd-* & postfix EEE, BERFRE,

0nHea ATE A/ | EREH

exim4-daemon- 119N, 3\) 1367 | 1493 | Eximd BE{EEG{LIE (MTA : Debian FE34H0)
exim4-base V:349,1:377 | 1704 | Exim4 X (XF) I EHESR
exim4-doc-html | L1 3662 Exim4 & (html)

exim4-doc-info | L1 624 Exim4 X & (info)

postfix V:145,1:160 | 4182 | Postfix BBFEHRIE (MTA : BER M)
postfix-doc .9 4444 Postfix 3fF (html+text)

sas12-bin V:5,1:19 428 Cyrus SASL API B3R (BIR postfix SMTP F3:8)
cyrus-sasl2-doc | ., 575 | Cyrus SASL - X4

Table 6.3: RS TAFIARIER I ER A EEaCIEMERARERIZ BLTIR

BEARTERER L, eximd-* RERRERRELL post fix ififT, BiSTAERE postfix £ Debian FAEE
FRARNi#1T. Debian fEARZZRMAMER exima F postfix, EHHY Debian FZEE R 5 RN FRIBMHRER D ITHY
HERORIAEMIE MTA —FRZEID,

exim4-* MBEBRD/AMMNE, BEEE/NNLREERMIEERENVEEE, postfix MIEERDAMAMNE,
ERNER RE HENRENSY. EMETASHERRNXY, EEEMIE LHEERITHEN,

£ Debian {ERER, BIFSTRMENTERMEEEMEHEHNIE (MTA) ERER AT HEE,

6.3.1 eximd4 HWEZE

VIR

EE exim4 REXBRMARBG, SEREFEHEFMIERAZSERBNEELHE, ERTSEN, HR
popcon # cron EHRMASRIZN, BB eximd EERFERA—(EE FEGHHUL; #IX mutt EERNERE
12X, BBE msmtp REASEREFE 4,



https://zh.wikipedia.org/wiki/Maildir
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
http://packages.qa.debian.org/e/exim4-base.html
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
http://packages.qa.debian.org/e/exim4-doc-html.html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
http://packages.qa.debian.org/e/exim4-doc-info.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
http://packages.qa.debian.org/p/postfix-doc.html
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
http://packages.qa.debian.org/s/sasl2-bin.html
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
http://packages.qa.debian.org/c/cyrus-sasl2-doc.html
http://wiki.debian.org/DefaultMTA
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ERES] TTE KAV | KBTS,
exim4-daemon-110N.o ) 1567 | 1403 | T8

postfix V:145,1:160 | 4182 | £INRE (BE)
exim4-daemon-heavy,; | o 1643 | £In8E (BiF)

sendmail-bin V:14, I:15 1854 | I ANRMFELHERE)
nullmailer V.7, 1:10 479 o INEE, BB AMEHF

ssmtp V:g, I:11 2 MAINEE, RERMEHF
courier-mta V0, 1:0 2416 | FFEETNEE (web NHE.)

masgmail V:0, 1:0 337 KE

esmtp V:0, I:0 128 KRE

esmtp-run V-0, I:0 32 BCE (sendmail HEELEDE] esmtp)
msmtp V5, 1:10 547 KE

msmtp-mta V:3, 1.4 86 W= (sendmail FHREZEHDFZ] msmtp)

Table 6.4: Debian g3 EH eI {fZ ZHVERHEHIE (MTA) EEELHITIR

5L BRLEIEIE smarthost AYMBERENY, (RIEZIZW FFIRRY (BH) BICE exim4-* BREEEL

$ sudo /etc/init.d/exim4 stop
$ sudo dpkg-reconfigure exim4-config

fic & ”General type of mail configuration” B, #3#£”mail sent by smarthost; received via SMTP or fetchmail”,

5% X ”System mail name:” Z¥8;%89 FQDN (28 % 5.1.1 1),

Eat—]

5% XE "TP-addresses to listen on for incoming SMTP connections:” Z¥8:%A97127.0.0.1; ::17,

BRI

”Other destinations for which mail is accepted:” JEIEE =,

GA P

”Machines to relay mail for:” JRIEEE S,
=

5% ZE ”IP address or host name of the outgoing smarthost:” % ”smtp.hostname.dom:587”,

5% ”Hide local mail name in outgoing mail?” JBIE %" <No>” (S EHFE 6.3.3 TIHRAVAE(ER /etc/email-addresses”
(%=

RIZUN T AT RAVE A — (B 3R [2] Z”Keep number of DNS-queries minimal (Dial-on-Demand)?”,

« "No” YNIRENENRIRFR, RAFIE LT HERBEE,

« ”Yes” YIREAENRIRFR, RAELEE LERBEES.

Eat—]

5% 7 "Delivery method for local mail:” EIE%A”mbox format in /var/mail/”,
”Split configuration into small files?:” IBIEE% 4" <Yes>",
BIBER”/etc/exima/passwd.client” #E5, REBIIAH smarthost FIZEIEIRE.

$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp.*\.hostname\.dom:username@hostname.dom:password

BN T FTREIRLED exim4,

$ sudo /etc/init.d/exim4 start

»/etc/exim4/passwd.client” IERPHEHBREZER B, MEXRINTARMGERIENERE,



http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
http://packages.qa.debian.org/e/exim4-daemon-heavy.html
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
http://packages.qa.debian.org/s/sendmail-bin.html
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
http://packages.qa.debian.org/n/nullmailer.html
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
http://packages.qa.debian.org/s/ssmtp.html
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon-graph.php?packages=courier-mta
http://packages.qa.debian.org/c/courier-mta.html
http://packages.debian.org/sid/masqmail
http://qa.debian.org/popcon-graph.php?packages=masqmail
http://packages.qa.debian.org/m/masqmail.html
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon-graph.php?packages=esmtp
http://packages.qa.debian.org/e/esmtp.html
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon-graph.php?packages=esmtp-run
http://packages.qa.debian.org/e/esmtp-run.html
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
http://packages.qa.debian.org/m/msmtp.html
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
http://packages.qa.debian.org/m/msmtp-mta.html
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$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

H1E/etc/exima/passwd.client” IERPERIERIRRAAIRE B BRERE, BIE ISP Bl 7 B RAFTiEE 8 1
B, SMTP AUTH &= =8 L1EHY,
{REESMIBBYUN N FRBVFENE T eximd BBE:

« Ef7/etc/eximd/” BEFTH) eximd BREIESE,

- ¥#i1”/etc/exim4/exim4.conf. localmacros” Ri&EEEGLHIEN”/etc/exima/exim4 . conf. template”

R, (RENENEE)
- #£” /etc/exim4/exim4.conf.d” FEHPEUIFERDFEECFENER, GENEE)

9 ENAN

« #f7’invoke-rc.d exim4 reload” &%,

#5B:E”/usr/share/doc/exim4-base/README . Debian . gz” B /5 #§EH] update-exim4.conf(8),

NIy
@ R debconf $AR5"Keep number of DNS-queries minimal (Dial-on-Demand)?” iS (BRI 28RF, iBIZ T No” (F8
i%1H), IBEERLEN eximd EEREREFREN B R AEMEIREHERN EELR 2N FBRMEEE

D e

HEIARRY ISP 225, ERERLBNZNRXEEENKER,

BT
@& HEMTE 587 18 LR STARTTLS i SMTP 1%, BRELE ISP (HAGREEN SMTPS 153 (7E 465 8 1
SSL). 4.77 hRALAER) Exim4 ZIREE PRl RS LRIBEE SMTPS fh:&.

N
MBRFEEABR LRSS —EiE5F/etc/aliases” HAWEE MTA, REZEERE exim4(8),

Iy St s

7£’/etc/default/exim4” &3 %= N"QUEUERUNNER="queueonly’”, "QUEUERUNNER="nodaemon’” &%,

6.3.2 5% SASL 4 postfix i2 &

EHR1818 smarthost FUABIRERY, {RIERZE SERRE postfix XIFFNRAHERFME.
{RIEZIZRAN T AT REY (BEF) BECE postfix #l sas12-bin EXEEEI,

$ sudo /etc/init.d/postfix stop

$ sudo dpkg-reconfigure postfix

J#Z”Internet with smarthost”,

#%E”SMTP relay host (blank for none):” Z”[smtp.hostname.dom] :587” Mi¥ZINFEI/RECE.



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
http://www.postfix.org/documentation.html
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e Ihae

postfix(1) Postfix Z=HIFEIV
postconf(1) Postfix IL & T B
postconf(5) Postfix BB E 5[ &1
postmap(1) Postfix BrIRAEE
postalias(1) Postfix Bl R B EMHE

Table 6.5: EEHY postfix FHEFIZR

sudo postconf -e ’‘smtp_sender_dependent_authentication = yes’

sudo postconf -e ’‘smtp_sasl_auth_enable = yes’

sudo postconf -e ’smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd’
sudo postconf -e ’‘smtp_sasl_type = cyrus’

sudo vim /etc/postfix/sasl_passwd

&P BB PP

%5 smarthost 37 ISR E,

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom] :587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BEYN T RRIRLEN postfix,
$ sudo /etc/init.d/postfix start

dpkg-reconfigure EiEHR{ERAK[” F17]” F1”/etc/postfix/sasl_passwd” BRAEIRE MX iLiEME2E
EEREEMBREERE, 2K”/usr/share/doc/postfix/html/SASL_README.htm1” ¥ HEHAY”Enabling SASL
authentication in the Postfix SMTP client” {&H.,

6.3.3 EfFiitECE

EEE-LANREHERE, RENERAENIENE i REEESRE,

CES IhAE ;i)

/etc/mailname FIRR (OM3%) BN ROTERR £1% 8 | Debian BRI, mailname(5)
/etc/email-addresses AR EMEFNEERZRE exim(8) BAIHY, eximd4-config files(5) _
/etc/postfix/generic | MRS BEBHHEREGE | L0 BEH, posmap) BLRITE
/etc/aliases AR EREHFHERERR AR, newaliases(1) 5% P T2 R,

Table 6.6: EAE (it HFHHRARIEC EAERYIR

”/etc/mailname” fEEFHY mailname BE B 21 (FQDN), EELTEEH B G S AR AT 1P il ¥502
B fRTRY 1P bt MR MR E) T VFUL, %7 mailname Z”hostname -7 H9{E, (E¥IHR exim4-* # postfix
HMELLERNEE, )

B

"/etc/mailname” FRIANBMF S IE MTA B BEEMTERITA. B mutt, & ~/muttrc R H:%
E’hostname” F1"from” SEREZ mailname {8, 152 devscripts EREEERIMFED, B8N bts(1) # dch(1), BE
HIRIEEE"$SDEBFULLNAME” F1"$DEBEMAIL” FI{EREETE.



https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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"R

popularity-contest #X §8 € — f8 LA FQDN # X BJ root BR P 1§ & H 4., R T &
& /usr/share/popularity-contest/default.conf & X /M # &® 8 B & X % T
/etc/popularity-contest.conf #&Z H#) MAILFROM &, &I, RIS = # smarthost SMTP 7] AR
22648, BEELARERZK, ERAELLAREER MTA THZU root FHEEEXNEGESRItITL S,
BT EthFERZFHE R cron IESMEERA,

= % mailname A hostname -f” BY{ER}, B8 MTA BURENE U AARSERT LUBIEIN T AT REIREIR,
« FA? exim4(8) B9 /etc/email-addresses” #&3, exim4-config_files(5) FME P BN TR
« FBI? postfix(1) B9”/etc/postfix/generic” &3, generic(5) FMER BN EHFEE

% postfix, ETRIEINSEFENT,

# postmap hash:/etc/postfix/generic
# postconf -e ’smtp_generic_maps = hash:/etc/postfix/generic’
# postfix reload

REEZAEIBIN T FREY B Bt it io &,

« exim(8) A -brw, -bf, -bF, -bv, ... 3EI&

« postmap(1) F§ -q iEI&,

VN
Exim A —LERAMNIER, 140 exiqgrep(8) #0 exipick(8), £8"dpkg -L exim4-base|grep man8/” R¥ES
AT AN L,

6.3.4 Em MTA 12

EEE LRI MTA #F, B—LLr[EE @A sendmail(1) FIEEMENERER,

exim ;% postfix ap % Z5BH
sendmail sendmail ERE g \ EENES G I H ZHEFZE (-bm)
mailq mailq B IRENITS] ID FIEHT (-bq)
newaliases newaliases MBERIBERE (-1)
exim4 -q postqueue -f STREEEEHHE (-q)
exima -qf ggigﬁ‘;ggf pgs’;}:teue | ESFEmEmESE
. postsuper -r ALL; .
exim4 -qff postqueue -f SEMEIEEFC LRGN EM
exim4 -Mg queue_id postsuper -h queue_id BIBEBEFRTI] ID RFEE
exim4 -Mrm queue_id postsuper -d queue_id BEEBEFIITI] ID RERE
N/A postsuper -d ALL BIRFTEEHF

Table 6.7: B MTA 12{EFIR

BR
£/etc/ppp/ip-up.d/*" BE—(EEHBIEFFEEHFNIESBEREARENEE,
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6.4 EHERENIE (MUA)

WNRRETBI T Debian HHRARIERMEFZIZR, EAK mutt 0 mew BN MUA EREREEE, FEFEERERK, EM
tRFE LrRE B e MRTERR IR TF RITF.

ERESS TATE Rk

evolution V:31,1:229 | 475 X GUI 238 (GNOMES3, groupware =)
thunderbird V:57,1:138 165180 | X GUI #£23¥ (GNOME2, EfFEREY Mozilla Thunderbird)
kmail V:34, 1:88 18011 | X GUI 2=\ (KDE)

mutt V:37,1:313 | 7056 | fRBFIEeEE vim —EFEANFTAIRIEI,

mew V:0, 1:0 2325 (x)emacs FHIFTTRIFIEL,

Table 6.8: #{HERAEXIETIFR (MUA)

6.4.1 EiE MUA —Mutt

RNTARMBES"~/ .muttrc”, B vim BSEREMAERAENIE (MUA) 888 mutt,

#

# User configuration file to override /etc/Muttrc
#

# spoof source mail address

set use_from

set hostname=example.dom

set from="Name Surname <username@example.dom>"
set signature="~/.signature”

# vim: "gq” to reformat quotes
set editor="vim -c ’‘set tw=72 et ft=mail’”

# "mutt” goes to Inbox, while ”"mutt -y” lists mailboxes

set mbox_type=Maildir use gmail Maildir format for creating mbox
set mbox=~/Mail keep all mail boxes in $HOME/Mail/

set spoolfile=+Inbox mail delivered to $HOME/Mail/Inbox

set record=+0Outbox save fcc mail to $HOME/Mail/Outbox

set postponed=+Postponed keep postponed in $HOME/Mail/postponed

set move=no do not move Inbox items to mbox

set quit=ask-yes do not quit by "q” only

set delete=yes always delete w/o0 asking while exiting

set fcc_clear store fcc as non encrypted

H o O H H H W HH

# Mailboxes in Maildir (automatic update)
mailboxes ‘cd ~/Mail; /bin/1ls -1|sed -e ’'s/A/+/' | tr "\n” " "!
unmailboxes Maillog *.ev-summary

## Default

#set index_format="%4C %Z %{%b %d} %-15.15L (%41) %s”

## Thread index with senders (collapse)

set index_format="%4C %Z %{%b %d} %-15.15n %?M? (#%03M)&(%41)? %s”

## Default

#set folder_format="%2C %t %N %F %21 %-8.8u %-8.8g %8s %d %f"”
## just folder names

set folder_format="%2C %t %N %f"”

EINTEARNEE”/etc/mailcap” 5"~/ .mailcap” RAFERER HTML EMAFIH0ER Word B 4.



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Corporation_software_rebranded_by_the_Debian_project
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
http://packages.qa.debian.org/k/kmail.html
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
http://packages.qa.debian.org/m/mutt.html
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
http://packages.qa.debian.org/m/mew.html
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text/html; lynx -force_html %s; needsterminal;
application/msword; /usr/bin/antiword '%s’; copiousoutput; description="Microsoft Word Text <«
", nametemplate=%s.doc

®’R
Mutt BEZ1F % IMAP Z Fim#l mailoox HETVE 2. (REIBAER ", "T" FIRHEM. ELARHIEaEsER"; C
EARRMEBAEZEEE, LeJCAER"; d” R—IRKMEMIER.

6.4.2 SF% MUA —Mutt + msmtp

Mutt BEZ{EF msmtp JRECE 2 EIREFEMF i (E /A S EHRBHNEE XK,

"R
Msmtp 2 —{@ sendmail 1&#¥28, EAFMEERE /usr/sbin/sendmail &< 1 sendmail RS —R2 L8, Fr
IAYRE] LA R BB IR 1B 4R L ROBR I R 454 exim4 3§ postfix,

REME RS 3 EEFEAFHUFERLF:

* "My Namel <myaccount]l@gmail.com>”
* "My Name2 <myaccount2@gmail.com>”

* "My Name3 <myaccount3@example.org>"

—EERK ~/.muttrc fIF, &3 EEBZERAN 3 ERNEREFEFibht,

set use_from

set from="My Name3 <myaccount3@example.org>"

set reverse_name

alternates myaccountl@gmail\.com|myaccounti@gmail\.com|myaccount3@example\.org

# ...

# MACRO

macro compose ”"1” "<edit-from>AUMy Namel \<myaccountli@gmail.com\>\n"
macro compose "2” "<edit-from>AUMy Name2 \<myaccount2@gmail.com\>\n"
macro compose ”"3” "<edit-from>AUMy Name3 \<myaccount3@example.org\>\n"

send2-hook '~f myaccountl@gmail.com’ “set sendmail = ’/usr/bin/msmtp --read-envelope-from’”
send2-hook ’'~f myaccount2@gmail.com’ "set sendmail = ’/usr/bin/msmtp --read-envelope-from’”
send2-hook ’~f myaccount3@example.org’ "set sendmail = ’/usr/bin/msmtp --read-envelope-from <«

rm

# ...

FEFMIRZE msmtp-gnome WX FTEAIANERTE ~/ .msmtprc,

defaults

logfile ~/.msmtp. log

domain myhostname.example.org

tls on

tls_starttls on

tls_certcheck on

tls_trust_file /etc/ssl/certs/ca-certificates.crt



https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://msmtp.sourceforge.net/
郵寄地址:myaccount1@gmail.com
郵寄地址:myaccount2@gmail.com
郵寄地址:myaccount3@example.org
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auth on
port 587
auto_from

account myaccounti@gmail.com
host smtp.gmail.com

from myaccountli@gmail.com
user myaccountl@gmail.com

account myaccount2@gmail.com
host smtp.gmail.com

from myaccount2@gmail.com
user myaccount2@gmail.com

account myaccount3@example.org
host mail.example.org

from myaccount3@example.org
user myaccount3@example.org

account default : myaccount3@example.org

A&, BINZBERE Gnome FRRLIR, FIA0:

$ secret-tool store --label=msmtp \
host smtp.gmail.com \
service smtp \
user myaccountl@gmail.com

N
WRRAEER Gnome $8RLIR, (RPILAIZIBLE msmtp BREERIRAKE, 7£ ~/.msmtprc HEREHE, A5 —ER
eI N —{EXE{" password secret123” BigH, BEZIEMNELE memtp X4,

6.5 RinEFMENEEERTEHE

MARFEHHIT MUA ZFERIGEE I X EIEEM, (RrleeFREEHELELL@E, ARIEFMEEEGEIRIERIAH,
EiREEGRIEZEERTRAEESRER,
fBE fetchmail(1) E&ALA GNU/Linux ANRIGEMFRZENEE LMIZE, (FEREEREE getmail(1), WRFEE

E NS EMG ZRIIEEE A RIZFZETEIEEMNER, mailfilter Sk mpop TETJEERBEEAN, REFERMEEIR
REMAEN, KERREZEHECHRNVEBHEE MDA SRERHNESR, FIUNEREER maildrop,

ERESS AT XV | FREA

fetchmail V:5, 117 814 Ef{F18 2 (POP3, APOP, IMAP) ()

getmail V1, 1:6 30 Bf{FisZ= (POP3, IMAP4 #1 SDPS) (HE. T rl5)
mailfilter V:0, I:0 291 BEARRIBEINEEREAEZER (POP3)

mpop V:0, 1:0 400 sz (POP3) I BB EIEER) MDA

Table 6.9: IRIGEMHBRRFEREERENIIR

6.5.1 getmail i &

getmail(1) FYEC & fEgetmail documentationtE#iA. SRR R AFEAE LRI Z (E POP3 1RSE.
U TR RIIEII”/usr/local/bin/getmails”,



http://msmtp.sourceforge.net/doc/msmtp.html
http://packages.debian.org/sid/fetchmail
http://qa.debian.org/popcon-graph.php?packages=fetchmail
http://packages.qa.debian.org/f/fetchmail.html
http://packages.debian.org/sid/getmail
http://qa.debian.org/popcon-graph.php?packages=getmail
http://packages.qa.debian.org/g/getmail.html
http://packages.debian.org/sid/mailfilter
http://qa.debian.org/popcon-graph.php?packages=mailfilter
http://packages.qa.debian.org/m/mailfilter.html
http://packages.debian.org/sid/mpop
http://qa.debian.org/popcon-graph.php?packages=mpop
http://packages.qa.debian.org/m/mpop.html
http://pyropus.ca/software/getmail/documentation.html
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#!/bin/sh
set -e
if [ -f $HOME/.getmail/running ]; then
echo "getmail is already running ... (if not, remove $HOME/.getmail/running)” >&2
pgrep -1 "getmai[l]”
exit 1
else
echo "getmail has not been running ... ” >&2
fi
if [ -f $HOME/.getmail/stop ]; then
echo "do not run getmail ... (if not, remove $HOME/.getmail/stop)” >&2
exit
fi
if [ ”"x$1” = "x-1" ], then
exit
fi

rcfiles="/usr/bin/getmail”

for file in $HOME/.getmail/config/* ; do
rcfiles="$rcfiles --rcfile $file”

done

date -u > $HOME/.getmail/running

eval "$rcfiles $@”

rm $HOME/.getmail/running

BT RMEETE,

sudo chmod 755 /usr/local/bin/getmails
mkdir -m 0700 $HOME/.getmail

mkdir -m 0700 $HOME/.getmail/config
mkdir -m 0700 $HOME/.getmail/log

©@ B BH B

BRI TR ASE POP3 BRFEII”$HOME/ . getmail/config/pop3_name” BEBIEZR,

[retriever]

type = SimplePOP3SSLRetriever
server = pop.example.com

username = pop3_name@example.com
password = <your-password>

[destination]

type = MDA_external

path = /usr/bin/maildrop
unixfrom = True

[options]

verbose = 0

delete = True

delivered_to = False

message_log = ~/.getmail/log/pop3_name. log

BRNTARMEEE,
$ chmod 0600 $HOME/.getmail/config/*

FH8I{ER cron(8) & 15 N #E#MIT—IX”/usr/local/bin/getmails”,@iB#1T’sudo crontab -e -u <user_name>”
BN R FTRAY &R S FIERIEAERY cron 1R B .

5,20,35,50 * * * * /usr/local/bin/getmails --quiet
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BR

POP3 FhRIRIRRERT BEE AN ZRE AR getmail, —FRIVRE POP3 fRFEFIEER /R T POP3 tha il H Efavhik
MEBEHFIFTEEARIEE TR, A0, e TsEEmIAIEKE] RETR &< ill B2 B E| DELE < H =T gef
BRT ERM4IE B o] gEFRRE B R NN B EFE, RIEZBrIERRIVIEE, BREEEMEZMARAEIEERESR
I EARERZER. 2R "Some mail was not downloaded”,

6.5.2 fetchmail ic &

»/etc/default/fetchmail”,”/etc/fetchmailrc” F1”$HOME/ . fetchmailrc” BJLABZ & fetchmail(1),28”/usr/sh
&I+,

6.6 HHIBEIFIVEFIZIENIE (MDA)

RBEMTA 1230, 140 postfix Ml exim4, FR{E MDA (ER4HIIENIE), EEBEFINFHRIEINGERN MDA,

@& procmail(1) B486% 4 GUN/Linux LRGBS MDA MIEEIZE, FEREEREE maildrop(1), AEfE
BwmiEE R, BERRFEZEERECBIBIEMFER] qmail EIZHT Maildir B3R —EF EE.

ERESD) TE NNEL

procmail V:40, 1:277 300 B EEN MDA (BfY)
mailagent V:0, I:5 1356 | %57 Perl i®EE309 MDA
maildrop V:0, 12 1141 | B&EBEIEESHI MDA

Table 6.10: Hi#@E2EHY MDA 7%

6.6.1 maildrop EB2&

maildrop(1) B2 & 7E maildropfilter documentation FERAE, E#EHE —{ERFR”$SHOME/ .mailfilter ERMVEEE T,

# Local configuration
MAILROOT="$HOME/Mail”

# set this to /etc/mailname contents
MAILHOST="example.dom”

logfile $HOME/.maildroplog

# rules are made to override the earlier value by the later one.

# mailing list mails ?
if ( /NPrecedence:.*1list/:h || /APrecedence:.*bulk/:h )
{
# rules for mailing list mails
# default mailbox for mails from mailing list
MAILBOX="Inbox-1list”
# default mailbox for mails from debian.org
if ( /~(Sender|Resent-From|Resent-Sender): .*debian.org/:h )

{

MAILBOX="service.debian.org”
# default mailbox for mails from bugs.debian.org (BTS)
if ( /~(Sender|Resent-From|Resent-sender): .*@bugs.debian.org/:h )

{
}

MAILBOX="bugs.debian.org”



http://mail.google.com/support/bin/answer.py?answer=13291amp;topic=1555
https://zh.wikipedia.org/wiki/Maildir
http://packages.debian.org/sid/procmail
http://qa.debian.org/popcon-graph.php?packages=procmail
http://packages.qa.debian.org/p/procmail.html
http://packages.debian.org/sid/mailagent
http://qa.debian.org/popcon-graph.php?packages=mailagent
http://packages.qa.debian.org/m/mailagent.html
http://packages.debian.org/sid/maildrop
http://qa.debian.org/popcon-graph.php?packages=maildrop
http://packages.qa.debian.org/m/maildrop.html
http://www.courier-mta.org/maildrop/maildropfilter.html
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# mailbox for each properly maintained mailing list with ”List-Id: foo” or ”List-Id: <«
...<foo.bar>"
if ( /AList-Id: ([A<]*<)?([A<>]*)>?/:h )

{
MAILBOX="$MATCH2"
}
}
else
{
# rules for non-mailing list mails
# default incoming box
MAILBOX="Inbox-unusual”
# local mails
if ( /Envelope-to: .*@$MAILHOST/:h )
{
MAILBOX="Inbox-local”
}
# html mails (99% spams)
if ( /DOCTYPE html/:b ||\
/NContent-Type: text\/html/ )
{
MAILBOX="Inbox-html”
}
# blacklist rule for spams
if ( /AX-Advertisement/:h ||\
/ASubject:.*BUSINESS PROPOSAL/:h ||\
/ASubject:.*URGENT.*ASISSTANCE/:h ||\
/NSubject: *I NEED YOUR ASSISTANCE/:h )
{
MAILBOX="Inbox-trash”
}
# whitelist rule for normal mails
if ( /AFrom: .*@debian.org/:h ||\
/N(Sender |[Resent-From|Resent-Sender): .*debian.org/:h ||\
/ASubject: .*(debian]|bug|PATCH)/:h )
{
MAILBOX="Inbox"”
}
# whiltelist rule for BTS related mails
if ( /ASubject: .*Bug#.*/:h ||\
/N(To|Cc): .*@bugs.debian.org/:h )
{
MAILBOX="bugs.debian.org”
}
# whitelist rule for getmails cron mails
if ( /ASubject: Cron .*getmails/:h )
{
MAILBOX="Inbox-getmails”
}
}

# check existance of $MAILBOX

‘test -d $MAILROOT/$MAILBOX”

if ( $RETURNCODE == 1 )

{
# create maildir mailbox for $MAILBOX
‘maildirmake $MAILROOT/$MAILBOX’

}

# deliver to maildir $MAILBOX

to "$MAILROOT/$SMAILBOX/"”

exit
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Z25
@ & procmail, maildrop AEBEENEIIAFEN maildir Bk, (R4EERTER maildirmake(1) FE1E2

AME, IFU"$HOME/ .mailfilter” I F1ERIBREE,

6.6.2 procmail iIc&

151878 — & procmail(1) #9”$HOME/ . procmailrc” ¥EERAVZEIUE & FF,

MAILDIR=$HOME/Maildir

DEFAULT=$MAILDIR/Inbox/

LOGFILE=$MAILDIR/Maillog

# clearly bad looking mails: drop them into X-trash and exit
HIO)

* 1A@ AX-Advertisement

* 1A0 ASubject:.*BUSINESS PROPOSAL

* 1A0 ASubject:.*URGENT.*ASISSTANCE

* 1A@ ASubject: *I NEED YOUR ASSISTANCE

X-trash/

# Delivering mailinglist messages

10

* 1A0 APrecedence:.*list

* 170 APrecedence:.*bulk

* 1A@ AList-

* 1A@ AX-Distribution:.*bulk

{

10

* 1A0 AReturn-path:.*debian-devel-admin@debian.or.jp
jp-debian-devel/

HIO)
* AResent-Sender.*debian-user-request@lists.debian.org
debian-user/

10
* NResent-Sender.*debian-devel-request@lists.debian.org
debian-devel/

10
* AResent-Sender.*debian-announce-request@lists.debian.org
debian-announce

10
mailing-1list/

}

10
Inbox/

6.6.3 EF#%IE mbox AR

WMNRMRIRB KM 7 procmail(1) kBT, REZEM”/var/mail/<username>” B #FFENIGEEFZIZKE &%

THESRFHNEREF, REFEZRTAUE, RITNTHL.
# /etc/init.d/${MAILDAEMON} stop

# formail -s procmail </var/mail/<username>
# /etc/init.d/${MAILDAEMON} start
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6.7 POP3/IMAP4 {51fR2S

MR EEREE LHITEFEERSE, REZEREBHIT POP3/IMAP4 ER:E, FAREEHEEIHEZEFin,

ERESS) ATE X/ | FEEL Bk _ _
courier-pop Vi2, 12 308 | POP3 gg)‘mer BLFHRIRES - POPS fIHRER (5 maildir 1
cyrus-pop3d V:0, 1.0 160 POP3 Cyrus BiF &% (218 POP3)

courier-imap | V:3,L:4 589 | IMAP ?;;é;er BPFTEIBRES - IMAP fRIBRES (RSX9% maildic
cyrus-imapd V1, I:1 484 IMAP Cyrus BIE R (R IMAP)

Table 6.11: POP3/IMAP4 {3 fR22%1| &

6.8 JIENRRFEFITH

EERYEE Unix R4, BSD Line printer daemon(lpd) {TENRIEIEETIE B IIRE, BHRIE HERIBAIFLESIENE L
}&3UR PostScript (PS), %7 BESAFUENZIIE PostScript ENZRIE, FEEZiG—LLi@IEE R AF Ghostscript —BEA, 2R%
11.4.1 73,

7EIR1XAY Debian &, Common UNIX Printing System i@ UNIX JIENR AR EE LRIEXE, IRNXBHIEBIIEE
I EN#R H A8 = 2 Portable Document Format (PDF) R] i IBIERIE R,

CUPS {#H Internet Printing Protocol 484885 EN775% (IPP). IPP IREBLRETIEZE R L, W Windows XP F1 Mac OS
X %18, EEREnHNREEEmBHENNBESRIRSENNSEETE,

FEHA CUPS AMMERENMRBEBHELES, SENGEXEMENE lpr <, HREEHENIIENGHL, (&
CUPS &, 1pr BE£9iB A% E cups-bsd EREEEIZRIEEN.)

Debian ZR#BE — LA EIEREEE ARIIENARFEFIIEAIIENT A,

L RE TR NE anbA
lpr V:3,1:4 362 printer (515) | BSD Ipr/lpd (22 TEENRIEEZ ET:&€72/F daemon)
Tprng Vi1, I:1 3064 | EE ,, (B58)
cups V:140, 1:395 | 1141 IPP (631) AR AAER G EN CUPS {alfRzs
FAiR CUPS B9 System V ENZRA&&R < Ip(1), Ipstat(1),
cups-client V:56, 1:454 | 493 Eill= Ipoptions(1), cancel(1), lpmove(8), Ipinfo(8),
Ipadmin(8), ---
7 A
cups-bsd V:36,1385 | 122 BE lﬁﬁm CUPS By BSD ENF&R#E&Z: Ipr(1), Ipq(1),
prm(1), Ipc(8)
printer-driver-¢ “\5?88?3”75 937 REEH CUPS ENFR4ERS)

Table 6.12: FENRRFEFI T B FIZFR

N
{RAT LAEIRAEY web j2IEE 28 :5R9 http://localhost:631/” REZE CUPS R4k,

6.9 f{aikzF=imznfEFTHE (SSH)

Secure SHell (SSH) 2 E4548_ L) L2848 75 1. 7E Debian ¥ , 5 — @0 OpenSSH R % E SSH k4, 7£ openssh-client
#0 openssh-server €42,



https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://packages.debian.org/sid/courier-pop
http://qa.debian.org/popcon-graph.php?packages=courier-pop
http://packages.qa.debian.org/c/courier-pop.html
http://packages.debian.org/sid/cyrus-pop3d
http://qa.debian.org/popcon-graph.php?packages=cyrus-pop3d
http://packages.qa.debian.org/c/cyrus-pop3d.html
http://packages.debian.org/sid/courier-imap
http://qa.debian.org/popcon-graph.php?packages=courier-imap
http://packages.qa.debian.org/c/courier-imap.html
http://packages.debian.org/sid/cyrus-imapd
http://qa.debian.org/popcon-graph.php?packages=cyrus-imapd
http://packages.qa.debian.org/c/cyrus-imapd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
http://packages.qa.debian.org/l/lpr.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/lprng
http://qa.debian.org/popcon-graph.php?packages=lprng
http://packages.qa.debian.org/l/lprng.html
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
http://packages.qa.debian.org/c/cups.html
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
http://packages.qa.debian.org/c/cups-client.html
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
http://packages.qa.debian.org/c/cups-bsd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
http://packages.qa.debian.org/p/printer-driver-gutenprint.html
http://localhost:631/
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
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eSS MITE XN | IR % BH
openssh-client | V:803,1:996 | 4298 | ssh(1) SSH EFim
openssh-server | Vi690,1:834 | 1567 | sshd(8) SSH R#%im
ssh-askpass-full 5{95698 42 ssh-askpass- 5 R B FIE 89 A BEEH ssh-add (GNOME2)
fullscreen(1)
ssh-askpass V:3, 1:34 106 | 5" R (EFAE B ABEEHRI ssh-add (plain X)
askpass(1)
Table 6.13: AR5 = imah A TESIZR
VIR
WMRIRHY SSH BIEEIH4ERAE, 2R% 4.7.3 15,
kj_' N
#E{EH screen(l) F2IUREERR shell EHERER EFE (BRE 9.1 ).
6.9.1 SSH Ei#
D e
yﬂ%?@\g T OpenSSH BR#E, "/etc/ssh/sshd_not_to_be_run” MBARTFTE,
SSH & mi{E 3 & 2.
SSH 7% SSH /53 B
SSH-1 ”RSAAuthentication” ﬁﬁ" RSA HERE
” \=74§§
EL “RhostsAuthentication” ﬁﬁ ;hOStS A o xS
EL “RhostsRSAAuthentication” ﬂ;rh*_(,)k;;]cs) TR RSA TRURMERTE
= E ”ChallengeResponseAuthentication{ RSA Bt EERas
& E “PasswordAuthentication” ER RIS
SSH-2 “PubkeyAuthentication” SN ERBVEREBRE
— " . - ”~/.rhosts” or”/etc/hosts.equiv”
Eill= HostbasedAuthentication (BRSNS R ( F )
& E “ChallengeResponseAuthentication! B&t-lEE Ran
& E “PasswordAuthentication” ERZREHIRE
Table 6.14: SSH BB B A NIIFR
AV
WNRREA—(EIE Debian IRLR, B/INIEEELEARE

o



http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
http://packages.qa.debian.org/s/ssh-askpass-fullscreen.html
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
http://packages.qa.debian.org/s/ssh-askpass.html
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CERESR FEEERER

/etc/ssh/ssh_config SSH EFimf8z%, 2R ssh_config(5)
/etc/ssh/sshd_config SSH BR#%imTEz%, 2R sshd_config(5)
~/.ssh/authorized_keys ZIRPEREEE R LN E Fin{ERARITERR SSH N8
~/.ssh/identity &R SSH-1 RSA #4358

~/.ssh/id_rsa {EFAZEHY SSH-2 RSA A58

~/.ssh/id_dsa {ER&M) SSH-2 DSA TAig

Table 6.15: SSH R B1ERI&R

MET2 B /usr/share/doc/ssh/README . Debian.gz”, ssh(1), sshd(8), ssh-agent(1), and ssh-keygen(1).
THRWEBEERESR,

N
28 ssh-keygen(1), ssh-add(1) #1 ssh-agent(1) 3R T f#/EERA SSH A $&FFAE,

®’R
—EEEBELRAGREZRE, BIEFIEBIELR, ER"ssh v

AN
T FIBAEA"ssh-keygen -p” RERIERNMNZAH SSH FAR.

"R
fRAJLATE"~/ . ssh/authorized_keys” #8445 1% B G INEIERREHI FMAMITIFENH S, METFES2 R sshd(8).

REFIRRNEN—{@ ssh(1) E4R.

me =R BH

ssh ERmERES
username@hostname.domain.ext REXPRIVIER

ssh -v = dmam pk ny S
username@hostname.domain.ext B AEMARRE R
ssh -1 I SSH 1 BAES

username@hostname.domain.ext
ssh -1 -o RSAAuthentication=no .
-1 username hostname.domain.ext SSH L hRAs, 3l{EMEES
ssh -o
PreferredAuthentications=password SSH 2 k74, &HI{ERAZE
-1 username hostname.domain.ext

Table 6.16: SSH & FimRIENFIF5IZR

WMRAMANFE IR LR, ERRKNERE B, (Re]AEBI A username@”. BIMEEAMANE IR EHERREER
EBM, ROJLAMEA~/ . ssh/config” REMREAERE BT, £ Debian Salsa ElfR2E, EAKRF & foo-guest”,
{REJLASRE”~/ . ssh/config” B TEMASR,
Host salsa.debian.org people.debian.org

User foo-guest

HHEAE RS, ssh(1) TIEELE telnet(1) EMEEMEL L. MR telnet @2, ssh BEABEBEE telnet FRHF T
(¥)1ATEER 2 CTRL-]) BHELE.



https://salsa.debian.org/
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6.9.2 SMTP/POP3 [%iERyIREE %

B ssh B3y —EiEENEEEL, 1 localhost B9 4025 182 remote-server B9 25 18, ii{# localhost B9
4110 2% remote-server B9 110 18, E%EZS#HM:JZII]"FE—E%\.

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

BB E AR SMTP/POP3 FRFSEZNEZ LA ERIFEM”/etc/ssh/sshd_config” #i&E Al lowTcpForwar«
1&%5%”}/83”.

6.9.3 REIERImELR

fEF”RSAAuthentication” (SSH-1 #3:%) 2k ’PubkeyAuthentication” (SSH-2 &), AMIR]AE RiIERIRER
REIZRTS.

ERIRA LA /etc/ssh/sshd_config” 18,8 EMHERI{KE, "RSAAuthentication yes” 3(’PubkeyAuthenticatit
yesuo

TEAH AR IZ R, WEENBIRIGRL.
« "RSAAuthentication”: SSH-1 ] RSA key (REZ:&ER, BABRKEE)

$ ssh-keygen
$ cat .ssh/identity.pub | ssh useril@remote "cat - >>.ssh/authorized_keys”

» "PubkeyAuthentication”: SSH-2 fJ RSA key

$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh useril@remote "cat - >>.ssh/authorized_keys”

« "PubkeyAuthentication”: SSH-2 B DSA key(FiEi&, EABIE)

$ ssh-keygen -t dsa
$ cat .ssh/id_dsa.pub | ssh useril@remote ”cat - >>.ssh/authorized_keys”

VN
8/ SSH-2 § DSA key BAEEH, [EA key B/ HIE, AR RSA BRIELBH], B HIEHFEA DSA RES
#38 RSA ERIMERRSIEHE, DSA R Digital Signature Algorithm, EEE, EIIF2RE DSA-1571-1.

B

% 7T iF'HostbasedAuthentication” 7 SSH-2 T # 17, ff W B R B A 2 R 7% %
* #/etc/ssh/sshd_config” 1 &® F #/etc/ssh/ssh_config” 8"~/ .ssh/config”
fJ"HostbasedAuthentication” EBEEA"yes”,

6.9.4 [REIEHTE SSH EFiH

HeTE LB EREH SSH EF iR,



https://zh.wikipedia.org/wiki/Digital_Signature_Algorithm
https://www.debian.org/security/2008/dsa-1571
https://zh.wikipedia.org/wiki/Secure_Shell
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IRiR % & SSH 7230

Windows puTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/) (GPL)
Windows (cygwin) cygwin 2R SSH (http://www.cygwin.com/) (GPL)

Macintosh 28 macSSH (http://www.macssh.com/) (GPL)

Mac OS X OpenSSH; & ImERAFFEA ssh (GPL)

Table 6.17: EEFE L% E SSH EFiHIIT

6.9.5 JE37 ssh {18

FZSRIRE(RRY SSH REFABELZ £, MRBEIBRE, £MA”ssh-keygen -p” RiRE.

BARRD/ 88 (EE3N: 7~/ .ssh/id_rsa.pub”) BB)EimE#M"~/ . ssh/authorized_keys”, EEiEiHE#ER L
HEHARFERBEIEZ A,

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/<username>/.ssh/id_rsa:

Identity added: /home/<username>/.ssh/id_rsa (/home/<username>/.ssh/id_rsa)

REEN TR T RNGS, NTBFERS,

$ scp foo <username>@remote.host:foo

& AD REL4E ssh (RIEE3

58 X BRFEUR, BE R Debian RUENE LB EEARIEF#IT ssh-agent, FIMRREFEEZEHIT—IK ssh-add, #E—
SHIEEN, F5REIEE ssh-agent(1) 1 ssh-add(1).

6.9.6 EiXiEi® SSH BARIEIRR A

{REIAEFE at(1) &% (B RE 9.3.13 ) 2Rik SSH KimE{R:E”shutdown -h now” (2R%E 1.1.8 1) iEFBAIE,

# echo "shutdown -h now” | at now

7E screen(1) (2R3 9.1 1) E:EE#H 1T shutdown -h now”, BFBIN—EHERMERFRNIERS.

6.9.7 SSH &YfEHIE

MRIFBRIEE, MECEERNTRELA - v BIEHIT ssh,
NR(RR root BRF, WHEERHNE, ER”-p” EIE; Er] B RER 1 —1023 ZErARFHIE.

WMR ssh BRI RIGIHEMRAEILETF, EHHFREAREIESHAIRFNER, PERTERREERNE
Trhost_key”. EREREEERE, L HEE AEREIPINEZEFHATIRENR R, /Ro] BAFERMEE~/ . ssh/known_hos
B host_key” 1§ B REFIESELR,

6.10 HE4HRERRFS

B8 R H T B IER RS,
BR3¢ HB" BIRE R R4 HE (CIFS) FIRRFSEIR (SMB) tH:iE—1, #HER Windows Bz,

l'l'I-

&R
2R% 452 HRBRAKES



http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.cygwin.com/
http://www.macssh.com/
https://zh.wikipedia.org/wiki/Server_Message_Block
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0Ee MITE IR Tham % BH

telnetd Vi1, [:3 115 TELNET TELNET ARF%
telnetd-ssl V-0, 1.0 170 El= TELNET AR#% ( £3E SSL)
nfs-kernel-servery .o 1..g 342 | NFS Unix i H=

samba V:102, [:159 | 16629 | SMB Windows f&2 =FMIENHZE
netatalk V2,13 2077 | ATP Apple/Mac TEZEFFIENHEZE (AppleTalk)
proftpd-basic V:24,1:32 488 FTP BRAEETH

apache2 V:246, 11315 | 610 HTTP 18FH web (o] AREE

squid V:13, I:15 8385 | EE 1B web RIEfA]ARES
squid3 V:4,1:10 240 ENS Bl

bind9 V:52, 1:65 1063 | DNS HEeFE%/ 1P HBhE
isc-dhcp-server | e 154 | 1471 | DHCP ZEIHEESH P it

Table 6.18: HEMBIREARFEIIR

R
FHEZMBTEER DNS FRFFIEME. HHCH DHCP ENREH A EH 1P ik, E1RE DNS 8E£9(ER bind9 #
isc-dhcp-server BiIF B /4T, Debian wiki #) DDNS B HaiER.

"R
€M squid ZEEMICIE(EAREE, FIfEM Debian X4 BT L AR FEMRZEMELL, BEHAEEEIEE,

6.12 ZRiR1E=<TrETEF (daemon) ;2

telnet IEXNEENF T EE S RMEETEIRSF (daemon ), IEITZER,
Blst4s POP3 BRFS, ERXB TEAVIRIE

$ telnet mail.ispname.net pop3

ZR343 ISP 24 TLS/SSL JNZHIPOP3 fR7%, & THIRRE, REEHE telnet-ss1 B8 TLS/SSL B telnet &
Fifi, % openssl #5288,

$ telnet -z ssl pop.gmail.com 995

$ openssl s_client -connect pop.gmail.com:995

THER RECs IRIEB—ERAREETERRF (daemon ) FIEERIZ0E,
7£”/etc/services” 8, A TIEHEE



http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
http://packages.qa.debian.org/t/telnetd.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnetd-ssl
http://qa.debian.org/popcon-graph.php?packages=telnetd-ssl
http://packages.qa.debian.org/t/telnetd-ssl.html
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
http://packages.qa.debian.org/n/nfs-kernel-server.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://packages.qa.debian.org/s/samba.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
http://packages.qa.debian.org/n/netatalk.html
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
http://packages.qa.debian.org/p/proftpd-basic.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
http://packages.qa.debian.org/a/apache2.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon-graph.php?packages=squid
http://packages.qa.debian.org/s/squid.html
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/squid3
http://qa.debian.org/popcon-graph.php?packages=squid3
http://packages.qa.debian.org/s/squid3.html
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon-graph.php?packages=bind9
http://packages.qa.debian.org/b/bind9.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-server
http://packages.qa.debian.org/i/isc-dhcp-server.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
http://wiki.debian.org/DDNS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://www.ietf.org/rfc.html
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a9 RITE XN | BEE ZREH
netcat L:41 16 TCP/IP TCP/IP I T ET]
openssl V:794,1:993 | 1465 | SSL TZEERTE (SSL) EMHIFERFNNEZE LR
stunnel4 V5, 1:17 507 B E 1EFH SSL 8
telnet V:65,1:904 | 163 TELNET TELNET EFim
telnet-ssl V0, 1:3 210 EE TELNET AR#% ( <3& SSL)
nfs-common V:181, 1:343 | 768 NFS Unix la=H=
smbclient V:16, :174 | 2016 | SMB IR Windows TERFNFNENEZEEFin
cifs-utils V:32,1:123 | 299 EE RimmEX Windows FERAZREFIERLETS
ftp V:18,1:282 | 137 FTP FTP EF I
Iftp V36, 1:39 2255 | EE EE
ncftp Vi3, 1:22 1339 | @AE £ FIP EFim
HTTP Y

wget V:288,1:988 | 3477 | o web FTE TR
curl V:151, I:548 | 426 Efs B E
axel V0, I:4 216 Bl TEILEES
aria2 V:2,1:19 1854 | L BitTorrent 70 Metalink Sz 1B HJ © 2 I01% 28
bind9-host V:382,1:948 | 365 DNS KR bind9 BY host(1), Priority: standard”
dnsutils V:64, 1:517 256 = E KR bind B9 dig(1), "Priority: standard”
isc-dhcp-client | yoq) 1979 | 6gs | DHCP &S 1P Hd
Tdap-utils V:14, .75 718 LDAP K LDAP FRFBENENR

Table 6.19: 4B ERAZEFimRdI&R
RFC R BH
rfc1939 F rfc2449 POP3 fRF%
rfc3501 IMAP4 fR7%
rfc2821 (rfc821) SMTP ARF%
1fc2822 (rfc822) R RIRT
1fc2045 Z R PR AR R & (MIME)
rfc819 DNS fR#%
fc2616 HTTP AR7%
1fc2396 URI &

Table 6.20: & RFC FI3R



http://packages.debian.org/sid/netcat
http://qa.debian.org/popcon-graph.php?packages=netcat
http://packages.qa.debian.org/n/netcat.html
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon-graph.php?packages=stunnel4
http://packages.qa.debian.org/s/stunnel4.html
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon-graph.php?packages=telnet
http://packages.qa.debian.org/t/telnet.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnet-ssl
http://qa.debian.org/popcon-graph.php?packages=telnet-ssl
http://packages.qa.debian.org/t/telnet-ssl.html
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
http://packages.qa.debian.org/n/nfs-common.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon-graph.php?packages=smbclient
http://packages.qa.debian.org/s/smbclient.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon-graph.php?packages=cifs-utils
http://packages.qa.debian.org/c/cifs-utils.html
http://packages.debian.org/sid/ftp
http://qa.debian.org/popcon-graph.php?packages=ftp
http://packages.qa.debian.org/f/ftp.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/lftp
http://qa.debian.org/popcon-graph.php?packages=lftp
http://packages.qa.debian.org/l/lftp.html
http://packages.debian.org/sid/ncftp
http://qa.debian.org/popcon-graph.php?packages=ncftp
http://packages.qa.debian.org/n/ncftp.html
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon-graph.php?packages=wget
http://packages.qa.debian.org/w/wget.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon-graph.php?packages=curl
http://packages.qa.debian.org/c/curl.html
http://packages.debian.org/sid/axel
http://qa.debian.org/popcon-graph.php?packages=axel
http://packages.qa.debian.org/a/axel.html
http://packages.debian.org/sid/aria2
http://qa.debian.org/popcon-graph.php?packages=aria2
http://packages.qa.debian.org/a/aria2.html
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
https://zh.wikipedia.org/wiki/Metalink
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
http://packages.qa.debian.org/b/bind9-host.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon-graph.php?packages=ldap-utils
http://packages.qa.debian.org/l/ldap-utils.html
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://tools.ietf.org/html/rfc1939
http://tools.ietf.org/html/rfc2449
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://tools.ietf.org/html/rfc3501
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://tools.ietf.org/html/rfc2821
http://tools.ietf.org/html/rfc821
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://tools.ietf.org/html/rfc2822
http://tools.ietf.org/html/rfc822
http://tools.ietf.org/html/rfc2045
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc819
https://zh.wikipedia.org/wiki/Domain_Name_System
http://tools.ietf.org/html/rfc2616
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://tools.ietf.org/html/rfc2396
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

X HBEZRG

D 2

Debian LAY X 1RERMAEN X.Org BIRIAHE,

RER 2013 F 2R Debian 7.0 (Wheezy) &R, FTUNERNBIEEES

7.1 FAEERREE

ERE-LARESTEN (7T) KL,
(7o) WiEE HITE NI

. — 18 X fEikzs. —RINFEUAL—HES

xorg 1:457 52 TE (m#iEs )

XSEerver-xorg V:66, 1:492 238 X AR EHEGRELRE

xbase-clients 1:26 46 BE X EFin (7TEER)

x11-common V:372,1:755 | 308 X AEARNERRRIEERR

xorg-docs .6 2036 | X.Org REEAFNEREXH

menu V:54,1:197 1509 | AEESRERER Debian EE

menu-xdg V:31, 1:109 27 1% Debian B E 4B 8 R A freedesktop.org xdg EE LB
xdg-utils V:229,1:521 | 327 freedesktop.org RN B S RHIRIEAN L HE
task-gnome-desktbp, ;g 9 2% GNOME SEIRE (THEE)
task-kde-desktop ;.45 6 | b KDE SEIES (THIEE)
task-xfce-desktop, ;.. 9 Xfce BB EIBIE (TTEEEE )
task-Ixde-desktop,.,5 9 | LXDE SEMKEES (THEE)

fluxbox V:2, I:9 3860 | Fluxbox: PIICEEEHEREERIN X RE=lEss

Table 7.1: X 1RERIRAE (7T) WEIERIIR

RS X EREANGE, s52% X(7) 0 the LDP XWindow-User-HOWTO,



https://zh.wikipedia.org/zh-tw/X_Window系統
http://www.x.org/
http://packages.debian.org/sid/xorg
http://qa.debian.org/popcon-graph.php?packages=xorg
http://packages.qa.debian.org/x/xorg.html
http://packages.debian.org/sid/xserver-xorg
http://qa.debian.org/popcon-graph.php?packages=xserver-xorg
http://packages.qa.debian.org/x/xserver-xorg.html
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon-graph.php?packages=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/x11-common
http://qa.debian.org/popcon-graph.php?packages=x11-common
http://packages.qa.debian.org/x/x11-common.html
http://packages.debian.org/sid/xorg-docs
http://qa.debian.org/popcon-graph.php?packages=xorg-docs
http://packages.qa.debian.org/x/xorg-docs.html
http://packages.debian.org/sid/menu
http://qa.debian.org/popcon-graph.php?packages=menu
http://packages.qa.debian.org/m/menu.html
http://packages.debian.org/sid/menu-xdg
http://qa.debian.org/popcon-graph.php?packages=menu-xdg
http://packages.qa.debian.org/m/menu-xdg.html
http://www.freedesktop.org/
http://packages.debian.org/sid/xdg-utils
http://qa.debian.org/popcon-graph.php?packages=xdg-utils
http://packages.qa.debian.org/x/xdg-utils.html
http://www.freedesktop.org/
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-desktop
http://packages.qa.debian.org/t/task-gnome-desktop.html
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-kde-desktop
http://packages.qa.debian.org/t/task-kde-desktop.html
https://zh.wikipedia.org/wiki/KDE
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon-graph.php?packages=task-xfce-desktop
http://packages.qa.debian.org/t/task-xfce-desktop.html
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxde-desktop
http://packages.qa.debian.org/t/task-lxde-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/fluxbox
http://qa.debian.org/popcon-graph.php?packages=fluxbox
http://packages.qa.debian.org/f/fluxbox.html
https://zh.wikipedia.org/wiki/Fluxbox
https://zh.wikipedia.org/wiki/X_window_manager
http://www.tldp.org/HOWTO/XWindow-User-HOWTO.html
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7.2 ERERMEIRIE

— B KRERE BER—E X HEEER. —(ARREERN—ERTNERRENESTMN,
{REESHTE aptitude MEFRE TLXREHMWKREIRIE, 90 GNOME, KDE, Xfce Bi# LXDE,

=R

£ Debian unstable/testing T, {EFEE G MRHVREABKAERNE L., EEREIERT, LFEIVER
1Z aptitude(8) (EFHEE FIIHM—LE (JT) B. BEEUHERE (T) SEER, R BEEIRLRHRBIEFEIRF
RUERREEL, ®REMRB MR

REIAFEN R B —(E X REZIEEE, U0 Fluxbox,
FAR X RESERMREIRIENN4E, 28R Window Managers for X,
7.2.1 Debian #EE

Debian ZE R menu B2 R A B update-menus(l) XFM X BRRET —EEBEN T, SEFHESEH DTG
EMEEERLTHESR “/usr/share/menu/” Bi%, 28 “/usr/share/menu/README”,

7.2.2 Freedesktop.org iEE

E BB Freedesktop.org xdg SEEME LB ZAFH" * . desktop” IRELAIREE R LR /usr/share/applications/’
F & Freedesktop.org IZEMIIN REIREENAEMNENFER xdg-utils REBEEMIEE. LR /usr/share/doc/>

7.2.3 {# Freedesktop.org JEEF| Debian 1EE&

5T B 1 Freedesktop.org ‘BEMNREHIERIRIE (W0 GNOME #1 KDE ) F/RI{ELERY Debian iBEE, {RSEZRE
menu-xdg EREEEL,

7.3 {ElfkzEIFFinkE%

X Window R 4RERIRFEFNEZ Fini2 L RIA S IKRREN. 581, server T client HIZFEFEH local 7 remote [& 535K,

il =5
X (RS R TEANTEIEES, BT ERENE R AEE,
- —EEEEEIE LIRS, CEE X (RS ETERR
X EFiH
L
R (IR %ﬁﬁ%ﬁﬁmf*
BEEREFE —EBTEREE

Table 7.2: {AARES/ZE Fink15a

BR X ARBEBEMIT HELEREAENG , MAMNKT X ERmEBAHZCEEETEN. ERkA THE
ERRY Xlib FZFEEHEE, =BF T KB RIEIENEE.



https://zh.wikipedia.org/wiki/Desktop_environment
https://zh.wikipedia.org/wiki/X_window_manager
https://zh.wikipedia.org/wiki/Desktop_environment
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Xfce
https://zh.wikipedia.org/wiki/LXDE
https://zh.wikipedia.org/wiki/X_window_manager
https://zh.wikipedia.org/wiki/Fluxbox
http://www.xwinman.org
https://www.debian.org/doc/packaging-manuals/menu.html/
http://www.freedesktop.org/wiki/Specifications/menu-spec/
https://zh.wikipedia.org/wiki/MIT-SHM
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7.4 X {ERR2s
BAL X {EIAREZAVERN, 28R xorg(1),

741 X @R (E¥FH) BBE
FERETESS (EH) BE—@ X RS,

# dpkg-reconfigure --priority=low x11-common

EE

189 Linux #Zi0fEH DRM, KMS #l udev, HEMFEAEBET T RFIXIE, X FARBFREZUAEAEH.
At “/etc/x11/xorg.conf” BEAEFERMNRGZR, BLIIBEHZETEE, 28 Linux IO EFH
“fb/modedb. txt”,

B MEATER) CRT KBRS, RIFIGNEMBERRERMBNESENRSE (85 Hz A58, 75 Hz 81T) AL
PIt. #5S LCD BE/RzS, BISBHIIREEIEIER (60Hz) MAIMT, ARENRERE.

EE
B,

RERASHNERRIER, Er] S ERTNRERERRELEERIVEIRNE,

7.4.2 E#RE X FEREEM A
EEE—AR, FE “XFERSE" (BRE) BISRE “XEER" (ERHR) HES.,

nHee RITE K | ERE neR A TERA{ER
xbase-clients | I:26 46 N oy i )/(I]OSt P =R
<
. o xauth & i o v g g sy
xbase-clients | I:26 46 wE = N BIBEEETAHELR
openssh-client ?/9%%3 1098 | e 5 f;h -X ap S e 4
V:165, .~ i GNOME 8 | .%. - N
gdm3 1229 5101 | t&& (XDMCP) | F&i2se BIBEEEITAMELR
223 ZHN o st e
sddm V53,195 | 1742 | IRE Cxovce | s | EREEETALBE
23 N v L e vt p g .
xdm V:3, I:6 686 mE E‘;(DMCP ) %’“‘*"mgﬁ WA EEEITAMELR
g WindowMakaer
wdm V:31,1:284 | 2289 | @& E‘;(DMCP ) FEREIE BEEEEITAMELR
25
LTSP B&/~ | i=im SSH A ER (&
1. . I: 4 A"R* 2 = A
dm V:0, I:0 36 BE B ymse =)

Table 7.3: #4332 X @RV A

==

: AREEARLZ 2B PERIRIG TCP/IP E1T X B4R, RIEGBEIEZFIIER, FINERTIIR, RIIDZEMN
=i TCP/IP socket EBRS S ERNFBIENEN B Debian RATERZHETE, &EFEH “ssh -xX7,

g



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon-graph.php?packages=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon-graph.php?packages=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/gdm3
http://qa.debian.org/popcon-graph.php?packages=gdm3
http://qa.debian.org/popcon-graph.php?packages=gdm3
http://packages.qa.debian.org/g/gdm3.html
http://packages.debian.org/sid/sddm
http://qa.debian.org/popcon-graph.php?packages=sddm
http://packages.qa.debian.org/s/sddm.html
http://packages.debian.org/sid/xdm
http://qa.debian.org/popcon-graph.php?packages=xdm
http://packages.qa.debian.org/x/xdm.html
http://packages.debian.org/sid/wdm
http://qa.debian.org/popcon-graph.php?packages=wdm
http://packages.qa.debian.org/w/wdm.html
http://packages.debian.org/sid/ldm
http://qa.debian.org/popcon-graph.php?packages=ldm
http://packages.qa.debian.org/l/ldm.html
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
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O

VN
LTSP A3 Linux #&im{aEAksEE = ( Linux Terminal Server Project ) ,

2
HABERZLNMBHKFER XOMCP 8, SEEKMNE UDP/IP @HEH, RESENREKE,

7.5 WENXRERSA

X RERARBERFD X SEBMEN, X BEEH X ARSFINEREFIHEMN, HRERNISERE, SFImES
RE—{ETFuS EEITH.

X it BN TANZ —RRED,
- WELIIA startx SLRE

- Ej¥”graphical.target” Bk#EREZR, —@E X B2 EREIEEE WERETEREN *dmiEB systemd BXEN,

N

M RNEERBRETERRFE (doemon) WM EBESHBEEBRRITEMBZIHEERE
“/etc/X11/default-display-manager” #ERMAS, ERfUBERIABE—E X BREIEEE BETERE

¥ (daemon ) 2= 4R,

PN
BRt X BREIERNVRIRIZEE, 2R% 845 1,

AEBL, FEMNEEEEREHENIT “/etc/X11/Xsession” IELHE., Z#& “/etc/X11/Xsession” IESEE R

run-parts(8) #4T “/etc/X11/Xsession.d/” BERFRIIESHE, EAE LREBNEN exec LT TEIER
F—EwREER,

1. X BEREEEIFI~/etc/X11/Xsession” BE| BIPIEEMIIESMS, MNRMBEEET .
2. “~/.xsession” 8 “~/.Xsession” 1ESHE, MREHER.

3. “/usr/bin/x-session-manager” #%, WMREWESR.

4. “/usr/bin/x-window-manager” #%, MRERTEE.

5. “/usr/bin/x-terminal-emulator” &<, MREHER.

EEBEESF “/etc/X11/Xsession.options” FIRE, “/usr/bin/x-*" L FIEMMNERETZNN, £ H Debian
BIBRARER, THATLAE® “update-alternatives --config x-session-manager” €24,

4HEI2 B Xsession(5).

7.5.1 f{£MA gdm3 BXE) X =3

gdm3(1) RMHRENBENBESHEIR (FREKRER: £ 72 1), B X SENES (HEBSRE: £ 84 1),
BE “~/.dmrc” PR TEBEREEZENTERIE,

[Desktop]

Session=default

Language=ja_JP.UTF-8



https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/User_Datagram_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/Linux_Terminal_Server_Project
https://zh.wikipedia.org/wiki/X_session_manager
https://zh.wikipedia.org/wiki/X_session_manager
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_display_manager
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752 BTEEXEHE (KHEAR)

REEHE “/etc/X11/Xsession.options” BEZERIE “#” Fh “allow-user-xsession” 17, BIE&ET
“~/.xsession”g“~/ . Xsession"HE A EREEMN BT EBERAIENBREESR"/etc/X11/Xsession”
HIEIYE, 7E “~/ .xsession” ERPMRE —EGSEZER “exec some-window/session-manager” E#&HY
FRARBMEMFREEN X RE/ EEE1ES.

MRERTERGE, RAABERAENEENET XEA) E128 (OM), TEEERNEREEER (WM) R,

753 BEEXEE (FHFARX)
UTEEEE X ZENHAR, EAERLEARERLBERRARERNE,

« BEREIEES gdm3 PJLARIEBE— B EMZELASTIRES “/etc/X11/Xsession” 5|8,

- ”/etc/profile”, >~/ .profile”, ”/etc/xprofile”, 1"~/ .xprofile” IR EHIEE gdm3 KENIEFHI—
5 R#IT,

« “~/.xsessionrc” {ERIEAMENITZERFI—IBREHNIT, (BIKE)
- ”/etc/X11/Xsession.options” A #allow-user-xsession” ANEPRHI"~/ . xsessionrc” IERAVEIT,

« “~/.gnomerc” ERIEAMENTEF BN EHNIT. (£ GNOME £MH )

AR BEARENRENER (EEA) 1228 OM), SHEEERNERESIER (WM) 2EEREN,
FAELEERERER, FNEEH exec . EVexit”.

7.5.4 B SSH ELE—(EiEix X BFiH

£ “ssh -X" FIARAA—ERBAM X FERE2EHREAERFEARSENTER,
MRMRBERGLIEIE “-X", REERRHERL “/etc/ssh/sshd_config” #ERFH “X11Forwarding”

e

RRER “yes’s

AR ER FRED X [ERRES.

EA E AR —E xterm,

BB TFIIERS, 1T ssh(1) B3 ERIRULZAADELR,

localname @ localhost $ ssh -g -X loginname@remotehost.domain
Password:

BETIGS, EEREHIT—E X BAREX, HW “gimp”,

loginname @ remotehost $ gimp &

EEGERIAEERR B RR X ZERRMNEL, HERERER—EARH UNIX 58 socket EITAINAEL,

7.5.5 EREREERNTE X Kin

EARAERR BN X T2 Kin, LASRERERRNITHEE X KRERE, Se/NEBFERBEIHRIEE (FI10 1dm) &
FAHME], @8 SSH, REVAIES S & MERERHEARENFARSEN—BLXEEZ ik,
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7.6 X HERHFE

7£ 2002 &, AIEEII T 221THR ¥ I AY EFontconfig 20 MR EEEFIE R FAIFHM. squeeze LA{E Y Debian {# F
Fontconfig 2.0 #{TF AR E.

X BERAHNFR IR AR T,

- B8N X ERBF RN FEIERR

- Fiapzi X11 FREAKRBEREAN X ZERIRERRMH T REER,
- [R¥aMRZD X11 FEIHEHEE| T X @RS £,

- B X BEFRENFREZERSR

- AR X RAZIE T IFESEINGE (FINmEe ) NFEFE (% 761 17, £ 762 THE 763 T ),
— Xft 2.0 ELFIRNK X FEA, FINRE GNOME, KDE F1%5H5 FreeType 2.0 EEfLibreOffice HIFEF,

— FreeType 2.0 {21t FEUH& LAV,

— Fontconfig £ Xft 2.0 #R T FEFREERIEIRE, BLEZ R fonts.conf(5),

- FTBER Xft 2.0 IR X BRI LAEER X BEFBEREM MIRNK X FRRSIETRIR.

- XEFBEAREMN GFEEAMIA glyph BEREMKE X EREBEHE T X EFIH.

ERES] TE KV | ERER

xfonts-utils V66, :542 | 415 X ABEARFHERER

Tibxft2 V143, 1:662 | 122 Xft By, —fEEE, E4RE] T &8 Freelype 7 A iMia(GER) X FEF
libfreetype6 V:426,1:994 | 896 FreeType 2.0 FEIELE

fontconfig V:354,1:776 | 583 Fontconfig B, —AEAMNFHELEE—< & _EAF
fontconfig-configy..e; 1971 | 442 | Fontconfig 9, —(EEBANTHREE— EEEH

Table 7.4: 218 X REFIRRMREEER
REIABIB T I AR FRRE S .
- A “xset q” WRZD X11 FRIFERK
« A “fc-match” 18 fontconfig FIFRIFEEE
- A “fc-list” #RFTERTFAY fontconfig FH

N

“The Penguin and Unicode” fRIFHu#fiR TIRMH X BB ZR 4. 7E http://unifont.org/ FRIEEXER M T
2 Unicode 8!, 3z#& Unicode RVERFELA R BIFR(LRUMERAE N, BHE %RE/BHH/BIE (freel/libre/open source,
FLOSS ) fEEZR#THY Unicode ] AM4ERERE,

7.6.1 EExFH
HETREMETENER,

- BEFE (RETEMECTRERE)
- WE/EEFE (SBEMEMBLTRIRRET)



https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/LibreOffice
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/XRender
https://zh.wikipedia.org/wiki/XRender
http://packages.debian.org/sid/xfonts-utils
http://qa.debian.org/popcon-graph.php?packages=xfonts-utils
http://packages.qa.debian.org/x/xfonts-utils.html
http://packages.debian.org/sid/libxft2
http://qa.debian.org/popcon-graph.php?packages=libxft2
http://packages.qa.debian.org/libx/libxft2.html
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon-graph.php?packages=libfreetype6
http://packages.qa.debian.org/libf/libfreetype6.html
http://freetype.sourceforge.net/index.html
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon-graph.php?packages=fontconfig
http://packages.qa.debian.org/f/fontconfig.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig-config
http://qa.debian.org/popcon-graph.php?packages=fontconfig-config
http://packages.qa.debian.org/f/fontconfig-config.html
https://zh.wikipedia.org/wiki/Fontconfig
http://unifont.org/iuc27/html/ICUPresentation.html
http://unifont.org/
https://zh.wikipedia.org/wiki/Free_and_open_source_software
https://zh.wikipedia.org/wiki/Free_and_open_source_software
https://zh.wikipedia.org/wiki/Computer_font
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MR TFREENPERELIRG, MMERREEEFRAEMTBI
Debian % 48 PRI REPEF RS & HERMERY X11 pof BEMEFRUES IR, mﬁ “.pcf.gz" BRFES,
Debian Z4EPHYEREEFRLH U TR,

+ PostScript Type 1 FEUER, THE “.pfb” (TEMHFEER) A “.afn” (FEABER) BRFES,
)

™
 TrueType (3 OpenType ) FAUER, BHHE . ttf BRFREE,

Wi
OpenType =% TEUML TrueType F1 PostScript Type 1,

[—] 3254= ﬂ 0 ¥ [— a1 ——1 [—1 N
) IR K | ERT | meen | swTn | PRaE
PostScript N/A N/A Helvetica Times Courier Adobe
. Nimbus . o3
gsfonts 1:599 4439 | Nimbus Roman Nog | Nimbus URW (Adobe HZHIA
Sans L L Mono L N
Nimbus Nimbus Nimbus PostScript Type 1 F&IZ
gsfonts-x11 1:82 95 Sans L Eoman No9 Mono L. B X =8
. _ Free : Free URW IEREH (Adobe
t1-cyrillic I:19 4878 Helvetian Free Times Courier BEMAN)
HERIRRET BT =] 4R
Imodern V:13,1:113 | 33270 | LMSans* | LMRoman* LMTypewriter%iz?;;spflggf ( RES
Tex )
Table 7.5: fHF&HY PostScript Type 1 F&!
B

DejaVu FRIEL Bitstream Vera 8, W HET TIE%R,

7.6.2 HEFH

aptitude(8) B] A E {REEFZH AN HEMFE,

- BEMIEEIIRNMIR “BRIBE" - “AiL”

- EEEREETIZRA]AER debtag IERIRRIRIBEFRE R : “~Gmade-of: :data: font”

- EREEEEERATEMERRRNREESE BDF (EMEE ) FEBIIR: "~nxfonts-”
- EMEERZEERATEMNENRRARFE TrueType FRBFIR: "~nttf- |~nfonts-~

EDEBHFREREZMR, EULE Debian FRAEMS, AJMNEEZRNNDF—LLEHEL TrueType F8, BT HIL
ZBIE, B LT {ERERIZEL,

- mathematica-fonts

« fonts-mscorefonts-installer

2RTHERIEERFITRFEARRNNER, FERE—LHEERHER trueType FE,



http://fontforge.sourceforge.net/pcf-format.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Helvetica
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
http://packages.debian.org/sid/gsfonts
http://qa.debian.org/popcon-graph.php?packages=gsfonts
http://packages.qa.debian.org/g/gsfonts.html
http://www.math.utah.edu/~beebe/fonts/urw.html
http://packages.debian.org/sid/gsfonts-x11
http://qa.debian.org/popcon-graph.php?packages=gsfonts-x11
http://packages.qa.debian.org/g/gsfonts-x11.html
http://packages.debian.org/sid/t1-cyrillic
http://qa.debian.org/popcon-graph.php?packages=t1-cyrillic
http://packages.qa.debian.org/t/t1-cyrillic.html
http://packages.debian.org/sid/lmodern
http://qa.debian.org/popcon-graph.php?packages=lmodern
http://packages.qa.debian.org/l/lmodern.html
https://zh.wikipedia.org/wiki/PostScript
http://dejavu-fonts.org
http://www.gnome.org/fonts/
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= 3254= ﬂ L ¥ = a1 —1 N
FRREE HTE | AN | SWRT | meem | zmem | 2R5E
. . #WER (Adobe HERIK
th—mscorefonts— Vi1, 164 9 Arial Times New | Courier IN) (GEEZHE non-free
installer Roman New o2
&)
. . . Liberation Liberation Liberation Liberation FEIEZE (X
fonts-liberation 1:469 2093 Sans Serif Mono FAREHIAN )
=l ﬁ?"
fonts-freefont-ttf V:50,1:276 | 6656 | FreeSans FreeSerif FreeMono ,7.G<.NU HEFA (MR
BRIKIV)
. _ DejaVu DejaVu DejaVu #&= J Unicode B9
fonts-dejavu 1:478 39 Sans Serif Sans Mono DejaVu, Bitstream Vera
8= 7 Unicode B9
. V:220, DejaVu DejaVu DejaVu DejaVu, Bitstream Vera
fonts-dejavu-core 2954 . ('sans, sans-bold, serif,
1:809 Sans Serif Sans Mono .
serif-bold, mono,
mono-bold )
72 = [ Unicode Y
DejaVu, Bitstream Vera
fonts-dejavu-extra I:516 7493 | N/A N/A N/A (oblique, italic,
bold-oblique, bold-italic,
condensed )
GNU Unifont, Z=8§
. , . Unicode 5.1 BEAR 2 X7&
ttf-unifont I:21 21 N/A N/A unifont & (BMP) HFiBH
AIFIENFIT
Table 7.6: ¥fERY TrueType FE!
7.6.3 CJK F&!
TEHE—EFZE/MFE CIK Fit WFE,
FRIA G| HXZFEI 28 AN FRIZE BRXFIEN
mR gothic, IF v 7 hei, gothic dodum, gulim. gothic
A mincho, BHER song, ming batang

Table 7.7: CJK FEL R REPFTERRERFE AR 1R

& “VL PGothic” EFEE “P’ NFRIBIEEN “VL Gothic” FRUEKNEEERILLAIFE,
ER{E )£, Shift JIS FIIEREIE T 7070 BFT, EFRILAME T mEmARES 1,

« JIS X 0201 EEfiIT4EF T (191 BFw, XBEKFT)

« JIS X 0208 &/ T4EFIT (6879 AFT, XE2HFET)

FEREBEEEN CJK FRMEM TAF THARHIEKRIRNESERE, ATEESEREER, w8 “.hbf” EXFE
B EFELPEF A ( Hanzi Bitmap Font, HBF ) 183 iRt AB S T EMTAME I TEFTHFER,

AT HIE TrueType FRUERMZTR, oJUMERSE “.ttc” BRFERM TrueType FRIESIER,

ATEEEMRNRISEFISR, CID %! PS-Adobe-3.0 Resource-CMap” BIEEAY CMap &2 {EAPostScriptFY
Al 1 FRMERT. SEXFEVATEEEN XBERLE, E3AR PDF FERAMERER L, (B8% 772 1)



http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon-graph.php?packages=ttf-mscorefonts-installer
http://packages.qa.debian.org/t/ttf-mscorefonts-installer.html
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Courier_(typeface)
http://packages.debian.org/sid/fonts-liberation
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation
http://packages.qa.debian.org/f/fonts-liberation.html
https://zh.wikipedia.org/wiki/Liberation_fonts
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon-graph.php?packages=fonts-freefont-ttf
http://packages.qa.debian.org/f/fonts-freefont-ttf.html
http://savannah.gnu.org/projects/freefont/
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu
http://packages.qa.debian.org/f/fonts-dejavu.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/fonts-dejavu-core
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu-core
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu-core
http://packages.qa.debian.org/f/fonts-dejavu-core.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/fonts-dejavu-extra
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu-extra
http://packages.qa.debian.org/f/fonts-dejavu-extra.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/ttf-unifont
http://qa.debian.org/popcon-graph.php?packages=ttf-unifont
http://packages.qa.debian.org/t/ttf-unifont.html
http://Unifoundry.com
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/Shift_JIS
http://www.ibiblio.org/pub/packages/ccic/software/info/HBF-1.1/
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/PostScript
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TN

A Han unification, —Unicode#riSELfEHAERELNE S KL Mglyphs, HAFS

SREEPHE=fEREXR “U

+ 3001 $H5R” 1 “U + 3002 REMAK" WFTUESFERE, CEAXTLFENELIER, PXANE
BES:R A AR EI BT T,

7~/ .fonts.conf 8"

7.7 X[EFR

7.7.1 X HNFER

TEHR—LERIHAER (LO 2 LibreOffice ),

E7EH]
L/LES0) WITE Bx | @A sRER

I
Libreoffice-writey g 1441 | 39333 | LO XERIEE
Libreoffice-cald y. g0 1436 | 32973 | LO BTG
Libreoffice-impiessse 1433 | 9934 | LO ES
libreoffice-base ., 5 135 | 7473 | Lo EHEEE
Libreoffice-dray ..., 1434 | 14600 | LO mEEREES (LE)
Libreoffice-math ..\ 1437 | 1963 | LO 2SN RER
abiword Vi1, 112 5141 | GNOME N ERRIEENRE
gnumeric V:6, 1:21 9933 | GNOME BETRIE
gimp V:68,1:341 | 22313 | GIK IrEEE miEEE (48R
inkscape V:55,1:209 | 84823 | GNOME O EEF wiEas (48E )
dia V:5, I:31 3727 | GTK TR B T 71N I B A B B
planner V:0, I:5 1146 | GNOME EXEE
calligrawords V:0, 1.7 5717 | KDE XERIERE
calligrasheets | Vi0,1:6 10890 | KDE BETRE
calligrastage V:0, I:5 5102 | KDE ER
calligraplan V:0, I:2 15342 | KDE BEXEHE
kexi V0, 1:2 7576 | KDE EHESE
karbon V0, I:7 3473 | KDE EEEF wiaas (BE )

7.7.2 XERER

THR L3 EREIENERBERER.

Table 7.8: EERY X 3\ FEFE

AV

O

% 7 :& evince # okular {#F Cmap

poppler-data #§EE ( ZBI%A non-free, £

B (% 763 ) REER CIK PDF X, MEERH
% 1141 ),



https://zh.wikipedia.org/wiki/Han_unification
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
http://packages.qa.debian.org/libr/libreoffice-writer.html
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon-graph.php?packages=libreoffice-calc
http://packages.qa.debian.org/libr/libreoffice-calc.html
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
http://packages.qa.debian.org/libr/libreoffice-impress.html
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon-graph.php?packages=libreoffice-base
http://packages.qa.debian.org/libr/libreoffice-base.html
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon-graph.php?packages=libreoffice-math
http://packages.qa.debian.org/libr/libreoffice-math.html
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon-graph.php?packages=abiword
http://packages.qa.debian.org/a/abiword.html
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon-graph.php?packages=gnumeric
http://packages.qa.debian.org/g/gnumeric.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon-graph.php?packages=planner
http://packages.qa.debian.org/p/planner.html
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon-graph.php?packages=calligrawords
http://packages.qa.debian.org/c/calligrawords.html
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon-graph.php?packages=calligrasheets
http://packages.qa.debian.org/c/calligrasheets.html
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon-graph.php?packages=calligrastage
http://packages.qa.debian.org/c/calligrastage.html
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon-graph.php?packages=calligraplan
http://packages.qa.debian.org/c/calligraplan.html
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
http://packages.qa.debian.org/k/kexi.html
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon-graph.php?packages=karbon
http://packages.qa.debian.org/k/karbon.html

Debian 2= F

150/ 260

7]
Ly4eso] RITE BX | ER sHER

1\
evince V:116,1:329 | 954 GNOME X (pdf) FzEES
okular V:46, [:118 14646 | KDE X (pdf ) BiiEzS
calibre V39, 1:36 54876 | KDE EFEERSFNEEE
fbreader V2, 1:15 3074 | GTK ErEREes
evolution V:31,1:229 | 475 GNOME BAENERE (FHHEMEBME T )
kontact V1, 16 2152 | KDE BAENEE (FHRENETHH)
scribus V2, 1:23 30375 | KDE RHEEmmEmEs
glabels V-0, I:4 1326 | GNOME ERAmiE s
gnucash Vi3, 1:12 32304 | GNOME EAEET
homebank V0, I:3 1044 | GIK BAE:T
kmymoney V:0, I:2 12036 | KDE BIAEET
shotwell V:19,1:223 | 6451 | GIK SRR EIEER
xsane V17,1173 | 2346 | GIK FIEEIRIER

Table 7.9: EiENERER

ES=

YNR7E GNOME REIRIEHZBHERINGEREEE, MEALEMI scribus (KDE) ERNREBRTEPIMER
B, ERREBSINESENRIEE, ESEMRINREREL,

7.8 XIE=E
7.8.1 HiBLE

ERBR 3 BRERET XOBRR X FENUAE (2RF 144 7).

RBR
Shift-Insert & [E)REE B R P HE,

E7]
Ly LEsO) RITE BX | ¥EE 5B

i\
xsel V:10, 1:44 59 X X EENGLINE
xclip V39, T:49 64 X X BEENGLINE

Table 7.10: EHERY X FBIZFER

R REMIRIE (GNOME, KDE:--- ) RETABNHEERZRANE T, BRMEELE, EfERERARINERR
# (CTRL-X., CRTL-C #1 CTRL-V ),

7.8.2 X HHVEREEFE IR EIAR

xmodmap(1) & X fRE Z 4t A R IE XA FN B IR ¥V T B, & 71815 keycode, REETE X FHIT xev(1) WL
HERR A T B 1S keysym IR E, (REEME“/usr/include/X11/keysymdef . h"#&% ( x11proto-core-dev
#5286 ) f MACRO ER., EBERTAAEMN “#define” EBAIEMEARL “XK_” BHTE, %1 keysym &7E,



http://packages.debian.org/sid/evince
http://qa.debian.org/popcon-graph.php?packages=evince
http://packages.qa.debian.org/e/evince.html
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon-graph.php?packages=okular
http://packages.qa.debian.org/o/okular.html
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon-graph.php?packages=fbreader
http://packages.qa.debian.org/f/fbreader.html
http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon-graph.php?packages=kontact
http://packages.qa.debian.org/k/kontact.html
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon-graph.php?packages=glabels
http://packages.qa.debian.org/g/glabels.html
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon-graph.php?packages=gnucash
http://packages.qa.debian.org/g/gnucash.html
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon-graph.php?packages=homebank
http://packages.qa.debian.org/h/homebank.html
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon-graph.php?packages=kmymoney
http://packages.qa.debian.org/k/kmymoney.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon-graph.php?packages=xsel
http://packages.qa.debian.org/x/xsel.html
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon-graph.php?packages=xclip
http://packages.qa.debian.org/x/xclip.html
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7.8.3 HAM X BFiH

ARBHEGR X ZFIRERN, B9 xterm(1), "JCAR—EREMEGSTEIER/ED, RMBEEXN/N. FERMETR.

I:.ﬂ’ﬂLﬁFHXLE%HEIEEEMF?E’J%&EO RMRTERN X BIREETEIE “/etc/X11/Xresources/*” |, ERTE
:809 X BIREETEE “/etc/X11/app-defaults/*” B, {ERIELIRTEIESIREE,

“~/.Xresources” EREARBEFEAEERRE, SEERTERFTEISHIITERN X R, BENSLR
EALEEIENEN, ERA TGRSR EMNSHIIENER,

$ xrdb -merge ~/.Xresources

28 x(7) # xrdb(1).

7.8.4 X RiIRIREIES——xterm

7E http://dickey.his.com/xterm/xterm.faq.html 5] LABE AR ZIEAAR xterm(1) B9—tI &,

7.8.5 LA root H1T X EF IR

Z25
@ AEBBERAREIERE (FI90 gdm3 ) FIRRFEEA root KU root B0RIEN X BER/EEEIEE, BE
CE$§257 EERITEEITEIRSIRIE, A root MIITEE X ZBEHRAERILEN, RN EREFEH
BERET I RERVERSR, AINE @aVEREERIR,

BIT—ES%I X ZEF iR (HI90E “foo” B root SFRIHE ) MIRSEE /52 —R1R T EARER(ER sudo(8) &,
$ sudo foo &

$ sudo -s
# foo &

$ ssh -X root@localhost

# foo &
Ny
& TZENER EEIRER ssh(l) EREEIR,

RTEX EFmMEAE X FIRE, FEEUTEE,

- EFEHEE “$XAUTHORITY” 1 “$SDISPLAY” BISS VBN EERAIERE,
« “$XAUTHORITY” RIBEHMEMIERMNERV BN HEREE,



http://dickey.his.com/xterm/xterm.faq.html
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Chapter 8

118N #0 L10N

—{EfEFREREERY ZRES 1L M17N) SAAMES R, &l 2 BT ETH,

- BIFRME (118N): (£ —{EEREEEESA R IR S ERE S IRIR
« AHIE (L10N): fE—EEREEE — BN ENESRIR,

N
7£ multilingualization ( Z5E5 1t ). internationalization ( BF&{t. ) #0 localization ( A#tuft, ) &, H§ 17, 18, ¢ 10 @
FEE "M F'n”, " 07, 31 F00” RE, EFMEERRES M17N, 118N F L10N.

GNOME # KDE SRR MBI SESH, thFiEEEE UTF-8 EXREBIRBEMRL, 1iEiB gettext(1) 2B IR ENEE
FERAM Y, EIEEM T ABBIIAARICERIEERIZ M, BIEENSNEEER, BRAEFNIREEERTESE
ElJI'-II:I iﬁiﬁ.ﬂn—.r

REBMNXFEMRRAER ASCH, EALH 127 BFx (A7 ii&kR), EHREREAT. A7 ERARERLLH
FZ2Fw, AMBBETHSFTHEERG, WRMNBNEERAR UTF-8, ErARIBAEMANNLEREFT (2
BE 841 ).

METRE2 R i18n N4A.

BAH{CIERSEC B B FHERE IR BIFR (LA RS,

( :>“$Z£I:
El_l:l

B EH 2013 S35k Debian 7.0 (Wheezy) 41, FINEABIEELSIB,

8.1 SEESEIA

Debian 4B UAfE keyboard-configuration #l console-setup ¥BEEIECE S EBERCEEBHE,

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

EASECE Linux ITHIEF X BN, W EH“/etc/default/keyboard”#1“/etc/default/console-setup”
PHIECESIB, EtF]MUAREE Linux EH1EMNFE,

A2 ASCHF, BIEFSRNESERNETFT, PINUER R, AlGr i# T 55 RBAER.
HRENES, MEZREMOBMANEZE, GINTESEETHRE Bus,



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/UTF-8
https://www.debian.org/doc/manuals/intro-i18n/
https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://zh.wikipedia.org/wiki/Input_method
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
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8.1.1 IBus ZIEMVE N
MAZEESAERAERNEERREMT:

bll ﬁg bllbll g bll

bll EE\ bllbll m bllbll *E bllbll :—Et bll

N

|
I
+-> LinUX bll *;'Z bllbll Il:p\ bll > bll iﬁ] bllbll )\ bllbll ;i bll > Gtkb”\ blthbll\ bllbll

3 b’ X

Bi8 im-config {EF [Bus RIZAVEREEE o] ARG EE 1 % Debian R4 S BIEMEA, TEIIL T —L [Bus BREEEL,

L L] MITE K | ZEMBESIRIR

ibus V:70, 1:87 1581 | {#H dbus B A VIESR
ibus-mozc Vi1, 1:2 999 HX

ibus-anthy V0, I:1 8723 | @E

ibus-kkc V-0, 1.0 214 B £

ibus-skk V:0, I:0 244 =E

ibus-pinyin V0, I:1 1434 | X (zh_CN)
ibus-chewing V:0, 1.0 415 A3 (zh_TW)

ibus-hangul V0, I:.1 288 BX

ibus-table V0, I:1 1801 | IBus %&5|Z&

ibus-table-thai I:0 47 =

ibus-unikey V:0, 1:0 318 FleES

ibus-m17n V0, I:1 187 2= E. MHEENETE

Table 8.1: IBus ZiERIEINE

kinput2 73 VA E EAMIB I YoM A& BEm N ARETFE, BEREBEIRMNR UTF-8 X IRIER(EMA, SCIM # uim TR
HER AR UTF-8 X IRIE T B LA ENRENTGA.

8.1.2 —{EHEMEF
R EXIRTE HEEIRIE (Pen_US.UTF-8”) TRENA XA EIEEEA. TES%E GNOME3 F{EMA IBus HiA:

BN NEEHEER ibus-anthy , LA im-config SFiEBRIEREE.
fEF# Shell F#{T7im-config”, A%RIE ibus” fEAHNE.

. JBIE”Settings” - ”Keyboard” — ”Input Sources” — {E”Input Sources” FHEEEE”+” _, “Japanese” — ”Japanese (anthy)”,
BT Add”.

BE HEE I #18 BIZIEHERE, MASEFTTER, (RrIEEEEESNEAR)
ENENERERE,

fEA”im-config” EasE:RE.

GIREE Ul TRKRER, :BREBRANR,

{3 SUPER-SPACE fE L £ NEZ ZEETTLNHR. (SUPER & E E Windows $#.)

HIEEUT 4R,

+ im-config(8) MR &EGF LM root REMITHRIRE GFAARE,

« im-config(8) BRIEMBMN A FRBRRTERMAZTEFERE TTE,
- FERAENEEEAD im-config(8) FERREWER, URIEMIERL.

1.

= W

2.
3

® N o v s



https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon-graph.php?packages=ibus
http://packages.qa.debian.org/i/ibus.html
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon-graph.php?packages=ibus-mozc
http://packages.qa.debian.org/i/ibus-mozc.html
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon-graph.php?packages=ibus-anthy
http://packages.qa.debian.org/i/ibus-anthy.html
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
http://packages.qa.debian.org/i/ibus-kkc.html
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
http://packages.qa.debian.org/i/ibus-skk.html
http://packages.debian.org/sid/ibus-pinyin
http://qa.debian.org/popcon-graph.php?packages=ibus-pinyin
http://packages.qa.debian.org/i/ibus-pinyin.html
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
http://packages.qa.debian.org/i/ibus-chewing.html
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon-graph.php?packages=ibus-hangul
http://packages.qa.debian.org/i/ibus-hangul.html
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
http://packages.qa.debian.org/i/ibus-table.html
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon-graph.php?packages=ibus-table-thai
http://packages.qa.debian.org/i/ibus-table-thai.html
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
http://packages.qa.debian.org/i/ibus-unikey.html
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon-graph.php?packages=ibus-m17n
http://packages.qa.debian.org/i/ibus-m17n.html
https://zh.wikipedia.org/wiki/Input_method
https://zh.wikipedia.org/wiki/Smart_Common_Input_Method
https://zh.wikipedia.org/wiki/Uim
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8.1.3 EH#H A%

WRIFAARIEB XIM ( X FHERIES] ) RETEA, R AERREIFENASEAE “$SXMODIFIERS” HI{EERES “none” e,
ErREERIEEEN, R8T emacs(1) PEA B XM AEEILNE egg BIAFEEH ibus, REILATKE shell FEITIN T &S,

$ XMODIFIERS=none emacs

27 $A%E Debian BEHITINGS, 51BIE “/usr/share/doc/menu/html” AR SEZER “/etc/menu/” &
B E.

8.2 EE/REML

x EHIER EERERNF T, (FERERRRIVEIRTELN, 10 jfbterm(1), EMAEIE X ZHIEPRERIFEM
o)

=
I:I

nux
REFENFEREENGFE X HEIER UTF-8 RISEREEF T, (X RERRENEZTFREFEENRES,
E¥MERE RG2S )

8.3 RDRIEFEERKENFITT

ERDESREN, AIEER, FREFTNAERFOIESHERSILAERNGEFEE, ERSERKIREHHES
AEETE (£ 58 Unicode 1Z2EMTEF #11 ),

BRI E RS ERRE

- gnome-terminal: 4#E - BEIE - KEER - & - HEM - EEERENFT - F

« ncurses: :REIRIEEE! export NCURSES_NO_UTF8_ACS=0,

8.4 EBSIRIE
TEEENMAER gdm3(1) BEIN X RERIE T RTHRARINESRE,

8.4.1 IIME%E,JEE %Dn%
*“ﬁ& ‘LANG=XX_YY.ZZ77" H5:ESRIBERTEAESERE “xx”. BXRIERXE “YY' 45 “zzzz” (B2R%
1.5.2 T ),

IH7ERY Debian R —ARHGESIRIBIATS “LANG=XxX_YY.UTF-8", E45={EF%E Unicode F{FER) UTF-8 4715,
UTF-8 RS A MBS MU TENERNBARL BISEMNERAEMEE, ASCIEN (RBET 7 Al EMFIFENXE ) 42
=E/EN UTF-8 B8 ( BEFTER 1 BAT4E ),

Z B Debian R EEAGESIRIBIRES “LANG=C” 3K “LANG=xx_YY” (88 “.UTE-8"),

“LANG=C” ¥ “LANG=POSIX” {$F3 ASCIl FF&,
« “LANG=xx_YY" {£F3 Unix H{E%4RIEZR 4,

“LANG=xx_YY" FT{ERINFEL{ESRHEZR I LLER “/usr/share/i18n/SUPPORTED” R#&E:R, a0, “en_us”
8 “1S0-8859-1" #mf%, “fr_FR@euro” {EH “IS0-8859-15" #4RmfS,

TN
MIBENSE, 2R% 112,



http://unicode.org/reports/tr11/
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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8.4.2 UTF-8 ESRIENENFIE

Unicode FFEERTLARRME 0 2| 10FFFF ( t75iEIH ) SRS RERETREABEHNNFET. ENREZELVEE
21 fii,

NF 4RI Z 4 UTF-8 #% Unicode FSE0EECE| —ES IR 8 B AR, HIRE ASCII EMEIE R, UTF FR/R Unicode
&, ( Unicode Transformation Format ),

BRESTNSEEEHA UTF-8 SE=181E, Al “LANG=zh_CN.UTF-8", E=BIEME —PHRE TEBAREXPER
&, B8N, “LANG=fr_FR.UTF-8” :ESIRIE T gedit(1) (GNOME RHEIINX F4rEEsE ), BE R AAERETRN,
BEREZEMEMNFRFE N EF I ABERIBETNTNFTNFEN,

BREBEZERFEA “SLANG” IRIBEERREESIRIE, F2EHBEE UTF-8 ESRIETREEMMN “Lc_*" 884Es
BHEFE (2R locale(1) ),
B4R X F ] gEE B 3E ASCII Fit, FIiNMMEIIZESLS|SEE ASCH FREA BT/,

bllllbllbll ggg bllbll gl bllbll _I%E bllbll E{J bllbll X bllbll ? bllbll"bll bll jﬁ bllbll E”E
b’’’ b’''“pb’'’'b’’ ggg b’ b’ gl b’ b’ % b’ b’ E“J b’’ ASCIIb’’"b’’

b’’’ 'b’’'b’’ %bl!bl! gl b’ ’b’’ %Ebllbl! EI\J b!lbllellb!l ?bl!bl!lbl! b’’ jﬁbl!bl! E”E
bll blllbllbll $ bllbll %l bllbll %ﬁ bllbll E/‘J bll ASCIIbI/IbII

B4 ASCI XFEHEIRA UTF-8 18, EERARREFEATEHEENATIAN, HLLER UTF-8 EE5RIELEAE(E
REERMTE,

—LEREAAERE BN REERESWLIEE. ERABEMA TEEEN, MAERSPER UTF-32(UCS4) RZHE
Unicode, I B &EBINFESRIEFEN ASCI FITEMEEHR 4 B TE, B—XH, £ UTF-8ESREL
NEFERELME,

HERIEENSERIE UTF-8 RIS RAMAE —LF T EEFRERMEKANARR, FINFASBERERNFR, MEMRT
UTF-8 ZAHNIRIFRARER LR EITRIBEXREE,

843 &

il

RIEMENRCE

RTEZRBZFEEENESIRE, VEAKESREEMNEREHEREESIRIEEN. (Debian RBAATFEFRE
REIRENTAESIRIE, MRIEMFEE locales-all MR, ) IXIEMHEESRENTEINRMUN
“/usr/share/i18n/SUPPORTED” , EFIH T EERMESRIERHE. T Ha S HEMEM ZEMFIFER
HIFFE ]I UTE-8 ;S IR1E,

$ locale -a | grep utf8

TGS EENRE locales EIZE.

# dpkg-reconfigure locales
ZiBIEER 3 EASE,
1. EFATANESRIRIIR
2. BEMmES EMRIFN
3. 7£ “/etc/default/locale” :RERMIBRAFESIRIZEL PAM EH (2R% 45 1)

TAMESRIBEIIREZESE “en_US.UTF-8" FIFMBRBEBIEE “UTF-8” KBS,

HRENRE, WBTERMNESIRIES “en_US.UTF-8", HINHERS, BRARMEMNESRIETSE “UTF-8", I8
LLERTE RV R — B &R e S0 R IR (T B R = e



https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
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8.4.4 “SLANG” IRIBEEME
“SLANG” BRIBSHNERNSERREIRENRLE,

« login(1) B9 PAM ¥ A7 Linux 2SR REIT T RYINRTE

- BEREIERA PAM HEI A/ X ENET T RYIMRTE

- ssh(1) 9 PAM ¥ &R IR HIERRNEIT TRYIAERTE

- —LEREREEEE, I3 gdm3(1) BAME X BXNERTE

- 1Bi@ “~/.xsessionrc”, X EEMEMBEAME X B NERTE
- shell BREDFS, 40 “~/.bashrc”, EAMEEEIERERNERT

"R
HBRMRTERESIRIEIRES “en_US.UTF-8" RESVEBRANMEEME.

8.45 RARXREWKERESERE

Rl MG T EBREZRIAN X RENBEESRIR, MABMRNRRERPAMER (2R%E 45 ) HIERES

RIR,

EEIRIBREMGMIREMHRITNRERER, LRHEE, IE X BEREALE, Re]ASEREREENNS N6

Froilim, SRRERERSFT (WP, HEMEERE) HESRARUATLH,

R
ME X EEEIENRATTREEES —ETRANAZE, BERE NENNSEAREESRIENERMERNGE,
#1512 gdm3(1), HMIZNLE(REESE B ERRERERE X SENESRIE,

£ PAM EERERTHW TEEITES FESRIBEMNERME, 9 “/etc/pam.d/gdm3”,

auth required pam_env.so read_env=1 envfile=/etc/default/locale

AIS1TeRAL T E AR,

auth required pam_env.so read_env=1 envfile=/etc/default/locale-x

AR, By —@ESE “-rw-r--r-- 1 root root” AN “/etc/default/locale-x" &R, #E8ET

EETT.
LANG="zh_CN.UTF-8"

RISAREERNMTER “/etc/default/locale” ERETEET,
LANG="en_US.UTF-8"

EREHESRIERBANKN, LASE gdm3(1) AEMEEEZHESRBAML,
HIRZIERN S —ERRGEZRER “~/.xsessionrc” BRRNEESRIE,
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8.4.6 1ERURIE

HRBIEMERZR (Z2RE 10.1.7 ), FEEFERBHRIGHESHEIERZS. 2EMF, NERREIERE, mount(8)
{BRR% viat FER A4 £ CP437. (IR ELAE R IR EARERY B S EIERFEHUTF-8 3 CP932.

IR
£ GNOME EEMBENKHIRIET, B EH—[EAKIE U 8885,
B U

U UIR M ERMWHEHEIE, GBRHE L/
B, EhE'Drive”, "Setting”, & utf8” Z"Mount options:”. EiE{

fRe]
U BB FRHMERS, UTF-8 FARITA T,

xR
MRMFEALE—(ERG, HEBERERIE UTF-8 RAERHINE, IE ASCI FMIERNIF2EREER 1SO-8859-1
3}, eucJP R4REE. S RFER T Bibh i8Rz UTF-8. 2R% 111 7.

TEFERRIEM T, Samba EFFHVE Fif (Windows NT, 200x, XP) {£F Unicode, {EEERIZ Fif (DOS #1 Windows 9x/Me)
R CP850. BJLA7E”/etc/samba/smb.conf” #£=4#& @, {FA”dos charset” REEEZF IR SETEZ4RIS, tE
iR, CP932 /inAHEE,

8.4.7 A{YEBENFIENZENHG
7E Debian Z#AREERIVEE 2 XHMN T E NG EIEEE, LR E A, /ZERmd . BEMFME, GNU gettext(1)
HOTEEE RIS R TEMERTE,

aptitude(8) #8, "Tasks” — “Localization” IRt —EB RN ZEMFIBBEREMTIR, LEAEIGMAM (L ERFR G
HRE

EEFIF, Re]AZLEE manpages-<LANG> BLIIRIESAMY man FMEE, £”/usr/share/man/it/” R3&
<programname> X KIFEAY man FME, 1T T EAMRLE,

LANG=it_IT.UTF-8 man <programname>

8.4.8 iESIRIEBMRE

-

sort(1) MOFTTHEF, RESRIENWHE. AU EHREESRIEHFEN K,

Is(1) AR ZESIRIBEHE. "LANG=C 1s -1” FI”LANG=en_US.UTF-8” AR IA B —EM (BR%E 9.25
).

TEBSBENKTERA . L, KERSEEP, —FE— W51, 000,17, MEEEESEED, T8
RA71.000, 17, fAILLERF RIS REBHIEERA.



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
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Chapter 9

RERIRIT

B, HAREMEERRNERRTT, KD EEHRIERIE,

9.1 screen £

HiEBAF] e EENEERE R ER R ERIAFIMS, sceen(l) R—BFEEANTER, BREEATPERIAHE

BRIELR,
]He MITE NI
screen V:127,1:281 | 1013 | VT100/ANSI ZRimiZ it es o f8 M4 im
tmux V:34,1:136 | 830 Hinfea ANEERZE (A “Contol-B” RE)

Table 9.1: 7% P] HERAE RS IEARFIFZ TR

9.1.1 screen(l) HW{EMASS

screen(l) NMERHF —ERIFRENITSEIER, EATZERF shell F2FZIZPERNELS. 582 —{EHAY screen(l) {&F

Riz=.
1. BAR—{Eimint%as.

2.

EEEEHIE _ERYE) screen,
&/ AA ¢ (“Control-A” $£&”c”) 7E screen FEMMREHI TS EIE.
2 AA n ("Control-A” ¥&n”) REZ (@ screen REREFIR.

. R, MEERBAMCNAR, EFANEEEEEMNIE, mELTIFFEERRRKRT,

fRefChEEER AN B screen BiF,

o BRZMIE R RAVABRRELR

« B\ M d (“Control-A” #£&7d”) M F TREIHELFBRHEAN
« # A\ AA DD ("Control-A” #£%&”DD”) /& screen IHRHE A
REMBENZE—EEEEE (BERARILLR ).

fEF”screen -r” &) screen.



http://packages.debian.org/sid/screen
http://qa.debian.org/popcon-graph.php?packages=screen
http://packages.qa.debian.org/s/screen.html
http://packages.debian.org/sid/tmux
http://qa.debian.org/popcon-graph.php?packages=tmux
http://packages.qa.debian.org/t/tmux.html
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9. screen BEHRRIAVEFMI _ESRIFTER screen (REFIFIBE BN ITROIER.

BN

HREREE RO ENERESR, (RFTIBE screen BIZERER, BRI UEEFREERGE—EZFEE

1T, BIRHERBRERIGERNLE.

9.1.2 screen pSHREL

£ screen 28, RT G <RBINMEREBABIREXIE
("Control-A”) JNEE(EHE [MMEISIE0] REGA. EEE - LEENGSRIBFTELTE.

BIfRE, screen FIEMSKRERER /A

BIEINEE Bz

AA 2 HERENER (BREEL)

AA C By —EFNRE L IRAZAE
AA N AT —ERE

AA P HE—ERE

A O E0RRE

AA 1 1 5RRE

A W BERREIR

AA a EAEEBMAEE Cul-A ZIEfiRE
AA h EERRENEEEEE—EER
AA H FHlR/AE R E BRI & 2l 1a S HIAC ok
AR AX HHE Kim (BhETRE)

AA d REUR T BE screen Eag

AA DD P BE screen EraEHEA

Table 9.2: screen HEE4571FR

4MET2 R screen(1).

9.2 BMETHIER

9.2.1 H&s&ETEIZF (daemon)
HBIENE/var/log/” Bt LR eMIRYEED.
« R HZEBESTEEF (daemon ) : rsyslogd(8)

28% 325 1% 3.24 5.

9.2.2 HENF

BEEEEEZMHFESITENEE ("~Gsecurity: : log-analyzer” 7 aptitude(8) #9).

CRM114 IB{HE= 2SR EHIARE, BT TRE FAIRRRE ., CIEERBHaRETERN, Btis

) N=ErSs 2N



http://crm114.sourceforge.net/
http://www.laurikari.net/tre/
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ERESD) TE N LE

Togwatch V:16, I:18 2265 | Fi Perl ERVHR P ITEEE, BHHIHRL
fail2ban V:112,1:123 | 2092 | RS S 25t Rt IP

analog V:4,1:109 3534 | web fAIfREEHGE DT

awstats V9, I:15 6910 | BAFNETEEMERI web AR HGE D

sarg V3,13 843 Y squid PITERES

pflogsumm Vi1, I:4 111 Postfix HiE R EHE

syslog-summary | V:0,1:2 30 HZE syslog HA B

fwlogwatch V-0, 1:0 479 B KiE HEE > ek ER

squidview V0, I:1 189 EYIEHN 5 # squid access.log 1832

swatch V:0, 1.0 101 BIEAIRRN. B ENHEERER S
crmild V-0, 1:0 1119 | Controllable Regex Mutilator 057 3% EREFE;E (CRM114)
icmpinfo V:0, I:0 44 fi#%E ICMP &l

Table 9.3: R#E B HTERFETIR

9.2.3 EMIAYECER shell jEE)

REEEH(ER script(1) (2R% 1.49 1) i shel FEEELE —AREFIFITAMER, SLEEFFITAINR FENT
=, {FH col(l) HFH,

$ script

Script started, file is typescript

EILEIRE------ 3% Ctr1-DBH script.

$ col -bx <typescript >cleanedfile
$ vim cleanedfile

WRREZHE script (BIE0: £ initramfs BAVRAENBIZT ), fRe]UER TERNANNE,
$ sh -1 2>&1 | tee typescript

B
& gnome-terminal Z¥BMY x-terminal-emulator HEESNGCER, REFEEIBINITEERERENIFZIEE,

-VIN
{ReJLAER screen(1) #1"AA H” (2R 9.1.2 ) RiEITIEHIET IR,

N
fREICAEFR emacs(1) #1"M-x shell”, "M-x eshell”, 'M-x term” REITIZFIER R, (RTHERAILAER"C-x
C-w" BEEHRIER,

9.24 TEHRXFEHMETR

B 5140 more(1) F[ less(1) EHRMI N EFER
52

% 145 ) MARSRMMEANEESETIE (2R% 11.1.8 1)
AJURRIMBER X FER, (EERMREES L

(2R
(2R% 146 T) ERAEREN, HIERUEES.

B
#H vim(1) FIEMN D BRLEIR view(l), “:set hls” FIUMARRIES,



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon-graph.php?packages=logwatch
http://packages.qa.debian.org/l/logwatch.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon-graph.php?packages=analog
http://packages.qa.debian.org/a/analog.html
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon-graph.php?packages=awstats
http://packages.qa.debian.org/a/awstats.html
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
http://packages.qa.debian.org/s/sarg.html
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon-graph.php?packages=pflogsumm
http://packages.qa.debian.org/p/pflogsumm.html
http://packages.debian.org/sid/syslog-summary
http://qa.debian.org/popcon-graph.php?packages=syslog-summary
http://packages.qa.debian.org/s/syslog-summary.html
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
http://packages.qa.debian.org/f/fwlogwatch.html
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
http://packages.qa.debian.org/s/squidview.html
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
http://packages.qa.debian.org/s/swatch.html
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
http://packages.qa.debian.org/c/crm114.html
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
http://packages.qa.debian.org/i/icmpinfo.html
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9.2.5 TFHAFEFIHHEIEER
“Is -1" L TERMIERAM A RERERNEVRRESIRE (HEANEZ2RESE 126 7)., “SLANG” ZEiSEExLE
B, BEcE# “$Lc TIME” E#¥EZ,

BEFESRIEERNFRRBERE VRIS ERRN C {ZEERRRA (libce BEEE ), RN, RREHY Debian ZE1T
FRBE RN ERIFRER B,

MRGEMNEEEEBHESRIENSEMBRERER, REZER® “--time-style” 5|83k “$TIME_STYLE”
HMEREERSREERE (2R 1s(1). date(1). “info coreutils ’1ls invocation’”),

AFERIVE BEIRIE B EF0 5 HRRE R
iso EE 01-19 00:15
Tong-iso EE 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso ERCNE] +0900
locale C Jan 19 00:15
locale en_US.UTF-8 Jan 19 00:15
locale es_ES.UTF-8 ene 19 00:15
+%d . %m. %y %H :%M EE 19.01.09 00:15
+%d . %b . %y %H :%M Coren_US.UTF-8 19.Jan.09 00:15
+%d . %b . %y %H :%M es_ES.UTF-8 19.ene.09 00:15

Table 9.4: wheezy 1 “1s -1" &< BSREFN B HARIRERIRA

TN
ReIAERGLRRLNBRERST P ARNIEIE, Fl0 “alias 1s='1s --time-style=+%d.%m.%y\
%H:%M'” (2R%E 159 1),

BR
ISO 8601 BIEIELE iso &1,

9.2.6 shell 7 echo HEEE:

KEBF IR ARURHY shell B echo BESA(ER ANSI & F o RBEREEE (2R “/usr/share/doc/xterm/ctlseqs. txt.gz”
ERTAEF

$ RED=$(printf "\x1b[31m”")

$ NORMAL=$(printf “\x1b[6Om")

$ REVERSE=$(printf ”“\x1b[7m")

$ echo ”${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}"

9.2.7 BEGBHIMNGS

EEMAMIRIET, SHBLTEER, EMARERSHIMBTRER, BAERE -~/ . bashrc” EIMAT FTERE.

if [ "$TERM” !'= "dumb” ]; then
eval ”"‘dircolors -b‘”
alias 1ls='1ls --color=always’
alias 11='1ls --color=always -1’
alias la='1ls --color=always -A’



https://zh.wikipedia.org/wiki/ISO_8601
https://zh.wikipedia.org/wiki/轉義序列
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alias less='less -R’
alias 1ls='1ls --color=always’
alias grep='grep --color=always’
alias egrep='egrep --color=always’
alias fgrep='fgrep --color=always’
alias zgrep='zgrep --color=always’
else
alias 11="1s -1’
alias la='1ls -A’
fi

EEEIXGSP, FEARNBZRMEHFHEENTZEZHE, EHIRIEEE” export GREP_OPTIONS='--color=auto’” #1
BIFER, ExEEs0:E less() 2B E RN BRI . EEATEEIHEH S, (B EEER, Lms+F~/.bashrc”
FIIANZE, TTLAER”--color=auto” {X&.

W
EEHAWIRER, @B TERM=dumb bash” MR shell , {RAEZHRARISLLEERRE,

9.2.8 CEXAmEEZRISFEMIEIRIRIFENF

{RBESTRC IR A EE RS 1R ARV 1R IR IFENMF.
5L Vim, FFIR FEIEE,

»qa”: FARCHRBAFT T ERFNEFE 2",
. - UREBERIRIE

.« 7q”: &EERECERE AN F T,

- "@a”: FITEEFE"a IRE”.

#15R Emacs, s51% ~ EIZRE,

« 7C-x (" FMEEE—EREER.
. - HRERERIRIF

< 7C-x )V HBREE—ERBES.
- "C-x e’ MIT—(ARBERK.

9.2.9 ik X BAENER
BLBFAFTNTH X BREINFER, 85 xtern fiR.

ERESS) TATE N
xbase-clients 1:26 46 xwd(1)
gimp V:68, 1:341 22313 | GUI =&
imagemagick 1:400 218 import(1)
scrot V:8, 1:80 70 scrot(1)

Table 9.5: BIFSHREET AYIR



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon-graph.php?packages=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon-graph.php?packages=scrot
http://packages.qa.debian.org/s/scrot.html
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EEE)] MITE PN % BH

etckeeper V:27, 1:32 162 {EH Git (jﬁ % ). Mercurial B Bazaar ( #7 ) REE(FEC & 1& 2= A0
efrTEN

changetrack V:0, 1.0 71 EARCS (B) REFEEREE

Table 9.6: 7£ VCS ki ERFFEIVETEE

9.2.10 IEHICERERMNESE

BREMNTARLIER DVCS AR EBRCHECEIERIE

HEEERTE git(l) B9 etckeeper BEEE, EREE “/etc” B VCS £HlZ2 T, EMTRIEEMAELR
“/usr/share/doc/etckeeper/README.gz",

feAE L8, #IT “sudo etckeeper init” & “/etc” #I¥AML git B, B35 10.6.5 TPATHERRALETEMEM,
(BFEZHFTREY hook 8L HERIEITE £ HAVRE,

EIRRERMEER, (RRILAMER git() RIEBHEHRER. MBRARTHRESERESCTR, CHEEHTHRERE.

B
TIJ\—ILAJ_ﬁiﬂﬁ “sudo GIT_DIR=/etc/. g1t gitk” RBE “Vetc” MWEFILH, ReJLABEWILBRFMNER
EEIEE. CBREEEMNNREERANE

9.3 EfE. EHIFIRAENIFEEED

VAR e s E R RN TR B EFIES,

ERES] MITE AN | FREA

coreutils V:891, 1:999 | 17478 | nice(1): FA¥8 TEE’JHE&{E%H ﬂﬁl&‘t

bsdutils V:673,1:999 | 393 renice(1): AEZE—{EHRITE

procps V:739,1:999 | 792 “/proc” FEREHZLE: ps(l) top(l) k111(1) watch(l)
psmisc V:427,1:845 | 679 »/proc” 8RR &% L HE.: killall(1), fuser(1), peekfd(1), pstree(l)
time V15,1279 | 82 tﬁlﬁme(l) BT —EFEX, TR RIS A4
sysstat V:161,1:183 | 1918 | sar(1), iostat(1), mpstat(1), ---: linux R4t TEEE L &

isag V:0, I:3 116 sysstat I G BTN R 45 2 E]

Tsof V:391, 946 | 451 Isof(8): fEF”-p” EIEF|HHE —ERRIZFFRAITER
strace V16, 1153 | 2367 | strace(1): EEEWN%EI“HEF

ltrace Vi1, 121 363 ltrace(1): BREEEEMFEAY

xtrace V0, 1.0 353 xtrace(1): BRIt X11 B F im0 (=] Ak 28 im < R RIEEN

powertop V:9, 1:217 662 powertop(1): RARBEFEEFHE R

cron V805, 1:997 | 263 1R3E cron(8) =T 27 (daemon ) FIHIFEHIT—EER
anacron V:409, 1:482 | 99 ARIEEX 24 N\ERITR A4S sTal, %8 cron

at V162, 1310 | 161 gFt(;;L 1:?Sz batch(l): E— AN EMNRERITERIEE 2R

Table 9.7: ESiZAIEHITZV/EBI TRIIR

R’
procps BRI TIFFEERMEE. EHRENSHINEMBRENIENIIGE. REEEMMALIMED,



http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon-graph.php?packages=etckeeper
http://packages.qa.debian.org/e/etckeeper.html
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://packages.debian.org/sid/changetrack
http://qa.debian.org/popcon-graph.php?packages=changetrack
http://packages.qa.debian.org/c/changetrack.html
https://zh.wikipedia.org/wiki/Revision_Control_System
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon-graph.php?packages=procps
http://packages.qa.debian.org/p/procps.html
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon-graph.php?packages=psmisc
http://packages.qa.debian.org/p/psmisc.html
http://packages.debian.org/sid/time
http://qa.debian.org/popcon-graph.php?packages=time
http://packages.qa.debian.org/t/time.html
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon-graph.php?packages=sysstat
http://packages.qa.debian.org/s/sysstat.html
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon-graph.php?packages=isag
http://packages.qa.debian.org/i/isag.html
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon-graph.php?packages=lsof
http://packages.qa.debian.org/l/lsof.html
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon-graph.php?packages=strace
http://packages.qa.debian.org/s/strace.html
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon-graph.php?packages=ltrace
http://packages.qa.debian.org/l/ltrace.html
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
http://packages.qa.debian.org/x/xtrace.html
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon-graph.php?packages=powertop
http://packages.qa.debian.org/p/powertop.html
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon-graph.php?packages=cron
http://packages.qa.debian.org/c/cron.html
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon-graph.php?packages=anacron
http://packages.qa.debian.org/a/anacron.html
http://packages.debian.org/sid/at
http://qa.debian.org/popcon-graph.php?packages=at
http://packages.qa.debian.org/a/at.html
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9.3.1 TEFiERS

BR/R s S WEALFZ R RORS B R,

# time some_command >/dev/null

real Omo.035s # b’ B b’'b’’ 1T b’'b’’ B bbb’ B b’ (b’ & b’'b’ A bbb’ W
bIIbII E bllbll S bIIbII H% bllbll FE? bII)

user Omo . 000s # b’ f£ b’'b’” A b’’b’" H b'’b’" & b'’b’" X b’’b’" B bbb’ B b’

Sys Omo.020s # b’ % b’'b’’ i» b'’b’" #E b’’b’” X b’’b’’ BF b’'b’’ R b’

9.3.2 HIEELIER
R HR B EIERF 2w — B2 B IERE ),

EREXIERE HIEEXIER

19 RREEIEFEF

0 RS BFEREELIERER
20 root FREIEESNELIEFER

Table 9.8: HEFZBEIEFETIR

# nice -19 top # b’ FE b’'b’" B b''b’’ B bbb’ K%
bll
# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # b’’ 3 b’'b’’ E b’'’'b’’ ® b’’

ERLEERT, BiENREFELIEFESHAREREE, N EREEGS,

9.3.3 ps&Hd

7£ Debian R4 LR ps(1) 5L EIRFSZIE BSD # SystemV %58, BEIIHEAFRNZRIEE.

BRIV BAVE AR S e
BSD pS aux FE/R%CPU %MEM
System V ps -efH FE7~ PPID

Table 9.9: ps A S HRILTITR
EH5ERE (FETHY) FIERF, {REEZ0@iB"PPID” HHAIAIRIZR ID RIZFEEM.
pstree(1) fR S RERTZF 18,
9.3.4 top s
Debian £4%8 L8 top(1) HEBEEMIFE, BENIREAIEFEBIERERITA,
Ef—EEEXNEFEN, FINEBER L #RFEEERER, &°q #RE1IEZIEN,
9.3.5 7H#—(EFZFRMEVESR

freesm@iB—{EF2fF ID(PID) 2R3 2R AT ERBAVIES, FId0, PID & 1 iERF, ERTEMNAR.
$ sudo lsof -p 1

PID=1@EAM init £
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9.3.6 [RitFEz(/EEN

{REESHERBEFZIV/EEN, (£ strace(1), ltrace(1), xtrace(1) RERHE RARMFAUFIENER, EIFAL, X11 FFiRFEAR2E IR < R
Y&,

IREE 1s arLRIR LRI,

$ sudo strace 1s

9.3.7 BRIERERNERFNERF
1R BT AR fuser(1) SRR SERIBRIIZE, I, A TEMASXMBIL"/var/log/mail. log” RMEIRZFFRIRL.

$ sudo fuser -v /var/log/mail. log
USER PID ACCESS COMMAND
/var/log/mail. log: root 2946 F.... rsyslogd

{ReILAFBRI”/var/log/mail. log” 2 H rsyslogd(8) ds L FRLEE A,
{RETLAEIE fuser(1) 2RI HERERFNER, G101, B TEMAINERIL smtp/ tep” HFMERR 7R,

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

HEMRENERI R AT eximd(8) REZIEELRE] SMTP IR (25) B9 TCP Z4R.

9.3.8 (FHETCRMREE —EHS
watch(l) EFREEEREFNT—EAGS, LLEEREL,

$ watch w

BTRMEASAZRSE, B2EEH—KX.

9.3.9 FRAEREEREE—EGST

BBLEREREMNERREBEE (BT, B%ERE, i, DRESIFHEER > . ext”.
- Shell BE A (B2RE 12.1.4 TI):

for x in *.ext; do if [ -f ”"$x”]; then command "$x” ; fi; done

« find(1) #0 xargs(1) Bt S:

find . -type f -maxdepth 1 -name ’'*.ext’ -print® | xargs -0 -n 1 command

« find(1) {EF” -exec” BIBLHMITHS:

find . -type f -maxdepth 1 -name ’'*.ext’ -exec command "{}’ \;

« find(1) fER”-exec” AT #1T —EFSRHY shell F5S1E:
find . -type f -maxdepth 1 -name ’'*.ext’ -exec sh -c ”“command '{}’ && echo ’successful’” \;

LFEMNFFRAREBEREEEMER (WESZH ), findl) ESSMREMAE, 2R8% 1015 1.



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.3.10 i GUI EI— B2

12 S FNE ( command-line interface, CLI) , $PATH IBIEE S FRIEEMN BT E —EANRLEEIBNEREH
17, 2R% 153 1,

EHBHE freedesktop.org 1Z2ERY BIIZ{EAE N E ( graphical user interface, GUI) , /usr/share/applications/ B
FREPRY * . desktop IBRAFERENN GUI EERREHR THENBLE, 285 722 1,

2@ F, chromium.desktop fEEH% “Chromium 4BIK2ER" T&H THEEABEL, FINEXRE “Name”, F2XN#
1TIRIEFNG|8Y “Exec”, FRERMER “Icon” £% (2R SEREIERE ), BEERNFUT:

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtm1l_xml; x-scheme-handler/http;x-scheme-handler/ <«
https;
StartupwMClass=Chromium
StartupNotify=true

Ere—ERAGENIRE, *.desktop ERG TEIPEKIES,

SHEIRIBEIRE $XDG_DATA_HOME F1 $XDG_DATA_DIR IRIZEEE, ZE{IF, £ GNOME 3 A:
* RERTE $XDG_DATA_HOME, (A%3fEFTRER{E $HOME/ . local/share, )

+ $XDG_DATA_DIRS #z&E % /usr/share/gnome:/usr/local/share/:/usr/share/,
E#EB (2K XDG Base Directory Specification ) F1fERTE{ BRI TR,

» $HOME/ . local/share/ - $HOME/. local/share/applications/

« /usr/share/gnome/ - /usr/share/gnome/applications/

« /usr/local/share/ — /usr/local/share/applications/

« /usr/share/ - /usr/share/applications/

* . desktop IERABZBEREIEFEEL applications BEPiETIES,

R
EEVEFERAEBESMN GUI EEIE, FETE $HOME/. local/share/applications/ B #H g —1&
* desktop &3,

Wi
TR, NRESLEERIF TR autostart BERHEI T —(E *.desktop 185, HI *.desktop EXFIETE
MR EEEEIEIERERSEENIHNT. 2R Desktop Application Autostart Specification,

R

MR, YNSR7E $HOME/Desktop Bk HEI T —fE *.desktop BRI B FAEREREEATZIEREE RME
BRIheE, RIEHEBEIRIFIEEMREXNSWMIT. /FE, SHOME/Desktop B#MEBRZBEESIRIEGH, 2R
xdg-user-dirs-update(1),



https://zh.wikipedia.org/wiki/Command-line_interface
http://www.freedesktop.org/
https://zh.wikipedia.org/wiki/Graphical_user_interface
http://standards.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
http://standards.freedesktop.org/basedir-spec/basedir-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
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9.3.11 HTEEWRENIIED
—wEXEH S —ERXEHNE., TASEEERERENSE,

- EAENRERE:

GNOME3 £ME: “BE" - “&#" - “FH@EHR" - “1EREARERX”

— KDE £ : "K” - ”Control Center 2%|H:/0»” - ”KDE Components Jt{” - ”Component Chooser Jo{4E{£85”
Iceweasel BB : “#REE" - “EHBIE" - “ERARERX

me(1): “/etc/me/mc.ext”

« %0 “$BROWSER”, “$EDITOR”. “$VISUAL” F1 “$PAGER” EiMIIRIZEE (2R eviron(7))

« BB “editor”, “view”. “x-www-browser”, “gnome-www-browser” # “www-browser” EERIFER
89 update-alternatives(1) 24t (285 147 T7)

« “~/.mailcap” # “/etc/mailcap” HERIABEAE: T FZA MIME 87 ( 2R mailcap(5) )
« “~/.mime.types” # “/etc/mime.types” ERIABEE T MIME ELBIMEIER (2R run-mailcap(1) )

N
update-mime(8) EE#"/etc/mailcap” 8RR, B E " /etc/mailcap.order” % (2 & mailcap.order(5)).

R
debianutils EXEEEIZ{E sensible-browser(1), sensible-editor(1) 1 sensible-pager(1), E1ieI A% BlIEZIFAY
R4mEEsE. 7 HIFNAARRBIE R {FHIREANEE, BIERREEIL shell 35218,

"R
ATHE X FTRITHM mutt BEOEFHERAEAREAMUEREARER, FEZGTEREREL—E X EA
A ERE “/usr/local/bin/mutt-term” RIFEEMENEEEAREN.

# cat /usr/local/bin/mutt-term <<EOF
#1/bin/sh

gnome-terminal -e ”“mutt \$@”

EOF

chmod 755 /usr/local/bin/mutt-term

9.3.12 RIE—EER

M kill(1) B@BF2F ID RFRIE (EE—EENSR) —EiERF.
{8 killall(1) 3% pkill(1) BiBfZF eGSR FHHEBMERMEIRNES.

Bk BikE= Ihee

1 HUP BB E=T:EfzF (daemon )
15 TERM 1| kill

9 KILL 7E kill

Table 9.10: kill < E ANEYIR



https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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9.3.13 EREFHISEZTHE

1T at(1) L REH— R MR TAF,

$ echo ’"command -args’| at 3:40 monday

9.3.14 TERMEFREHE

A cron(8) REITERFTEFELHE, 2R crontab(1) 1 crontab(5).
MeestfEA—BEEEFERECRHIT—ERERF, ki, foo M crontab -e” &< 37 — & crontab(5) FI1E

”/var/spool/cron/crontabs/foo”,
1518 2 —1@& crontab(5) {&RMIFF,

# use /bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is

MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR’ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It’s 10pm” joe%Joe,%%¥Where are your kids?%.%%
23 */2 1 2 * echo ”"run 23 minutes after ©@am, 2am, 4am ..., on Feb 1”
5 4~ * sun echo "run at 04:05 every Sunday”

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)” == "Mon” ] && command -args

B
HALIEBEMITHRA, L anacron REERERFNITEIRENGS, HOEBAHESMEINSREHNT, X
AT TENIERERR. 28 anacron(8) # anacrontab(s).

B

HRERARMRMEEE SN, REEHL root RFERHIT, EEHESBMA"/etc/cron. hourly/”,
"/etc/cron.daily/”, "/etc/cron.weekly/”, 8"/etc/cron.monthly/”. ELIES BRI TSR, =T
iBi@"/etc/crontab” #1"/etc/anacrontab” REH,

9.3.15 Alt-SysRq i

i AREEEIE”Magic SysRq key” (SAK &) 12 (L TER R AR EAFERVIENE , FXIBIEIR £ 2 Debian #ZIDAIFEER{E. 2 Alt-SysRq
#, EERTHRPN—(EE, SMIEMARNHFERE.

N
REI:E signal(7), kill(1) #0 sync(1) FMERIEHE EEAVHEIR,

”Alt-SysRq s”, ”Alt-SysRq u” F1”Alt-SysRq r” 48E, BEINRHMHEIEIRMIER, LrIUEREILERANIER TIESTH
RUHEER,

£8”/usr/share/doc/1linux-doc-3.*/Documentation/sysrq.txt.gz”.



https://zh.wikipedia.org/wiki/Secure_attention_key
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Alt-SysRq Z & FI5E 1TRHER
r X HFJ/Ekl, m raw &?WW@EE@
@ < £ n“
k kil S BUEE@:%‘]EIMFJ E$ ]
e 51X SIGTERM % , FRFH init(8)
i {&Z SIGKILL Uﬁﬁﬁfzr“ B%F';ﬁ 1n1t(8)
s 3 ]
u EHMURE ﬁ :EEFEEFFE EEFE%E TEREE (umount)
b reboot 2%, FAET XEREZR
Table 9.11: SAK &< ##7IR
VAV
R A EFERERE root FFRTHERIINGE, Alt-SysRq ¥4 rIBER B AR L2 EM, f£"/etc/rc. local” #H
M A"echo 0 >/proc/sys/kernel/sysrq’ sk#E"/etc/sysctl.conf” i AN"kernel.sysrq =
KX Alt-SysRq 4514,
R

i SSH #&I%%5, {REESMIBIBE"/proc/sysrq-trigger’ BARNARER Alt-SysRq 45, B8N0, # root shell
RS #MiTecho s > /proc/sysrq-trigger; echo u > /proc/sysrq-trigger” 3K syncs #1 umounts

A CHBIER R
9.4 RIFHERIT

9.4.1 HEZRGE?
(RET BB T EN A A S B ANERGE,

* who(1) BE/REHEEANE R MM,

- w(l) BTREEAERGER, MFEMIE.
« last(1) BERERAEREREANIIR,

+ lastb(1) ERERERREBZREANIIR,

N
"/var/run/utmp” ¥1"/var/log/wtmp” EFEENEREEHN.

£ 8 login(1) # utmp(5).

fReTABA N ENANER wall(l) LLEARZNE—EAE

$ echo "We are shutting down in 1 hour” | wall

JE3=
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9.4.3 fEESEEA!
52 PCI 8% & (AGP, PCI-Express, CardBus, ExpressCard ), —BI8FA{EF 1spci(8) (tBEFIN_E” -nn” IBIH) EITHEIS 8
Al LB EF

LE4Sh, {RETBAEIBRRE”/proc/bus/pci/devices” BEMANBZIE/sys/bus/pci” TEHR B R R ETIERE
Ml (2R%E 1.2.12 ).

] ATE KN | FREA

pciutils V:195,1:992 | 196 Linux PCI T E.: Ispci(8)
usbutils V:84, 1:862 324 Linux USB T E: Isusb(8)
pcmciautils V:13,1:21 97 Linux PCMCIA T B pccardctl(8)
scsitools V-0, I3 390 SCSIFERE=TE T E&: Isscsi(8)
procinfo V0, I:13 135 7 /proc”: Isdev(8) BB R MR E N
Tshw V:12,1:.94 842 EEEACE &N: Ishw(l)

discover V:41, 1:947 90 FEREE B A %t discover(8)

Table 9.12: FE§S:& A TRYIFE

9.4.4 MERERE

& GNOME # KDE BRI B RE A4, HAXBOEEMEERNENESREENEFIEE TREREE, BHIE
—EREEEFNERAN, LR —EFHNES.

e mITE X/ | ERER

console-setup V:137,1:959 | 411 Linux FHIEFEIMEERTE

x11-xserver- Utl1'8\/:282, [:534 | 511 X BRF&i% T B xset(1), xmodmap(1)

acpid V145, 1:318 | 176 B 551 H (ACPI) BB ETEER
( daemon )

acpi V:17,1:302 45 RN ACPI REENMNITE

sleepd V:0, 1.0 86 EEATHEEE, FEEAKEREBINEZETERERF (daemon)

hdparm V:408, 1:718 | 256 EIRAEEE (BRE 959 M)

smartmontools V:134,1:197 | 2117 | A SMART GBI REERA

setserial V5, 1:9 117 RIEEETEE

memtest86+ Vi1, 1:29 2391 | iclEREMEREEETHEE

scsitools V0, I:3 390 SCSIFREEE T HE

setcd V0, I:.1 35 SRR

big-cursor I:1 27 X RBBRER IS

Table 9.13: TFREREE T HYIRK

B4, ACPI 2—1{ELtt APM FEREIE R RHESS,

"R
RRLER CPU SERHEEINGE, REUEMHE acpi_cpufreq BIEMY,

9.4.5 ZRAFRFEFHEISASRE]

THEHRERFAIELERR A MM/DD hh:mm, CCYY.



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC_Card#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon-graph.php?packages=pciutils
http://packages.qa.debian.org/p/pciutils.html
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon-graph.php?packages=usbutils
http://packages.qa.debian.org/u/usbutils.html
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon-graph.php?packages=pcmciautils
http://packages.qa.debian.org/p/pcmciautils.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon-graph.php?packages=procinfo
http://packages.qa.debian.org/p/procinfo.html
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon-graph.php?packages=lshw
http://packages.qa.debian.org/l/lshw.html
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon-graph.php?packages=discover
http://packages.qa.debian.org/d/discover.html
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon-graph.php?packages=console-setup
http://packages.qa.debian.org/c/console-setup.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon-graph.php?packages=acpid
http://packages.qa.debian.org/a/acpid.html
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon-graph.php?packages=acpi
http://packages.qa.debian.org/a/acpi.html
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
http://packages.qa.debian.org/s/sleepd.html
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon-graph.php?packages=hdparm
http://packages.qa.debian.org/h/hdparm.html
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon-graph.php?packages=smartmontools
http://packages.qa.debian.org/s/smartmontools.html
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon-graph.php?packages=setserial
http://packages.qa.debian.org/s/setserial.html
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon-graph.php?packages=memtest86+
http://packages.qa.debian.org/m/memtest86+.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
http://packages.qa.debian.org/s/setcd.html
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon-graph.php?packages=big-cursor
http://packages.qa.debian.org/b/big-cursor.html
https://zh.wikipedia.org/wiki/高級配置與電源接口
https://zh.wikipedia.org/wiki/高級電源管理
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# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian Z4ARIASEIEFBRRAARMIGRE, (BEIESEESER UTC(GMT) B,

WNEREERE ( BIOS ) BFERRES UTC B5E, 7 “/etc/default/rcS” BME:RE “UTC=yes”,
TEREFHEE Debian RAAFERIIREE,

# dpkg-reconfigure tzdata

MRFHEBBERREFALEE, BEMERM ntp, ntpdate Fl chrony S ERHAY NTP fRT5,

B
£ systemd T, ZfEH systemd-timesyncd RERETHREEREY, £8 systemd-timesyncd(8).

&M,

. FETERFREFN B EAEIE HOWTO
« NTP AHRFEER

« ntp-doc &

BR
7E ntp B48MEHM ntptrace(8) AELHIRHME NTP FRFEHEZERIBIE,

9.4.6 RiRricE
5 418 T4 BT LA FA SR AR B 7 TR S48 F ncurses(3) R AALNAE,

« “/etc/terminfo/*/*” ¥&Z (terminfo(5))
« “$TERM” IRIREE] (term(7))
« setterm(1), stty(1), tic(1) F0 toe(1)

R xterm iy terminfo ¥IE Debian B xterm REFEA, BIZ{RIEEIH

EiHEfEE| Debian RAERS, (MBS NERIVK IR
BUBI“STERM”, i “xterm” B A INAEZRAVARA ( FlEN“xterm-r6” ) EBNELR"/usr/share/doc/libncursess/F
&2 “$TERM” HRiBRN.,

9.4.7 BEEM:R

FARIRFER Linux MEN TR BERENTIENH 5% Linux BET2% ( Advanced Linux Sound Architecture, ALSA ) 124,
ALSA Rt THE 28I BMZB S A4 (Open Sound System, OSS ) HIIREHER,

BR
€A “cat /dev/urandom > /dev/audio” B speaker-test(1l) KBIzHi5E 2L (*CELL),



https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
http://www.tldp.org/HOWTO/TimePrecision-HOWTO/index.html
http://www.ntp.org/
https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
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ERES) ATE P NINBELE
alsa-utils V:341,1:476 | 2283 | EEEFEA ALSARITE
oss-compat V:2,1:29 20 7£ ALSA F#E& 0SS, ¥8B5 “/dev/dsp not found” Bz
jackd V4, 1.27 9 JACK Audio Connection Kit. JACK) {a/iRES ({KZEE )
libjacke Vi1, I:13 338 JACK Audio Connection Kit. JACK) & ({KZEE )
nas V:0, I:0 243 RSN AL (Network Audio System, NAS) {a]fkz3
Tibaudio2 V:60, 1:488 165 RS NF 4 (Network Audio System, NAS ) &
pulseaudio V:350, 1:471 | 6398 | PulseAudio {aAREE, &1\ ESD
Tibpulse® V:289,1:604 | 969 PulseAudio EFImE, & ESD
tibgstreamer1.0-Py 400 1.o74 | 5280 | GStreamer: GNOME B3| 8
libphonon4 1121 680 Phonon: KDE BE&5[E

=

Table 9.14: EEEHIEE

"R

MRMREAIRIEE, BROBBRCTEERD T —EFSHELH. BANBSRRBFZHE. alsa-utils ¥KiE

BIAAY alsamixer(1) B] AR IF It A EE S F LT,

EREEFIREEEANMEEZIBESRE, trllER—ERENB S EARIRARAEEM.

BEATHEERRTERSSHE —EEANESSIE. SEREAREINERNESIZEHUNERERIFENESM

ks,

9.4.8 RSB E{R:E
PR ERE, GRTENGS,

IR wme

Linux =HIE setterm -powersave off
XRE (FFRESERE) xset s off

X R (EER dpms ) xset -dpms

XHE (BERREGUIKE) xscreensaver -command -prefs

Table 9.15: AR EERREM IR

9.4.9 FRHRAIEEE

B] AR E RS I5EE 22k 1 SR BARTIE R RS, B pespkr #ZOEAEMIBR, tha] AME) S,
bash(1) FAZIAY readline(3) 21, EBEEZEFIT (ASCII=7) i, BEELE, TEAVRIESPELESEA,

$ echo "set bell-style none”>> ~/.inputrc

9.4.10 :CIEREFEHA
EHRRER, EEEMET BN ARSI IEENERE R,

- “/var/log/dmesg” HHZLMENENEE T I FHCIERAVERAE KN,
« free(1) # top(1) BERIEARITH R AT IR ERIIERIE.



http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon-graph.php?packages=alsa-utils
http://packages.qa.debian.org/a/alsa-utils.html
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon-graph.php?packages=oss-compat
http://packages.qa.debian.org/o/oss-compat.html
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon-graph.php?packages=jackd
http://packages.qa.debian.org/j/jackd.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon-graph.php?packages=libjack0
http://packages.qa.debian.org/libj/libjack0.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/nas
http://qa.debian.org/popcon-graph.php?packages=nas
http://packages.qa.debian.org/n/nas.html
https://zh.wikipedia.org/wiki/Network_Audio_System
http://packages.debian.org/sid/libaudio2
http://qa.debian.org/popcon-graph.php?packages=libaudio2
http://packages.qa.debian.org/liba/libaudio2.html
https://zh.wikipedia.org/wiki/Network_Audio_System
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon-graph.php?packages=pulseaudio
http://packages.qa.debian.org/p/pulseaudio.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon-graph.php?packages=libpulse0
http://packages.qa.debian.org/libp/libpulse0.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon-graph.php?packages=libgstreamer1.0-0
http://packages.qa.debian.org/libg/libgstreamer1.0-0.html
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4
http://qa.debian.org/popcon-graph.php?packages=libphonon4
http://packages.qa.debian.org/libp/libphonon4.html
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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TER—EFF.

# grep ’'\] Memory’ /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k <«
data, 296k init)

$ free -k
total used free shared buffers cached
Mem: 997184 976928 20256 0 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572
{REJHEE B 51%: “dmesg H5ER{R free 25 990 MB, M free -k £5aF{R free £ 320 MB, iEEK T #8i8 600 MB -+,

AIEL “Mem:” BITH “used” BIAMIMELK “free” ®/NBVME, MR, GEEZRENR TEMIME (£LEM
FlEHEMME 675404 F1 321780 ),

2 FHY MacBook, B 1GB=1048576k :CIERE (RBERFRMAAE—LL), HBFHWT,

wE NN

dmesg A total B9 K/ 1016784k = 1GB - 31792k
dmesg FRHY free 990528k

shell FAY total 997184k

shell FHY free 20256k ({EBRRRIA 321780k )

Table 9.16: FRERICIEIER /N

9.4.11 ZRALHNTEMIGE
BRENAREETESRBERNAR, BEREHINBIEEER,
HRAR TS HENZTEMNIGE, REERTEIELHERRA,
« debsums ER§EEl, 2R debsums(1) FIZE 2.5.2 3,

« chkrootkit #8288, £ 8 chkrootkit(1),

- clamav B8 Kk, 2 & clamscan(1) # freshclam(1),

* Debian security FAQ,

 Securing Debian Manual,

ERESS] RITE KN | FREA

Logcheck V8, 1:10 100 ?i%%?? (daemon), BAEAZHA ERTHNES BBEEGE
XEEIES

debsums V:5, [:42 107 EREN, MDD REGBH ECZRREBNERETRR

chkrootkit V:5,1:24 970 rootkit 15 ;AERFE

clamav V:13, I:58 774 Unix IR mSERER—aINH

tiger V:2,1:3 7822 RS RBRETEmE

tripwire V:2,1:3 11521 | 1ERFHEsxTE MRS

john V2, 1:12 452 T ER RS L H

aide Vi1, 1.2 2063 | EfEARERERA FRE_IENMF

integrit V-0, 1:0 329 BRTEERERL

crack V0, I:1 149 ZHEERIFER

Table 9.17: AR KEZEMTEEBREN TR
THEHE—EMEMNESTS, FREEEMNFAE A EERIERTTIE,



https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/securing-debian-howto/
http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon-graph.php?packages=logcheck
http://packages.qa.debian.org/l/logcheck.html
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon-graph.php?packages=debsums
http://packages.qa.debian.org/d/debsums.html
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon-graph.php?packages=chkrootkit
http://packages.qa.debian.org/c/chkrootkit.html
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon-graph.php?packages=clamav
http://packages.qa.debian.org/c/clamav.html
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon-graph.php?packages=tiger
http://packages.qa.debian.org/t/tiger.html
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon-graph.php?packages=tripwire
http://packages.qa.debian.org/t/tripwire.html
http://packages.debian.org/sid/john
http://qa.debian.org/popcon-graph.php?packages=john
http://packages.qa.debian.org/j/john.html
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon-graph.php?packages=aide
http://packages.qa.debian.org/a/aide.html
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
http://packages.qa.debian.org/i/integrit.html
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon-graph.php?packages=crack
http://packages.qa.debian.org/c/crack.html
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# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

VIR
@ H5% debsums EREEELEAAMEETFRY MD5 1R5815, ERILEHEEWE, AT ERAT 2R
TH,

9.5 BERMFEEFRIS

{3 live CD BX, debian-installer CD LARUERURIENRRO R4, FILARIFAEM B E (RIIMEI R ENE BT,

9.5.1 HMERZEFERAER
FER SR E ISR P L@ mount. coreutils F xdu EREEBIZ (AVFE TR &1L

- mount(8) BERFT BRI EIER R4 (= HEER).
 df(1) IREIERARERARERTR,
o du(l) s B EREEANEETE,

B
{RETLARE du(8) s H EE#4S xdu(lx), REREMBREENER, FIF0 “du -k . |xdu”, “sudo du -k -x

/ |xdu” EE,

9.5.2 MEMNEERE

HRERR D EIERE, BE fdisk8) WABBIFENEE, BR parted(8) TRERERIEN.

RZE PC ERLKLHAYES|ELEER ( Master Boot Record, MBR ) /7%, i§EENEIEENRFEFESE —(ERBE, B1LBA
BIE 0 (512 1754 ),

EF =1
— LB TIEAR EAFI82/ & ( Extensible Firmware Interface, EFI) B9t PC, SIEER Intel B4 Mac, {EH 215
MM — 12385 E|FEXR ( GUID Partition Table, GPT) A%, WS IEEHNAEEEE—REARE,

BE fdisk(8) —EHRMEEHEEMRETER, {BIRF parted8) BT E.

L RE TR X/ [ GPT Bl

util-Tlinux V:891,1:999 | 4598 | Aszi5 ZEZRHBTE, BE fdisk(8) F cfdisk(8)
parted V:363, 1:561 | 304 =¥ GNU Parted, fEREZ EIE A0 RIE TV

gparted V:19,T:132 | 2046 | =¥% E? Tibparted BJ GNOME 73 Ef&4mea iz 00
gdisk V:278,1:513 | 852 St FAi GPT FERERI 7 EIiE AmBEz 1\

kpartx V:16, 1:29 87 %5 BN EE R EEHRITER

Table 9.18: FERE D EINESIREIER



https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/Live_CD
https://www.debian.org/releases/stable/debian-installer/
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
http://packages.qa.debian.org/u/util-linux.html
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon-graph.php?packages=parted
http://packages.qa.debian.org/p/parted.html
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon-graph.php?packages=gparted
http://packages.qa.debian.org/g/gparted.html
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon-graph.php?packages=gdisk
http://packages.qa.debian.org/g/gdisk.html
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon-graph.php?packages=kpartx
http://packages.qa.debian.org/k/kpartx.html
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VAV
@ FE parted(8) EMAEEAREIRABIERZS, EEAEERFNEMTARMELEEEEALE,
40 mkfs(8) ( mkfs.msdos(8). mkfs.ext2(8). mkfs.ext3(8). mkfs.ext4(8):+-- ) #0 resize2fs(8),

EE

#T1E GPT # MBR Z i, W%qgﬁhﬂﬂﬂﬂfﬁﬁuﬁﬂﬁ%flﬁli%q:'ml’ﬂé( 225
/dev/sdx mklabel gpt” 2 “parted /dev/sdx mklabel msdos” KiZETE,
=HiR MBR,

9.7.6 1) WifEMA “parted
HEE, ﬁ’rﬂﬁﬁﬁﬂ’] “msdos”

9.5.3 {EH UUID i EtE

EEMEREMRNSEIEN I BEFFNENBRIEF I ESENARBEEFTRNZF, EfRe]EREF—{E uuD
5&.:)5F'351Fﬂ FNRAR ﬁyﬂﬁlﬁﬁﬁ%jtﬂm\ﬂ’] BIOS 2 B4 EM—RMEKERIGE, £/A UUID ERNEBRE,

 mount(8) A& HAE “-U” BIERLAMFERUUID RN —EREE, MANERMIERRE, Flal “/dev/sda3”,
- “/etc/fstab” (£ R fstab(5) ) BJLA{ER UUID,
- SIEFAIER (F 3.1.2 ) thEJUA{ER UUID,

Br
{ReT BAE A blkid(8) 2RigtR —(EYFEIREER) UUID,

R’
MRFENE, KE (FINTBREHFEENE ) WREHFIUER udev R EHELFE, 28% 33 W,

9.5.4 LVM2

LVM2 E— B Linux #ZOHEEES SRS, (FH LVM2 IEE, B 2E0] ARSI B D ARERIRERE,
LVM B FIIEK,

* Linux #ZIOAP R EHRTIE ( Debian #I0FBEEZIE )
- FHEEBEEKRENMIEE ( libdevmapper* #5828 )
. FEREEEE LVM2 T (lvm2 #x8E6)

A T ER man FHBERERR LVM2,

« lvm(8): LVM2 HHIRIEREZNG (FIH TAE LVM2 %
« lvm.conf(5): LVM2 HIFEEIES

- Ivs(8): ¥REEEBEAIERMEN

- vgs(8): IRESHAMMBREN

- pvs(8): IREVIEHRIMERMEN



https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
http://www.reactivated.net/writing_udev_rules.html
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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9.5.5 EXZALEE

R ext4 tER R4, e2fsprogs BIRMMTEMNTE,

« mkfs.ext4(8) EILFHY extd FERRLR
. fsck.ext4(8) IGBEFMEEIRE ext4 1ER
« tune2fs(8) ELE ext4 &R A FKHVBARIR

« debugfs(8) BENNAVFREE ext4 IERZRME. (EB undel &

mkfs(8) F fsck(8) &5 S =

SRIRIEELMPRAMESR.)

He2fsprogs BIRHHY, RS EERAGEBIEDRIAIR.(mkfs . fstype # fsck. fstype).

R extd 1ER R4, IR mkfs.extd(8) F fsck.extd(8) (EFIHEFTSEIELE R mke2fs(8) F e2fsck(8)).

Linux ZIENB—ERERZSL, BHEMUNGS,
ERESS TE XV | FREA
e2fsprogs V:576,1:999 | 1449 | ext2/ext3/extd le =& L H
reiserfsprogs V11, 1:29 1132 | Reiserfs {8 =A% LEH
dosfstools V:128,1:524 | 235 FAT f8 %4 L E. (Microsoft: MS-DOS, Windows)
xfsprogs V:21,1:98 3191 | XFS@RAHL ILE. (SGIL: IRIX)
ntfs-3g V:186, 1:512 | 1479 NTFS f8R A% L E. (Microsoft: Windows NT, =+*)
jfsutils Vi1, 12 1577 | JFSEERZH ITE. (IBM: AIX, 0S/2)
reiser4progs V:0, I:4 1373 | Reiser4 I RZ7FZ LT E
hfsprogs V:0, I:8 356 HFS #1 HFS Plus fER &% T E. (Apple: Mac OS)
btrfs-progs V:38, 1:64 4027 | Bufs l@RAHZLE
zerofree V:3,1:94 25 1T ext2/3/4 TR R AL
Table 9.19: 2R AR EEETIR
N
Extd IERAMRRE Linux BB LTRRMIIERZ M, BIUEEBFEREERERZS, RIEFTEISHIVIERARER,

BR
Btrfs IR R 41 Linux #Zi0» 3.2(Debian wheezy) 777, EWHIEES extd4 BRAK 2B T —EFERIERA
3.
25
ERIERZOEEN fsck(8) ¥HEFMS | BEIEEETIER], RIHRENAEEFEH Bufs EERALR.
BR

—E T RRIUIERE Linux RO ZIEIIER F s

R (BRE 972 1).

9.5.6 ERAREIUMTEMRE

mkfs(8) £ Linux R4ELEBINIERZAL, fsck(8) S 1E Linux R LIRBIERR ST
EIERAMEIE, Debian IRETEIRANEHAMEAIBIT fsck,

Bt EEEINEE,



https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/e2fsprogs
http://qa.debian.org/popcon-graph.php?packages=e2fsprogs
http://packages.qa.debian.org/e/e2fsprogs.html
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/reiserfsprogs
http://qa.debian.org/popcon-graph.php?packages=reiserfsprogs
http://packages.qa.debian.org/r/reiserfsprogs.html
https://zh.wikipedia.org/wiki/Reiserfs
http://packages.debian.org/sid/dosfstools
http://qa.debian.org/popcon-graph.php?packages=dosfstools
http://packages.qa.debian.org/d/dosfstools.html
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/xfsprogs
http://qa.debian.org/popcon-graph.php?packages=xfsprogs
http://packages.qa.debian.org/x/xfsprogs.html
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon-graph.php?packages=ntfs-3g
http://packages.qa.debian.org/n/ntfs-3g.html
https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon-graph.php?packages=jfsutils
http://packages.qa.debian.org/j/jfsutils.html
https://zh.wikipedia.org/wiki/JFS_(file_system)
http://packages.debian.org/sid/reiser4progs
http://qa.debian.org/popcon-graph.php?packages=reiser4progs
http://packages.qa.debian.org/r/reiser4progs.html
https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon-graph.php?packages=hfsprogs
http://packages.qa.debian.org/h/hfsprogs.html
https://zh.wikipedia.org/wiki/Hierarchical_File_System
https://zh.wikipedia.org/wiki/HFS_Plus
http://packages.debian.org/sid/btrfs-progs
http://qa.debian.org/popcon-graph.php?packages=btrfs-progs
http://packages.qa.debian.org/b/btrfs-progs.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/zerofree
http://qa.debian.org/popcon-graph.php?packages=zerofree
http://packages.qa.debian.org/z/zerofree.html
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
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VIR
EEEHEIMIMERRR LT fsck , —MEARLEM.

<N

7£7/etc/mke2fs.conf” # & E’enable_periodic_fsck” I 8  HE'tune2fs -co
/dev/<partition_name>" SRERAHEE S 0, BErJLAEEREE, B root ERRREBEENNFRERE
KRB L, TEMIIT fsck(8) a5 L. 2R mke2fs.conf(5) F tune2fs(8).

RBR
RREN AR EBITHY fsck(8) AR 4R, vILATE"/var/log/fsck/” Bk Ti818,

9.5.7 EBRHIRIBBLIERAMR

“/etc/fstab” HEETERWBRIERARLE. HIW,

# <file system> <mount point> <type> <options> <dump> <pass>
proc /proc proc defaults 0] 0]
UUID=709chbe4c-80c1-56db-8abl-dbce3146d2f7 / ext4 noatime,errors=remount-ro 0 1
UUID=817bae6bb-45d2-5aca-4d2a-1267ab46ac23 none swap sw O 0
/dev/scd0o /media/cdrom@ udf, is09660 user,noauto O 0]
B
UUID (2R% 953 17) AIUBR—MAREEZR (Flt “/dev/sdal”, “/dev/sda2” - ) RaE A —{E
MEE,

—(EtE R R RAIBEANFHE B DB IR Fr AR SUEIEHRE TR (2 R fstab(5) #1 mount(8) ), EFEZHIE T HEL,

ooy

- “defaults” ZEIBESMTEZRIES: “rw, suid, dev, exec, auto, nouser,async”, (i@ )
+ “noatime” =% “relatime” EIBEHINFERGRAEEEN, (EFE)

« “user” BIBAF—ELBERAEHEERAK, SEEIER “noexec, nosuid, nodev” BIEMAES., (BE, B
ﬁ’SCDj?,usbeT_%zE)

+ “noexec, nodev, nosuid” ZBIEESHAREETEME, (BFE)
« “noauto” IEIGMRFIHNE, RBRAMEETEREIREASETEHE (BF)
« AR ext3fs B “data=journal” ;EIE0]LAESEFMIEFENMNTELE, EEELX—EBARE,

R

ME root ERZREFRMBERIER, FEZEORLOREMEBSIEH BRE 312 ), tku
if"'rootflags=data=journal’, E}? lenny hRA, FE:EAIH IR N & rootflags=data=ordered”. i}
squeeze R4, ’rootflags=data=writeback”.
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9.5.8 BEIBIBALIR (superblock) BLIERZRR
— A= R G ET LA R tune2fs(8) A B @B AR IR SR IBL,

. #1717 “sudo tune2fs -1 /dev/hdal” BJUAEER “/dev/hdal” tHIBERZAKBAIRNE.

« #i17’sudo tune2fs -c 50 /dev/hdal” i¥&”/dev/hdal” {ERAMLAIEE (ERLFIRFHIT fsck) SEERABE 50
RESED.

« 11T “sudo tune2fs -j /dev/hdal” BAERZGIIEHGEINEE, B “/dev/hdal” HIERZRLLNE ext2 Eifp
& ext3, (BREBENIERRREEM, )

« 11T “sudo tune2fs -0 extents,uninit_bg,dir_index /dev/hdal && fsck -pf /dev/hdal” 7E
“/dev/hdal” LHEER ext3 EIRA extd, (HRBEFMRREEM, )

BR
BE tune2fs(8) RFRBIEER, BEEMEREAMN ext2 ERAL, tHEERAR ext3 Fl ext4 IERA K,

9.5.9 TEMREL

e
@ AR EIRIEE 231, SRS (RIIEIEIANE hdparam(8) 9 man TME, ESET B HEHTELE
RAREAMIRE,

fRETBi@® “hdparm -tT /dev/hda” RBIE “/dev/hda” REREEIGARTIRE, ¥ —L(ER (E)IDEJ_ ?E’Jﬁﬁ%
{Re]AER “hdparm -q -c3 -d1 -ul -m16 /dev/hda” REZF “(E)IDE 32 fiiz38". R{A “using_dma flag”.
(%% “interrupt-unmask flag” WERE “multiple 16 sector I/O” ( &k !), KEMINEIEREAEERE,

{ReT L@@ “hdparm -W /dev/sda” 3KBIES “/dev/sda” MEREHIE NREXINAE, {REILAERA “hdparm -W 0
/dev/sda” BARAE AREXINEE,

IRKSIE CD-ROM A, (ReJUA{E”setecd -x 27 [BKRE, RKBEUNEBR4EHY CDROM HAE,

9.5.10 [EREIFIEE(L
ERERERE ( solid state drive, SSD ) BIRMBEFNIEREEIE o] LAEE T 5 A N E(L,
o {FERARHM Linux #Zit. (>=3.2)
o BV REEVRERR SR RVRERR RS,
— 1 /etc/fstab HERE “noatime” X “relatime” HIFHEIE,
« B TRIM &2,

- T£ /etc/fstab F5 ext4 ERZRM. swap HEIHE, Bufs FERTE discard HEHEIE, 28 fstab(5),
— 7£ /etc/1lvm/lvm.conf 1A LVM & “discard” JEIE, 2R lvm.conf(5),
- 7£ /etc/crypttab A% dm-crypt :8E “discard” #EIE, 2R crypttab(5),

« LA SSD MR =R N EEBL AR,
— 7£ /etc/fstab H% Brifs 337F “ssd” BiEHEIE,



https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
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- BIRRR LAV, ERMAT 10 HESHBIEEHIERE.

- 1£ /etc/fstab Fi8E “commit=600" #\&EIE, 2 fstab(5),
— &7 pm-utils EREL AR, BIELE AC BRMHET, 28 Debian BTS #659260.

5 A=
s

B B — R 5 BECS 10 HETERBEERHERENESEL,

9.5.11 {£H SMART FEHIERE LSS

{RB] A{EFHEZE SMART HY smartd(8) 8 =5TREFZF ( daemon ) REITFNECERIRAVAERE,

—_

. #£ BIOS HRZ A SMART IfjgE,

2. & smartmontools EXEEE,

BB df(1) 7Y HFERRSREN AL R E 1.

- ERMIFEIESERIERES “/dev/hda”,

4. #8E “smartctl -a /dev/hda” HIEGH, & SMART NEER B ERA,

&

- WNRBE, ®@ “smartctl -s on -a /dev/hda” BATE.

(o))

BB FIIFHEINVEIT smartd(8) R ETFEIZF (daemon ),

- jBBR /etc/default/smartmontools” #ERH “start_smartd=yes” HJFHE,
- 8@ “sudo /etc/init.d/smartmontools restart” EFRYEN smartd(8) E=~T:EFZF ( daemon ),

TN
smartd(8) & E-TEF2F (daemon ) FJLAER /etc/smartd.conf IERETEHER, EEFEE THBANE S,

9.5.12 i&E& $TMPDIR (EEEaRS{ETZ B %

BN —MRERISRTRR “/tmp” TEIERHMER, MR “/tmp” RERHANZRE, RFTIEIR $TMPDIR £
RAIEVIE E RS RT B i

9.5.13 #EiB LVM EREATRHFEEZME

TELEERSENITE Logical Volume Manager EEEHEIE (LVM) (Linux $5M) EHHEE, SMTUBSNEBSHIER
EXSMRIBEREGNANNE RN, MATEESEARFRE TETAKENEFLEE.



http://bugs.debian.org/659260
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/BIOS
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9.5.14 ERHERH —ENEBRIEREMHTRFEFZHA

MRFBE—E=HDEIRE (FIW “/dev/sdx” ), FREJLAER mkfs.ext4(1) AFEMENL, WfEA mount(8) A ERIELZ!
HEEZEZTHENER. (FTEEERFHENNS. )

sudo mv work-dir old-dir

sudo mkfs.ext4 /dev/sdx

sudo mount -t ext4 /dev/sdx work-dir

sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

B BH BB P

'R
fRLETCARER S — E=ERREGIER (2R% 965 T) FA—EEERKE (2R% 9.6.3 1), BRAVERE
FAEEEEERHETFEREINmIEM,

9.5.15 & “mount --bind” #\& 5 —EBFRIEAEGHTRREZAE

MBIRE S — (65 BIHERE — EAE T A=EN=Es% (FIM “/path/to/emp-dir™), {REJLLEREE “--bind”
SEIEN mount(8), HGEHBE —BHESESSRNES (HIM “work-dir” ),

$ sudo mount --bind /path/to/emp-dir work-dir

9.5.16 iZif overlay &} ( overlay-mounting ) »—{EB#RIBEAREHFIRFETFZR

MNRMGPES—EREERTBIBNZR (FlE, “/path/to/empty” F1 “/path/to/work”™ ), {ReJCATEEAE
V—EBFLHEEINREESEMIMEENBE R (FIa0, “/path/to/old” ), EBiEEM, REZEAM Linux 3.18 ki
IO EFhRA ( #FE Debian Stetch 9.0 S\ E #hR A ) #J OverlayFs,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/old-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty” F1 “/path/to/work” EZAIIAFIEEMDEIME, RMEEHEAN “/path/to/old”,

9.5.17 FERMSREGIERENTRFEATZRE

VIR
@ ER—ECEAMME, RLHMEEBE "HELBR RS ERILIE, BIEAER LR “4
B R,

MRFES—EREIEEE —EHETAZENTESR (Fl “/path/to/emp-dir”), {RETLAER In(8) B3I B #%
R —{BlFF IRIE LS,

sudo mv work-dir old-dir

sudo mkdir -p /path/to/emp-dir

sudo ln -sf /path/to/emp-dir work-dir

sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

Bl R IR 3% (flEn “/opt”) fERA “EHAREH", SRMNESTERRFAREITREREE,

@B BH BB e
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9.6 RiHERRIR

BAEEE T RER R B0V IRIF,

9.6.1 RAFHIFRIRIGIESR
—(ERBEEE (90, (@ SCSIZFF ATA #E “/dev/sdb”) FIHRRBRGIER “disk.img” TTLAERA cp(1)
=%, dd(1) @@ FFIF5 NI,

# cp /dev/sdb disk.img
# dd if=/dev/sdb of=disk.img

&4 PC HiIj2 = IDE WEEE —BEMES|ELEF (MBR) (285 952 ) WIEME ] CAER dd(1) Bid T3
BN,

# dd if=/dev/hda of=mbr.img bs=512 count=1
# dd if=/dev/hda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/hda of=mbr-part.img skip=446 bs=1 count=66

« “mbr.img”: FHEHEERL MBR
« “mbr-nopart.img”: REHEIERL MBR
» “mbr-part.img”: £ MBR B EIER

WMRIREEF SCSI T ATA S BEERRIENERE, 15

FTEFEA “/dev/sda” B “/dev/hda”,
WNRRERIRINEREN —(EEE D EIERIRER, REE

{EH “/dev/hdal” &EE “/dev/hda’”,

9.6.2 EEEAEE

HiREBRIBRAE R “disk.img” ATUBEB TN ARBEARN —ELRE RN REEHESE (Hla0, 55 (@ Sscs1 £&
“/dev/sdb”,

# dd if=disk.img of=/dev/sdb

U, FERES ;uffﬁﬂ%%ff** “partition.img” FILLEBTINAREARLREX/NHKRBE S SE (FlE0, £
@ SCSI £ EME—EHEFE “/dev/sdbl”),

# dd if=partition.img of=/dev/sdbl

9.6.3 HIFMIFMIRIESR

B]AEFIDE K EiliE T 7175 N SRR R K B S EE 7 EIEMRGAIHEERRE “partition.img”,

# losetup -v -f partition.img

Loop device is /dev/1loop®

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
. .hack...hack. . .hack

# umount /dev/loop®

# losetup -d /dev/loop@

ATLARS(E B0 R,



https://zh.wikipedia.org/wiki/Master_boot_record
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# mkdir -p /mnt/loop®
# mount -t auto -o loop partition.img /mnt/loop®
...hack...hack. . .hack
# umount partition.img

FTUAMER DEEE BE eSS ESEIENHEIRE “disk.ing” MEEDZIE, AACEKETEIREENEIE,

ELtFHMAFZEE T A NERREE.

# modinfo -p loop # verify kernel capability
max_part:Maximum number of partitions per loop device
max_loop:Maximum number of loop devices

# losetup -a # verify nothing using the loop device

# rmmod loop

# modprobe loop max_part=16

IREEEKEFUEE S E 16 (B9 EIE,

# losetup -v -f disk.img
Loop device is /dev/1loop®
# fdisk -1 /dev/loop®

Disk /dev/loop@: 5368 MB, 5368709120 bytes

255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: 0x452b6464

Device Boot Start End Blocks Id System
/dev/loopOpl 1 600 4819468+ 83 Linux
/dev/loop0Op2 601 652 417690 83 Linux
# mkdir -p /mnt/loopOpl
# mount -t ext4 /dev/loopOpl /mnt/loopOpl
# mkdir -p /mnt/loop@p2
# mount -t ext4 /dev/loop@p2 /mnt/loopOp2
...hack...hack...hack
# umount /dev/loopOpl
# umount /dev/loopO@p2
# losetup -d /dev/loop@

#E, {RURTUAER kpartx EXEEELHAY kpartx(8) ERII 5% & H1PR IS B RER B EIRIIR.

# kpartx -a -v disk.img

# mkdir -p /mnt/loop0Op2
# mount -t ext4 /dev/mapper/loopOp2 /mnt/loopOp2

...hack...hack...hack
# umount /dev/mapper/loop0@p2

# kpartx -d /mnt/loop®

=z
B

Rt e] MEREE K EN ARBERMIA MBR &, RESFIBMERENERIEIE, BEEEMEZEHE.

9.6.4 FIRMIIRIRRIESR

EATENARN, —EWKREIESR disk.img” 825 /FIREME S EMIRIVIESR, MB—(EFZFIRE R

&’ new. img”,
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# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

# umount new.img

# umount disk.img

YR “disk.img” IR ext2, ext3 Bk extd, {RUBPILAMER T EABRER zerofree EXE2EIHHY zerofree(8),

# losetup -f -v disk.img

Loop device is /dev/loop3

# zerofree /dev/1loop3

# cp --sparse=always disk.img new.img

9.6.5 RUFZHIMIBRIRIRIZSR

BN ERYAINER dd(1) , STBARIE—EX/NE 5GiB HZEHERIRIRIZS,
$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

BITENANERRDRE, (REEAEERMIRMRE disk. img” EEIT extd IER R,

# losetup -f -v disk.img
Loop device is /dev/loopl
# mkfs.ext4 /dev/loopl
. .hack...hack. . .hack
# losetup -d /dev/loopl
$ du --apparent-size -h disk.img
5.0G disk.img
$ du -h disk.img
83M disk.img

#hL7disk. img”, ERVERA/NE 5.0 GiB, MEBRRHEXEREER 83MiB. EEZEEFTRER M extt BERHHIE

e

AN
WHIE RN ERHR A SHREE ER S AMEN.

EIRKE o) KEHM RE FFEREMUERE, TELRERSE 9.6.3 THEIE, Tfﬂﬁﬁg’lﬁﬁﬁ parted(8) %, fdisk(8) 15
1@EZZE¥59%1%”dlsk Limg” EITHEIE, 8E29{FE A mkfs.ext4(8), mkswap(8) TE L EIEBIIIER R4

9.6.6 HI{F 1SO9660 LG5

> RB SR THYE sRiE ] LB YN N FT/RAY cdrkit 3R AERY genisoimage(1) A5 2 2KREME 1S09660 BRKRHES, ~cd.iso”,

# ogenisoimage -r -J -T -V volume_id -o cd.iso source_directory

$E(HY, BT 5| B/ 1S09660 BRE &SR, "cdboot . is0”, 8401 debian-installer 3E{ B #F#”source_directory”
RE, BAAWT,
# genisoimage -r -o cdboot.iso -V volume_id \

-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory
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https://zh.wikipedia.org/wiki/Sparse_file
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1548RY Isolinux boot loader (2R % 3.1.2 17) BIREENR.
BRTEMAR, Re]UAEBRLIFEEEETE mdssum B, TRE 1SO9660 R,

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

O

2 D

H=
(=]
5 TSRIERAGER, MwBIvDaESR Linux 1SO9600 &R A TERE bug,

S

9.6.7 HIZEE AtE=XZ| CD/IDVD-RIRW

TN
5L cdrkit T2/ wodim(1) R3&, DVD Z{ER—{EXKI CD,

{REESAEIBIN T FTREYER L T2 r AR E,

# wodim --devices

SRS/ CD-R #A CD BREN2E L HIE 1S09660 BRKRHESE, ~cd.iso” BARIKESR, UL TFIREY wodim(1)
HEEHBEANE”/dev/hda” 5,

# wodim -v -eject dev=/dev/hda cd.iso

WNRA CD-RW & CD-R, U FAAIRIIGSREX,

# wodim -v -eject blank=fast dev=/dev/hda cd.iso

BR
NRFHNEER L EENRNE CDs, E{#EA wodim(l) ZRIFEAIREEA sudo umount /dev/hda” BIREEE,

9.6.8 HE| 1S09660 MRZKIEZR

WNR7cd.iso” BE—(E 1S09660 AR, THEHH GRS F I HESEERE]"/cdrom”.

# mount -t is09660 -o ro, loop cd.iso /cdrom

BN
RRKERRENEENHFIBENE, W% 1S09660 BIVLEI CD(2RE 10.1.7 7).
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9.7 EMHIER

B, HIGTRERRERENE L TEsEN,

9.7.1 RIEFAREE EMFIER

RERMNSHE TEGURHERNAERER 0d -t x1” %<,
ERESS TE XV | FREA
coreutils V:891, 1:999 17478 | EmREFEE], B od(1) KELFEZ (HEX, ASCII, OCTAL, *+*)
bsdmainutils V:60,1:996 | 26 THEH#EE, B hd(1) RELFEZ (HEX, ASCIL, OCTAL, )
hexedit Vi1, 1112 72 TEAFTEE4REEES (HEX, ASCII)
bless V:0, L4 1028 | £IEERT N EMHI4wEESS (GNOME)
okteta V1, 1115 1508 | 2IHEETNEMIFI4REEES (KDE4)
ncurses-hexedit | ., ., 132 | TR 48858 (HEX, ASCII, EBCDIC)
beav V:0, I:0 133 EMHIEE AN 4mEE 2T (HEX, ASCII, EBCDIC, OCTAL, ...)
Table 9.20: #&MRFER _EMHIE HVEERIIR
R

HEX 2 t73& bl X hexadecimal& F B4EIEET, EE) radix & 16, OCTAL 2 /\iEfIflRXoctal & F B4ERS
73, BB radixZ 8, ASCIl BEBEMRIRIZEFER S American Standard Code for Information Interchange 4
RIMER, BEEMNREXFENE, EBCDIC RIBAEM TEMFIRIS T EAFI3#5S Extended Binary Coded
Decimal Interchange Code RIZRN4ER, 7E IBM KB 1EE R EER,

9.7.2 ENEMIRRIRIFIESR
BT AL B HEMRNEL T ERESR.

0Ee RITE K Z5AA
mtools V:10, 1:83 389 AHEEER MSDOS BT H
hfsutils V0, I.7 1884 | ANEEFAIERY HFS 0 HFS+ 8= 1L &

9.7.3 BNt
Linux D FT R EAIRAIDEEE R AR DMER R AR BN E R TSR BN K T S,

Table 9.21: NHE IR RFIERIVEIERIIR

BEERREAENEN TSR REESKEREFIIEENTA,

9.7.4 BRUERIEFZZEI DT

BRAREMERRIEMZE DI TE,

N

7 e2fsprogs FREZELER debugfs(8) <, ERZMSHER list_deleted_inodes # undel #§<, {REEZT
k18 ext2 I8 LA 4% LRIBRAER,



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon-graph.php?packages=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/hexedit
http://qa.debian.org/popcon-graph.php?packages=hexedit
http://packages.qa.debian.org/h/hexedit.html
http://packages.debian.org/sid/bless
http://qa.debian.org/popcon-graph.php?packages=bless
http://packages.qa.debian.org/b/bless.html
http://packages.debian.org/sid/okteta
http://qa.debian.org/popcon-graph.php?packages=okteta
http://packages.qa.debian.org/o/okteta.html
http://packages.debian.org/sid/ncurses-hexedit
http://qa.debian.org/popcon-graph.php?packages=ncurses-hexedit
http://packages.qa.debian.org/n/ncurses-hexedit.html
http://packages.debian.org/sid/beav
http://qa.debian.org/popcon-graph.php?packages=beav
http://packages.qa.debian.org/b/beav.html
https://zh.wikipedia.org/wiki/Hexadecimal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/Octal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/IBM_mainframe
http://packages.debian.org/sid/mtools
http://qa.debian.org/popcon-graph.php?packages=mtools
http://packages.qa.debian.org/m/mtools.html
http://packages.debian.org/sid/hfsutils
http://qa.debian.org/popcon-graph.php?packages=hfsutils
http://packages.qa.debian.org/h/hfsutils.html
https://zh.wikipedia.org/wiki/RAID
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ERESD) ATE P NINBELE

par2 V4, 1:15 271 FERBIERERTE, E’S BB MEERER
dvdisaster V:0, 1:2 1741 | CD/DVD ¥ERBEMHE &/ JiRR

dvbackup V:0, 1:0 413 {EF MiniDV ﬁﬁ?ﬁ%ﬁl%ﬁ rsbep(1))
vdmfec V0, 1.0 97 FEHRIEAEREE KR

Table 9.22: EMERFMEE TR T RIIR

ERESS TE ) E‘ﬁﬁﬁﬁ
testdisk V:3,1:38 1426 | HElBEENEERENERIER
. . Lﬁ’e‘n‘nﬁiﬁi magic fi {_LTB“HRZ'V)UET“*E’JIQ (5% % man
magicrescue V:0, I:3 259 file T T RBLIR)
scalpel V-0, I:4 87 BE. B BeRERIER
myrescue V-0, 1:3 83 TR EEIREREFRER
extundelete Vi1, 11 148 IBMIFR ext3/4 BRZR EHERNERRER
ext4magic V-0, I:4 233 TREMER ext3/4 BEZ G LRRERNERER
ext3grep V-0, I3 281 mﬂﬁlﬂ
scrounge-ntfs V:0, 1:3 50 NTFS 2R 2RIV ERRIEIEN
gzrt V:0, I:0 33 gzip KB T EE
sleuthkit V2, 1:24 1511 | 32Ei%  TE (Sleuthkit)
autopsy V:0, 1:2 1027 | SleuthKit BIER{L T E
foremost V:0, I.7 104 REERRZEITER
guymager V:0, I:.1 1030 | ERf QqBIZEFRIE
dcfldd V0, I.5 106 IEERREY dd, ARZEFEE

Table 9.23: BRHERIREFBI D ITEEEBTIR
9.7.5 IBRIEXRNDMZE/NER

=—ﬂ§l’f"'="*7btﬁﬁ?ﬁ ERITRIBHE, (REZERN ZRIKIEER RS E/\E 2000MiB FNMESR, THIRBIEEL/IVE
EHABVRIMESR,

$ split -b 2000m large_file

$ cat x* >large_file

Ny
A THHILERER, BREFRIBEMLX” FHERESR,

9.7.6 ETHEENS

AT ARBENAFERZENERNNE, F2A m() f<EMRIERARBIIMNTIER, BASERERA&EE
mLHITIWHRNEERER, UTRBRERANBIIERET A,

$ :>file_to_be_cleared

9.7.7 BFNXH
THEMNGSAIERETF IS,



http://packages.debian.org/sid/par2
http://qa.debian.org/popcon-graph.php?packages=par2
http://packages.qa.debian.org/p/par2.html
http://packages.debian.org/sid/dvdisaster
http://qa.debian.org/popcon-graph.php?packages=dvdisaster
http://packages.qa.debian.org/d/dvdisaster.html
http://packages.debian.org/sid/dvbackup
http://qa.debian.org/popcon-graph.php?packages=dvbackup
http://packages.qa.debian.org/d/dvbackup.html
http://packages.debian.org/sid/vdmfec
http://qa.debian.org/popcon-graph.php?packages=vdmfec
http://packages.qa.debian.org/v/vdmfec.html
http://packages.debian.org/sid/testdisk
http://qa.debian.org/popcon-graph.php?packages=testdisk
http://packages.qa.debian.org/t/testdisk.html
http://packages.debian.org/sid/magicrescue
http://qa.debian.org/popcon-graph.php?packages=magicrescue
http://packages.qa.debian.org/m/magicrescue.html
http://packages.debian.org/sid/scalpel
http://qa.debian.org/popcon-graph.php?packages=scalpel
http://packages.qa.debian.org/s/scalpel.html
http://packages.debian.org/sid/myrescue
http://qa.debian.org/popcon-graph.php?packages=myrescue
http://packages.qa.debian.org/m/myrescue.html
http://packages.debian.org/sid/extundelete
http://qa.debian.org/popcon-graph.php?packages=extundelete
http://packages.qa.debian.org/e/extundelete.html
http://packages.debian.org/sid/ext4magic
http://qa.debian.org/popcon-graph.php?packages=ext4magic
http://packages.qa.debian.org/e/ext4magic.html
http://packages.debian.org/sid/ext3grep
http://qa.debian.org/popcon-graph.php?packages=ext3grep
http://packages.qa.debian.org/e/ext3grep.html
http://packages.debian.org/sid/scrounge-ntfs
http://qa.debian.org/popcon-graph.php?packages=scrounge-ntfs
http://packages.qa.debian.org/s/scrounge-ntfs.html
http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon-graph.php?packages=gzrt
http://packages.qa.debian.org/g/gzrt.html
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon-graph.php?packages=sleuthkit
http://packages.qa.debian.org/s/sleuthkit.html
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon-graph.php?packages=autopsy
http://packages.qa.debian.org/a/autopsy.html
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon-graph.php?packages=foremost
http://packages.qa.debian.org/f/foremost.html
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
http://packages.qa.debian.org/g/guymager.html
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon-graph.php?packages=dcfldd
http://packages.qa.debian.org/d/dcfldd.html
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$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

{RAG 23R T 714,
- ”5kb.file”  5KB &,
« ”7mb.file” 2 7MB EHLEE,

« "zero. file” tHEFR—1E 0 FEMXH., MBEEXHEZAREE, BEN ntine BREH, MENNBSHUER
RISTE,

- 7alwayszero.file” —E=—{E 0 FEXH, NREFBXEHZRIFE, HEMN ntine EHEH, MENATER
5%%0

9.7.8 IE[REIRIENE
BH4ESERTLOEBRES FRERRE SR, bR, £7/dev/sda” £#) USB iCiEaens

I\
@ EHITIERNG L ZHI, (REZ mount(8) Ar$ RI&R USB ieiB M EIAIE, "/dev/sda” IERMEE
PIRE R R B R(E RN SCS| IFREELZ serial-ATA FERE,

WTFATREBAERE 0 B RIEMRER EAMBEEMN,
# dd if=/dev/zero of=/dev/sda

TN RABHERNERNA N RIERAAEERN,
# dd if=/dev/urandom of=/dev/sda

T RABREHNERNVRSMIRRAMBEER.

# shred -v -n 1 /dev/sda

A% dd(1) SLEFZ 7] 5|18 Linux CDs (740 Debian £ ) LAY shell IRIE FERRRIFR, (REEMEEBRGAN
g, Blul”/dev/hda”, ”/dev/sda” EEEE FHITIERG LR ERELLTENRLE,

9.7.9 EFRIERF LHIRERREN

TER¥ (X USB iLiE#E ) EREAMEE, el “/dev/sdbl” mJEENAB SR RIZMRINER, BAMMEAE I
RTIERAZARADNEL, ELr] LB RERE KIER.

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk
dd: writing to ‘junk’: No space left on device

# sync
# umount /dev/sdb1

O

Hﬂ= ]]H:

209 USB iiERRRBEEKRAT T, BEERTE. Kab5 BERNERMEFREME ] ERE

RERRRRT,

I=;t‘ {ai I}
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9.7.10 IECEMPRIEAKFRIAIIES

BMEMRANINOMBR T REHER, RESEERNAR —LEAREIMER (FFSER), MiBLERETEN.
EATFAEF

$ echo foo > bar

$ less bar

$ ps aux | grep "less[ ]’

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar

$ rm bar

$ 1ls -1 /proc/4775/fd | grep bar

lr-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> 2 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 > 3bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

BRERET lsof MEBEMEHE, ERI—ELIFERITHUTGHL,

$ 1ls -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 > bar

$ 1ls -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.7.11 &R BEEL

BIEEANIESR, REMER"s - 117 .

$ 1s -1i
total o
2738405 -rw-r--r-- 1 root root 0 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo

”MZ%WWWMLmﬁﬁvwm,ﬁTMHﬁELM B inode SEER R 727384047, ERIEFI B EEMNIEEL
S, MBI B (BT ITRINIEELIESE, (RrILAE® inode 3ERENE, LN, IR TEMANE 0727384047

# find /path/to/mount/point -xdev -inum 2738404

9.7.12 Ao RUEEZTEIBFE

FrERREEREMIRE, MATBRMERZE, EEMMAREAREEN du() MER. BELRMIRIVERMFIA
Ky, BJRAER THEEY I,

# 1lsof -s -X / |grep deleted



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
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9.8 ENINZERR

TR CAMDIEEI R R PC BIER T, EIAEBRILAEESIETS root FFR]1E, FAMMERY PC EMIFTBER (RE 474 13)
EERZEAZBBRRELRN PC MABMLAEREEMANHBENNT S, BUAREENNERRRE
e GNU BASTRE (R 103 ) s]AEHERETINE, BEFE—LEABIRNIIF,

dm-crypt A eCryptfsifi@ Linux #Z/OEHRR/VHERERFEERAMBENE RN

ERESD) ATE A/ | FREA
cryptsetup V:29, .78 402 sl INZRREEREATEIV (dm-crypt / 3LUKS )
. AT ARINEZENREEZEN EEFHEHE/ERETRNERE
cryptmount V4, I:5 228 2 ( dm-crypt / LUKS )
ecryptfs-utils V:3, I:5 460 A AREEIIZRERARIERTELR (eCryptfs)

Table 9.24: B IIZ THIIR
Dm-crypt ;& —{E{EF device-mapper INZRAIIER L 4. Device-mapper EIIR—{EIRIEE R 5 5p—1E,

eCryptfs RARIN—EMBIERZRR, EATHEHBERZR, HEERARICEECHBECHIERAEN—EES
Btz k.

@ NIy

ENNZEEFE CPUREFEIR, REGHENE,

JE=
1Bi1@ debian-installer (lenny S E#ThR), E{E Debian ZR4REELNH 52 —EMNZERIFERE L, R dm-crypt/LUKS
F0 initramfs.

N
2% 103 NERAE=EMZEATFEN: GNU Privacy Guard,

9.8.1 f{EF dm-crypt/ILUKS NN ENhiiRE

R BAFdm-crypy LUKSINB AR EFIRERE LEX, FIMNEEHAE “/dev/sdx” £ USB ik, MRAFRMT
TR EIC eI,

# badblocks -c 1024 -s -w -t random -v /dev/sdx
# fdisk /dev/sdx

.. llnll leII "1" llreturnll llreturnll IIW"
# cryptsetup luksFormat /dev/sdx1

# cryptsetup open --type luks /dev/sdx1 sdx1

# 1s -1 /dev/mapper/

total 0
crw-rw---- 1 root root 10, 60 2008-10-04 18:44 control
brw-rw---- 1 root disk 254, 0 2008-10-04 23:55 sdx1

# mkfs.vfat /dev/mapper/sdx1

# cryptsetup luksClose sdx1



https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon-graph.php?packages=cryptmount
http://packages.qa.debian.org/c/cryptmount.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/ecryptfs-utils
http://qa.debian.org/popcon-graph.php?packages=ecryptfs-utils
http://packages.qa.debian.org/e/ecryptfs-utils.html
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/Device_mapper
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/Debian-Installer
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
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A&, E ?TLTUIE%E’J?‘%R%EF&%T {540 GNOME S =] BA{#E A gnome-mount(1), #1&§2”/media/<disk_label”,
ARBEEERBAZE (2RE 10.1.7 1), FRANSEANENEZNERN, R MEERICREMENESR
?3‘6 1§IJ§ZIIIFH”mkfs ext4 /dev/mapper/sdx1” IBEEIILE extd,

==
MREHERNWZEUBERRS, BAIRFRERS K (ELARAIFH badblocks” &< ). HASERIFIEE
FEERSE,

9.8.2 F dm-crypt JIZZHY3I 5 EiE

FEHMRERIFRETH” /ete/fstab” BEUNTREA,
/dev/sda7 swap sw 0 0O

R BAER dm-crypt BiE 0T FERR AN BRI ZIR 5 B,

aptitude install cryptsetup

swapoff -a

echo "cswap /dev/sda7 /dev/urandom swap” >> /etc/crypttab
perl -i -p -e "s/\/dev\/sda7/\/dev\/mapper\/cswap/” /etc/fstab
/etc/init.d/cryptdisks restart

H H A K H

Swapon -a

H*

9.8.3 {EF dm-crypt/LUKS B EiNZ=A0hERE

F3 dm-crypt/LUKS £”/dev/sdc5” EE2ITRINNZERERE o] LAR AN T S BREMEE)”/mnt”:

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdc5: ****

$ sudo lvm

lvm> lvscan

inactive "/dev/ninja-vg/root’ [13.52 GiB] inherit
inactive "/dev/ninja-vg/swap_1’ [640.00 MiB] inherit
ACTIVE "/dev/goofy/root’ [180.00 GiB] inherit
ACTIVE "/dev/goofy/swap’ [9.70 GiB] inherit

lvm> lvchange -a y /dev/ninja-vg/root

lvm> exit
Exiting.

$ sudo mount /dev/ninja-vg/root /mnt

9.8.4 Fi eCryptfs HENNNZEE
&aTABeCryptfsfll ecryptfs-utils 8% ~/Private/ FTHEIMIERBENMNE,

- RIBTEYIRRIIT ecryptfs-setup-private(1) MiRE ~/Private/,
« IBIBHEIT ecryptfs-mount-private(1) BYFE “~/Private/”,
- BBEIREFHERBENR"~/Private/” WiIRIBE KRB FIEEL,

- {®3#: »~/.fetchmailrc”, ”~/.ssh/identity”, ”~/.ssh/id_rsa”, ”~/.ssh/id_dsa” f1”go-rwx” Y
HittEzx

- BEUREN BSRBENE ~/Private/” MF B SRP IR E REIIFIRELS,



https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
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- {®32: "~/ .gnupg” F”go- rwx BFYEth B &%
- E371f “~/Desktop/Private/” 3 “~/Private/MIfIEiELE, BIRE HENSERE,

BT ecryptfs-umount-private(1) {£F”~/Private/”,

- EIREEMBZEER, A “ecryptfs-mount-private” H<RE “~/Private/” Bif,

—|

"R
&% eCryptfs A2 R EMMMZHRER, EHIEBELLMER dm-crypt 7£ root 3("/home” REMZNRE LIS,
EAFTEEMFROMR LTS, ERENEREERARMETENNWENL,

9.8.5 HENE eCryptfs

MRIEBEREHNEANZEARENZ T, BeJLLEIB PAM ( FliGH SN ERERE ) BEILEE eCryptfs,
f£7/etc/pam.d/common-auth” fEEHE)”pam_permit.so” FIHA T HEIVT.

auth required pam_ecryptfs.so unwrap

f£”/etc/pam.d/common-session” IEEFHEA TEMNITERRE —1T,

session optional pam_ecryptfs.so unwrap

£”/etc/pam.d/common-password” FRYE—EFZENTIEA T EAVIT,

password required pam_ecryptfs.so

ERERE,
B
PAMMECE SRR PIREEIEGEEB CMARIN, B2HEE 4 &,
NIy

WRMFERMRECHEABBEARGNZEER, NMENEHNEREEABBNREE K (BRE 4.3
), RIMFERERE T —(E8ZE, SARMWERNARERRET, ERABTECEANE, ARWITE
MR R BREE (B2 RE 4.7.4 ),

9.9 &k

HHZIERIZRE, Debian (EREREEER 5 EEMAE (LAY Linux #il.

9.9.1 Linux #%il» 2.6/3.x
FRSIRL 2.4 BRERER, Linux AZiI0HY 2.6/3.x ARE —Le(EEE =454,

- HEBH udev RAE (BRE 33 ).
- 385255 IDE CD/DVD &, ~HBf#ER ide-scsi 1&4H.
. {BIREIBIBINAE(FH iptables #ZDVEAH.

Linux hRZAHE 2.6.39 BER 3.0, MEER—EEEZMHRMCNE, thESE 20 EBEFLESH.



http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Password_strength
https://zh.wikipedia.org/wiki/Password_cracking
https://zh.wikipedia.org/wiki/Password_cracking
https://zh.wikipedia.org/wiki/Linux_kernel
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9.9.2 5|8
#2Z Linux 8o R TENA R, B80S 8REE,

« 105|218 bootloader HJ1A1L (B2 RE 3.1.2 )
o 818 sysfs ARZIDS I8, FEFRITRFEIR sysctl(8) IR (B R%E 1.2.12 1)
- B—EEBEMRIARS, 1818 modprobe(8) 5| EUREREIRASIE, (B2R%E 9.63 1)

2B8”kernel-parameters.txt(.gz)”#l linux-doc-3.* BRFEEUIRHAIE EERAN M (*/usr/share/doc/ linux-d

9.9.3 ZIMEFEIESE

k*BﬁJ‘%L&T%EE—FFﬁEVIUF“E R, NMRGERFEREMREE, EESERHEZPEL, 7 Debian
R b, TEEXREMNT Llibce-dev BXEEE (K glibc [RHRBEEI) B#AY, #E”/usr/include/linux”
F07/usr/include/asm” BHIIETEIEZ,

EE

¥ b’\ miE LR OMBENEN, EEWMBEKIEERSMRZNZOEAFM automounter
% & <T & (daemon) ¥ X (amd), M W BB EHEMNZ O EZEEZXI BKREE L
tll]"—I/usr/src/linux—particular—versmn/include/" B {R 19 & £ %1, module-assistant(8) (& Y &

7 m-a) EENHFIEBENS—ENE S EEME RO REIREIREIEE.

9.9.4 ‘#“miENZOFINERGIELE
Debian B'E B 275 R R 4mEEZ OB RAIEAE,

ERESD) ATE NI L:

build-essential | | qq 20 %237 Debian $X82 AT BHIEEEE: make, gec,

bzip2 V:157,1:970 | 122 bz2 FE R AE T E

libncurses5-dev 116 6 ncurses BEEEE BRI

git V:305, 1:478 | 35040 | git: Linux OMERPI SR IVREAEGIR AR

fakeroot V:35,1:521 | 228 #37E root EAE EERRE R —TEEEHY root IR
initramfs-tools V:371,1:989 | 112 #37 initramfs A T B ( Debian (R&G )

dkms V:70, 1:219 294 ENREIZIDIRAESZ I8 dynamic kernel module support (Elf\MS) CER)
devscripts Vo, 157 623 ?E:f;f;g;%gs maintainer Debian BEEE N EHTE S

Table 9.25: Debian R4 % IDRE R = X R EEZHMIEERTIR

WRMRTESE 3.1.2 T{EMA initrd, 53— EBI58 initramfs-tools(8), update-initramfs(8), mkinitramfs(8) [ initramfs.conf(5)
R E.

25
TE4R:E Linux BRIV RIATERS, BAEMEM /usr/include/ linux” #1”/usr/include/asm” [R5 15t
(EEgA: "/usr/src/linux*") BRI THEL, (— LB EFER SR



http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon-graph.php?packages=build-essential
http://packages.qa.debian.org/b/build-essential.html
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon-graph.php?packages=libncurses5-dev
http://packages.qa.debian.org/libn/libncurses5-dev.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon-graph.php?packages=fakeroot
http://packages.qa.debian.org/f/fakeroot.html
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon-graph.php?packages=initramfs-tools
http://packages.qa.debian.org/i/initramfs-tools.html
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon-graph.php?packages=dkms
http://packages.qa.debian.org/d/dkms.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon-graph.php?packages=devscripts
http://packages.qa.debian.org/d/devscripts.html
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R
E7E Debian stable WR#E4msERFTHY Linux #Z0ES, FIREFR E(EH —LE1E Debian unstable hk# backported [6]
BRENRMRAN TR,

ES=

dynamic kernel module support (DKMS) EjfEiz/0MEAEZ 18 B — BV DBV IBIIESS, WERETRARAFFEERMNZ
IDRABTE AR S BEMZOBIER T AR, E0] ARREZEZOZINSE SN ERaIIEAE, L&EM\H%&*&IDE?;, Ebi
EEAERBEEGE,

9.9.5 #miEZDRIATS: Debian #ZiIOBEFKIERS

i€ £l DRI TS AR 2 E LA D T EMIFIE, (REEERBTERME"deb-pkg” ¥,

sudo apt-get build-dep linux

cd /usr/src

wget http://www.kernel.org/pub/linux/kernel/v3.11/linux-<version>.tar.bz2
tar -xjvf linux-<version>.tar.bz2

cd linux-<version>

cp /boot/config-<version> .config

make menuconfig

B BHBHBHRPR PR

make deb-pkg

&

N
linux-source-<version> EXEEE{FEMA"/usr/src/linux-<version>. tar.bz2" £{#%H Debian # T #Y Linux #Zi»
[RG5S,

1% Debian /D RIATEEREE B ARE T E MY _EM G S, (RIEE{EA debian/rules.gen” #fJ”binary-arch_<architect
i,

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*
$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

EPEE

W

=111

NS

* Debian Wiki: KernelFAQ
* Debian Wiki: DebianKernel

+ Debian Linux /03 https:/kernel-handbook.debian.net

9.9.6 MERSERENFIZRE

MEREERH R MITEBZEAR G LIRS, KEFDIFEERENIREREHEE, ERXRBIEEIEN Debian #ZILEIEEE,
BTE main Eig,

« GPU EEE)

— Intel GPU BEE/f) (main)



https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://wiki.debian.org/KernelFAQ
http://wiki.debian.org/DebianKernel
https://kernel-handbook.debian.net
https://zh.wikipedia.org/wiki/Graphics_processing_unit
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— AMD/ATI GPU B&&f) (main) 0/
— NVIDIA GPU 5&&f (nouveau ERENFITE main , MR T B _ENIHISREN, BITE non-free.)

« Softmodem EREf

— martian-modem # sl-modem-dkms EX§2E (non-free)

PR ATERE FMFERFS (L3R, CPU microcode, GPU #i1THIBRFEFE, 3 FPGA / CPLD &4} ) B8 ED
BEREAEHNEEE, ERESYEEHNESERERABMNEN, TEMGINRIESBHEEEE.

« firmware-linux-free (main)

« firmware-linux-nonfree (non-free)
« firmware-linux-* (non-free)

« *firmware (non-free)

« intel-microcode (non-free)

» amd64-microcode (non-free)

“'rﬁ

non-free #1 contrib AEXBEEI AN E Debian %‘%E’J—*B . BEXFAFNEA non-free f contrib EiHMES

I%-:
, 1E56 2.1.4 TEER, RESEEEE 2.1.5 HEMEA ﬁ% non-free l contrib BEEREE &ML,

9.10 EBILARG

BIRERAERAS, RMEEEREKS LRRRITSERE.

®’R
£ B http://wiki.debian.org/SystemVirtualization.

9.10.1 EHLIE

PRT B EERY chroot THEY), Debian LiEB—LEHRAGRMRERCRIERNIEE, SLRBEENEMREILERAR.
2 BH#E TRl Comparison of platform virtual machines RIS REIEEM EE LR RIFFMALLE B,

9.10.2 EBCIER

:ﬂz

L@Fﬁ?ﬁa AMITHEERTE squeeze BYCAERIRRA 2] Y,

xR
B¢ lenny Z, T8:&H Debian DR ZIE KVM 89,

BMERC TR R AT ZE 28R,
- BUTHERRAS (B sRme),



https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Softmodem
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
http://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/Emulator
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
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[ YESD) mITE KAV | ZREA

schroot V:7,1:10 2708 | 7E chroot F#{T Debian —EMFIBHEE T E

sbuild Vi1, 14 286 & Debian [RIAAE#E 72 Debian _EMNGIBEHTE

pbuitlder V:2,1:16 966 Debian EXFE RAVFT ELEREE

debootstrap V:6, 1:63 298 EE—EEZXR Debian Z% (B sh B8Y)

cdebootstrap V-0, 1:3 116 FEZE —{& Debian %4t (FH C B/)

virt-manager V:10, 1:42 2298 Pe=1Eas: HE HIER

Ubvirt-clients |y 3 6 1167 | libvirt BYEFERE

bochs V:0, I:1 7194 Bochs: IA-32 PC &%t zs

gemu [:34 94 QEMU: RIRF B EIE Ik 5

gemu-system .21 95 QEMU: 2INEERRIIER —ERLH

gemu-user V0, I:13 89671 | QEMU: FRERENAIER —ERLH]

gemu-utils V:11, 1:107 6083 | QEMU: LEE

gemu-kvm V:10, I:61 107 KVM: x86 1§82 L5 fEh=snb) kLRI EERT

virtualbox V:12, 1:16 106495 | VirtualBox:i386 #1 amd64 E x86 P E Bt L BRR S 5=

xen-tools V0, 4 727 FATRETE debian XEN Rt IResi) T E

wine V:19, 1:82 192 Wine: Windows EFfEIEsvakaT T A B 1R (IR EHF)
. BE = F Bxaz

dosbox V2, 118 742 ggglaé%x).{ gf Eggﬁdgyg/Herc/CGA/EGANGA/SVGA BR+, B8

dosemu V0, .2 4891 | DOSEMU: Linux DOS TRt

vzctl V0, I:1 1112 | OpenVZ fAfRBERCERAE - EH LE

vzquota V0, I:1 236 OpenVZ FIRBERTERAR - HEETE

Ixc V:10, I:15 18761 | Linux Bzs EHBE LE

Table 9.26: E#{L THEYIT

- BE#BieILABiE mkdir -p /path/to/chroot” 37,

— [RIAAVRREPRIRAE SRACZHER dd(1) B3 (B R5E 9.6.1 TFE 9.65 ).
- qemu-img(1) BESEIIFNE(Y QEMU X ERIFEIEIRIRIES.

- [REEHAEINFD VMDK fER1ET, RESEREHR (L TEREAEE.

* {£ /3 mount(8) N SRR GRIER R M (AIIK).

- HRERUERGIESR, ICTFADRES o £ BHM £BHE. (B2RF 963 ).
— ¥15% QEMU ZIERIFERERRE, IBEFIYEZS network block device 4BRIRIEBHE (R RE 9.103 ).

- TEEERAR LBEZTENRAEN,
- {¥F debootstrap #l cdebootstrap ZHEMENRIFREEIFEEBE (2RE 9.104 ).
- BRI B T EREERALTRES.

- EERARETHIT—ERER,

— chroot IRIEEANERLIRE, BHAGEEEEMEZEN, FITIZEIRER, M1TERETERER daemon.
- QEMU R FEFER CPU 1S,
— QEMU #1 KVM i&if hardware-assisted virtualization A fe#HEN E# (L RIZ M 2 IHRE R R IEER.

— VirtualBox B] ATE i386 #0 amd64 L, {# A& A~ & A hardware-assisted virtualization ## fassB E (LR IRt 2 THEE
RIRIEE.



http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon-graph.php?packages=schroot
http://packages.qa.debian.org/s/schroot.html
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon-graph.php?packages=sbuild
http://packages.qa.debian.org/s/sbuild.html
http://packages.debian.org/sid/pbuilder
http://qa.debian.org/popcon-graph.php?packages=pbuilder
http://packages.qa.debian.org/p/pbuilder.html
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon-graph.php?packages=debootstrap
http://packages.qa.debian.org/d/debootstrap.html
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon-graph.php?packages=cdebootstrap
http://packages.qa.debian.org/c/cdebootstrap.html
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon-graph.php?packages=virt-manager
http://packages.qa.debian.org/v/virt-manager.html
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon-graph.php?packages=libvirt-clients
http://packages.qa.debian.org/libv/libvirt-clients.html
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
http://packages.qa.debian.org/b/bochs.html
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu
http://qa.debian.org/popcon-graph.php?packages=qemu
http://packages.qa.debian.org/q/qemu.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon-graph.php?packages=qemu-system
http://packages.qa.debian.org/q/qemu-system.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon-graph.php?packages=qemu-user
http://packages.qa.debian.org/q/qemu-user.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon-graph.php?packages=qemu-utils
http://packages.qa.debian.org/q/qemu-utils.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-kvm
http://qa.debian.org/popcon-graph.php?packages=qemu-kvm
http://packages.qa.debian.org/q/qemu-kvm.html
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon-graph.php?packages=virtualbox
http://packages.qa.debian.org/v/virtualbox.html
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon-graph.php?packages=xen-tools
http://packages.qa.debian.org/x/xen-tools.html
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon-graph.php?packages=wine
http://packages.qa.debian.org/w/wine.html
https://zh.wikipedia.org/wiki/Wine_(software)
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon-graph.php?packages=dosbox
http://packages.qa.debian.org/d/dosbox.html
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/dosemu
http://qa.debian.org/popcon-graph.php?packages=dosemu
http://packages.qa.debian.org/d/dosemu.html
https://zh.wikipedia.org/wiki/DOSEMU
http://packages.debian.org/sid/vzctl
http://qa.debian.org/popcon-graph.php?packages=vzctl
http://packages.qa.debian.org/v/vzctl.html
https://zh.wikipedia.org/wiki/OpenVZ
http://packages.debian.org/sid/vzquota
http://qa.debian.org/popcon-graph.php?packages=vzquota
http://packages.qa.debian.org/v/vzquota.html
https://zh.wikipedia.org/wiki/OpenVZ
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon-graph.php?packages=lxc
http://packages.qa.debian.org/l/lxc.html
http://lxc.sourceforge.net/
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
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9.10.3 H\H EBRHIRMIRIER

HRFRERIREIESR, 2R% 96 1.

N E T ERUEMSIER, (REE29A{ER network block device ABFEIRIEEE R:EHY qemu-nbd(8) 3K BE i fih {9, I {E A%
IME4E nbd ZRIEBFEE.

gemu-nbd(8) 21 QEMU P Z ERIFEFEME TN QEMU 238 T 9 HAFE M8 =: raw, qcow2, qcow, vmdk, vdi, bochs, cow
(user-mode Linux copy-on-write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) F1F 13 E.

MR E REAAMEREE —RNAAIEAERE (2RE 963 ). MREEMZ TEMASNVHE disk. img” KI5
—{& 53 EAE.

# modprobe nbd max_part=16
# gemu-nbd -v -c /dev/nbd@ disk.img

# mkdir /mnt/parti
# mount /dev/nbdOpl /mnt/partl

N
{RETLA%S gemu-nbd(8) EMA"-P 1" BIEREH "disk.img” HIE—{E5 ZIFE.

9.10.4 Chroot Z%;

chroot(8) IR FREARM A XN RHIT—(EARER GNU/Linux REAPIIE, LEALFEZEMREENR R,

AV
THEREIIFEERIRIERZH chroot RAEIHEZEREY CPU 3248,

RE] AR T EM AR EE EEREIIFER chroot(8), BB script(1) F#I{T pbuilder(8) 2z,

$ sudo mkdir /sid-root
$ sudo pbuilder --create --no-targz --debug --buildplace /sid-root

{R8EZHEZ! debootstrap(8) Bk cdebootstrap(1) YA/ sid-root” FTEBE sid IRIBMRAREH.

N
1ELE debootstrap(8) 5k cdebootstrap(1) & Debian L& 28F K% % Debian #Y. 5Lt 0] A REAEH Debian &
ERMNIERT, LA—ERHKLE Debian, He]ABRLTEEE GNU/Linux 221THR,

$ sudo pbuilder --login --no-targz --debug --buildplace /sid-root

fREJAB R —E sid IRIRAIR 4R shell 29012 FEAY A NEILAY,

—_

HEEAHAZE (" /etc/hosts”, ”/etc/hostname”, " /etc/resolv.conf”)
. B /proc” BRRHK

. B/ dev/pts” IBER

4. ¥37”/usr/sbin/policy-rc.d” B2, 422 101 BH

w N



https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox#Virtual_Desktop_Image
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
https://www.debian.org/releases/stable/installmanual
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5. $1fT’chroot /sid-root bin/bash -c ’exec -a -bash bin/bash’”

ES=Y

—LE7F chroot THUTER, EEMBLLRIRERAA LM pbuilder BELIRMEMIER 2B S HER. B0, "/sys”,
"/etc/passwd’, "/etc/group”, ”/var/run/utmp”, /var/log/wtmp” 5. HEFEZ(FH bind-mounted =}
B

==

pES =
"/usr/sbin/policy-rc.d” #& ZE PH It 7 Debian % #% L B 8 R & % E 7 £ & .
H"/usr/share/doc/sysv-rc/README.policy-rc.d.gz".

%

BR
EAM chroot EX§E8E pbuilder BIRIBFE, 21BE—{E chroot 24, W7E chroot BEITEEER, TR —(EIE
MHARG, AU ARGEREENTRABMEESIER, BRASENMBRNTRABERENREEPIEE.

PN
$R{ABY schroot ESELRIBAARR—ESHRIER, 7 amd64 IRIFZR A LHIT 1386 chroot R4k,

9.10.5 ZREMHA%

FHERETE Debian HBERR LR QEMU & VirtualBox, SLEIEEAERLRHEZLNPITS RERR. SRR
1T Debian ANBEMFAIEL AR L REEAL B2 BHE 2 HRMmEE EE LREAR.

EREBELAN QEMU TERIFEIEN, EXERAMTIE KVM iR, ERERATRINE.

T ERAE, BE50E S —(EFT AR QEMU FIE &% Debian RARHYE R MR/ "virtdisk. gcow2”, iE{E Debian
HM{EF debian iR )\ CDREK,

$ wget http://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso
$ gemu-img create -f qcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

7 Debian wiki: QEWU B AR E S &3,

VirtualBox BFH Qt B MTEA LEREEREEN. BNRTENER T EMGSY TEMEER] AL VisualBox EHEF
i} #0 VirtualBox {#E A& F (PDF) #4518,

R’
EEEATEIT Ubuntu 1 Fedora ZZ8REE GNU/Linux 21ThR, B—ERENSEHEERIINAE, HER
BIFEAR B BFTUATEIEE GNU/Linux E#L N RIFAIHIT,



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
http://wiki.debian.org/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Qt_(toolkit)
http://www.virtualbox.org/manual/UserManual.html
http://www.virtualbox.org/manual/UserManual.html
http://download.virtualbox.org/virtualbox/UserManual.pdf
https://zh.wikipedia.org/wiki/Virtualization
http://www.ubuntu.com/
http://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
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Chapter 10

EHEE

BAF 2RAILFE Debian R4 EERE _EUHANFENN TR RHBRERET.

10.1 H=E, EBEHMFE

e
@ BREHIHR, MESHIMLTRRMORENEE, SEEFETAHANSRE, KA flockl) &
SR MR BB,

ENNZ SN ENZERZHM TEESE,
- FIEERET

- R

- BR

- IRHHECXESE

- REEHHE

* BILEREIRRERIE R

- BRIREREMEREN

BEERTEBERTRERER,

- FEFBETA
- ERFIRS TA
- MEBRIERESR
- BENRETFIEN
« T2 shell

) 7%
° nZ‘.J\ ag EE%

« IRFEHIRETR
- MREEFENNETE



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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10.1.1 TFIEFIER4E T B

BAR 2 Debian 4% L] RAYFEFIERYE T BAYTEE

ERESD ATE X | BItER e iR
tar V:905,1:999 | 3098 | .tar tar(1) EERERE LH (78R
. : . i VEeiEes, B
cpio V:412,1:998 | 1136 | .cpio cpio(1) Er?é’(‘ls)yitg{%/ FHE%E’JE* A
binutils V164, 1:678 | 97 .ar ar(1) BN REEREE L E
fastjar V:2,1:29 183 | .jar fastjar(1) Java B#t8 TH (38 zip )
; =ETH, TR
pax V3,126 | 170 | .pax pax(1) f; E;JOP;%X RieLR, 7S tar Al
gzip V:883, 1:999 | 245 .9z iﬂgm GNU Lz77 B4 T B (7858 )
bzip2(1) Burrows-Wheeler block-sorting BX4E T
bzip2 V:157,1:970 | 122 .bz2 bzclilt(l)’ | BEBEL gip(l) EEMBEE (R
’ gzip BEMHEMUNEEEERELLER)
. LZMABRTEBEL wip) ES
lzma V:2,1:29 149 . 1zma lzma(1) MG ( R IEHE) o
xz(1) XZ B TEBETLE bzip2(1) EEHY
xz-utils V:454,1:977 | 612 .XZ deec’(l) L. | BER (BEEREEN gzip (BRLE
’ bzip2 H& LZMA @“Tﬁlﬁﬂ’]gﬁnn)
. . 7zxr(1), S ®
p7zip V:89, 1:464 | 987 72 072ip(1) (LZMA B T)
p7zip-full V:113, 1:486 | 4664 | .7z ;igg) (LZMA l_ﬁf‘a’%l] ﬂt )
LzZO B THEBELE gzip() E&H
lzop V:9, 1:76 164 .1zo 1zop(1) BRAEFIRRRRAEESE (IR gzip BEME
BB A ERMERILEIR)
zip V:51,1:432 | 608 .zip zip(1) InfoZip: DOS EFiEzsEB4E T B
unzip V:154,1:798 | 566 .zip unzip(1) InfoZIP: DOS FFTE 25 N AR R AR | EL

Table 10.1: TFIEF1ER4E T B3R

ors

RIEREANEAREEEMEE, BAIAZRESTAPE” 28, EENE tar(1) B1T4.

Sl

EE
gzipped tar(1) BBIEEEAREIERR". tgz” HE". tar . gz” BIER,

ED =}
xz-compressed tar(1) SREEEAREIERR". txz” HBE". tar. xz” FIER,

==
FOSS T &, filil tar(1), PRIFERERLEFHZELRU FNFI/RIER: gzip - bzip2 - xz

B
cp(1),scp(l) F tar(1) TR PTGt ANERF —LAFIRRIIESR, cpio(l) TEREREER&ER.



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon-graph.php?packages=tar
http://packages.qa.debian.org/t/tar.html
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
http://packages.qa.debian.org/c/cpio.html
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
http://packages.qa.debian.org/b/binutils.html
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon-graph.php?packages=fastjar
http://packages.qa.debian.org/f/fastjar.html
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon-graph.php?packages=pax
http://packages.qa.debian.org/p/pax.html
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
http://packages.qa.debian.org/g/gzip.html
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
https://zh.wikipedia.org/wiki/Burrows-Wheeler_transform
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon-graph.php?packages=lzma
http://packages.qa.debian.org/l/lzma.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
http://packages.qa.debian.org/x/xz-utils.html
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon-graph.php?packages=p7zip
http://packages.qa.debian.org/p/p7zip.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon-graph.php?packages=p7zip-full
http://packages.qa.debian.org/p/p7zip-full.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon-graph.php?packages=lzop
http://packages.qa.debian.org/l/lzop.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon-graph.php?packages=zip
http://packages.qa.debian.org/z/zip.html
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
http://packages.qa.debian.org/u/unzip.html
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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xR

cpio(1) @#EET A find(1) MEHEGRS —E£FER, BENREIEHIESHENIES, Hib, BSBNERERESS
BESN 1B LA,

EE

Libreoffice E¥HERMASLEEBRE". jar” #

g
CE

EaTAER unzip TE KRR

=z
B

SEIBYEXERIFNG

INEEMAEEEHE, BRKES “-” BIREA,

ETAR zip, &8 “zip -rX” AR FIUEGSRAMEEYE. MREXIESR

10.1.2 #EEFMEFLTTHE

BAF 2 Debian R4 LHI=] RIS EERAER TRMFRE,

%Eiﬂzliiiﬂ’fﬁéﬂ Bi% (-a” SIRERED )

EERInfE=iB i (BFim, "-r’ 5| BBRIE

] E ATE XN | TH TI8e

coreutils V:891,1:999 | 17478 | GNU cp

openssh-client V:803, 1:996 | 4298 scp S8

openssh-server | V:690,1:834 | 1567 | sshd BHREiniE e Hex (=im{alAkas )
rsync V:281,1:560 | 677 - ErnEimE SRR

unison V4, T:17 14 - BoEinE S MED

Table 10.2: E®ME T THRYIFT

EERIERMIHR, sync(8) LLEMb TRIZM TE S AL,

- ENEEmEEEFREERRRENEFENBERERCBNEER Y

- REBEEREE (AR SEMANNERERIVIERETEEEZLIMER
»--exclude” #1”- -exc lude - from” EIBE{UHR tar(1)

- EIREHPINE R BENEA R R EBIRIERPEIL

ERSMIY B ERAR B

R

£ cron(8) FEMA"-g 1" MIEHITAES 10.2.3 TEREIR) bkup 1L, iRRHE—

{@#0 Plan9 ( 3Z5%: Plan9 th2

—IEERRM, X7E vofs, aJLAA apt-cache show 9mount a5 $EEVERAEN ) B9 dumpfs BREE R ERIEIEEMEL

RIINEE,

'R

£k 10.11 PRIRRAEFIR 4 (VCS) FIUERA AR S REENELS TH,

10.1.3 ER1EEE;

T REARN T EBREFMRERGERE(E” . /source” BEHPHAR,
GNU tar(1):



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
http://packages.qa.debian.org/r/rsync.html
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon-graph.php?packages=unison
http://packages.qa.debian.org/u/unison.html
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$ tar -cvJf archive.tar.xz ./source
$ tar -xvJf archive.tar.xz

BE, WTFAR.

$ find ./source -xdev -print® | tar -cvJf archive.tar.xz --null -F -

cpio(1):

$ find ./source -xdev -print@ | cpio -ov --null > archive.cpio; xz archive.cpio
$ zcat archive.cpio.xz | cpio -1i

10.1.4 +E®IEE;

MTRARNEMNIRERNERE. /source” BEPHINE,

- Kith¥ER: 7. /source” Bk - 7/dest” Bk

< RIGEE: AhFHE RV, /source” B#f - “user@host.dom” E# FRY”/dest” Bk
rsync(8):

# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

REESEEER "REHR ELNRME" Bk

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

HE, WTAR.

# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . /dest
# cd ./source; find . -print® | rsync -aHAXSv0O --files-from=- . user@host.dom:/dest

GNU cp(1) #0 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom ’'(cd /dest && tar xvfp - )’
cpio(1):

# cd ./source; find . -print® | cpio -pvdm --null --sparse /dest

REESATEFRB RS .” NFIFER foo” BNR.”, ERMATLE”. /source/foo” BEkERIERE"/dest/foo” B

EREES”.” Y78, (RecsEAEE IR /path/to/source/foo” RIXE” .7, iEFI LXK cd . /source;”.
WMTRFIR, BEERSREBEIENAE, BEEAENUE.

+ ”/dest/fo00”: rsync(8), GNU cp(1), 1 scp(1)
« ”/dest/path/to/source/fo0”: GNU tar(1), ¥ cpio(1)

B
rsync(8) 1 GNU cp(1) RJLAR"-u” BIE R ZR&1EZ s F B IIESR,
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b=l1] g

Bk

find(1) # FAERSBIEPEFBEEREAEEESS (BR%E 10.1.3 THHE 10.1.4 ) HEBEAR xargs(1) (BRZE 9.3.9
), 18l find MRS Y5 | ENEESAEE TNEES ZIMNE,

U T2 find(1) EARE A48 4L,

10.1.5 ZEFERMN

- find R4 5| BEESERA B L R A,
- —EHHE®EN, BEEEMEELL.

- “1B% OR” (MR 2R -0” SIBIEER ) BEIEFRIL” #EE AND” (H”-a” SIBIEERERGE ZEIZEEM
3180,

" EEE NOT” (HIRMERIEAY 1 $6E) BEIEFSH “#E AND”,
”-prune” 482 [O## TRUE I BINRSE B HE2FEN, BSESHRSHEBZRUIMNMMER,

« 7-name” EIEMLEEHT shell BRAFIT (BRE 156 T) MWERBHLESREENU 17?2 TFxH .. FH
POSIX 4514)

» ”-regex” LECE(EFRKE, FERIRA emacs BRI BRE (2R% 162 ),
- 7-size” IRIBIERX/NRLE (BERIEFE + SELEEAMWESR, ERIETE”-” BLEE/NER)
- 7-newer” 5| HILECLLS I BB PIEENEREENIER,

”-print0” 5|E42 2iR[0##E TRUE i AS5C #4188 (null terminated) FIENRFRZERHRE L,

QD_FZE flnd(l) |:u:|I *%I

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ”.*\.cpio]|.*~" -prune -o \
-type d -regex ”".*/\.git” -prune -o \
-type f -size +99M -prune -0 \
-type f -newer /path/to/timestamp -print0

BLGLSETRITUTEE

1. Bif”/path/to” THFFEIER

2. RELEHMERMIERAAL BERAMI ERE (2R% 162 )

3. BB(F ERIER A URHBRTE”. *\ . cpio” &~ . *~” IERIRRIAE
4. BIBRE I ERIER S TURABRILAS . */\ . git” IERIRRNAIB #%

5. 1BiBE L ERIEAY 5 TURHEBREE 99MB (1048576 I TAHEE TT) EARIESR
6. BERIER, MENLEBREGFLBLL”/path/to/timestamp” FBHER

A

RO EFIFHEY -prune -o” HIRERNBIERZE.

JES =N
¥1723F Debian RHAY Unix-like 48, BLES|IBEIREARHK find(1) SO FTZiE, EETEERT, BZEERHBLES
ELWA"-print” BX"-printe”, {RAJEERIGRFEE XEMBRNGS,



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
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10.1.6 ERiEIEEE

REENENFESK BERE R, GEIEEMNBERYE. HOENEABENEDR, RERARMATN CDR
1 DVD-R ARBERERR, R FRENE, EXRN—RERUFFENE)

JED =
PN R ERBEIMMESNF RGN, KSHEWFERERREEENMAMILAE, REERBRTESET2bIN
mzZEE,

L (EERFERHEEEM ) JMERFEE N ENRAERS.

« KH2 100 £ : FA2KMEIRK

- 100 £F: FF¥fE7F (CD/DVD, CD/DVD-R)

- 30 & HIESRT (HW, BB

* 20 F: HEENIRFHETT (CD-RW)
ENEEBRAREBREEMSESS,

HLE (EZREREEFEN) FIMMERBEENENRANERE,
« KH% 250,000 )X : FREREEENES

- KK 10,000 R : REJECIERE

* 1,000 ;X: CD/DVD-RW

« 1)X: CD/DVD-R, 4k

( : ) \Cy
EENREESHINERHEMNENRNEZEARKRAEEFTARBRENNBEERT, FHRREHREMEE
EmAYERAA,

"R
A% CD/DVD-R MR gEB—X, EFffERALELTERAERERNENBINER, ERER !

"R
MRMFFEFREBIREFNETRERED, BEEASERERERIRIREM CAERRERBD, FIeERME—7]
1TH73%.

10.1.7 wBEIHEEFEE
TR ENETREE B T a2 L TR o1 — 78,

- USB REJECIEEEER
- TERRERENRS



https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/wiki/Safe
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
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- ENRSHELE

- BFERIEMNEE

AT BAERE A T 7 T RE TR,
- USB

* IEEE 1394 / FireWire
« PC§

% GNOME #[l KDE SR K EIRIEFEME"/etc/fstab” IERHPZENLESREISE, BEREELIBEHE
EO

- udisks BHRMH T TERFAMNERERBHMBRTRELRE,
* D-bus B FRHRAFEEMEIE.
* PolicyKit {2 T AT RIHE,

BR
umount(8) £ B BN EE BRIRHE R BEZ HH "uhe lper="3| &,

R
REEBETBHEEGAE etc/ fstab’ MRRIILE, SEEETAREHET,

R EEIEE T EEEA”/media/<disk_label>”, ErlAMII FTARARMRER,
« FAT #&XBUIER A #(E A mlabel(1) @52

« 1SO9660 IERAMEAZE-Vv” BIER genisoimage(1) 85 %
« ext2/ext3/extd IERARFEREET”- L7 ZEIEM tune2fs(1) A5

3

A

ab

N
HERF R R ERMRITRIE (2R% 846 )

B
EEENEEE LBRIERALR, ecSRMRENEREREEEIGIN/dev/sde”, MNRFEZBRBEMEEEE,
Tfﬂﬂgéi?funvﬁ'ﬁzeﬁ'\f‘ﬂ:iﬁu)\ umount(8) ML REFRELERTE,

10.1.8 EEZERARNEERNERRR

EMEBBAFTFREREMARD ZEHNNEER, FEZCCERIMBEMEFRAREIEMNBERN ERA
%, TESEZRANIIE,

B
IR 90.8.1 PRESHNRNEAZENNBNETIEMNENHEZME.



https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
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EEFA ﬂiﬁ%iﬁs- R
FAT12 B (<32MiB) EETIFERNERSE
FAT16 ?" /J\EE@ (<2GiB) EFEFENERNE

FAT32 = jﬂﬁﬂ (<8TiB, #& MS Windows95 OSR2 M FRIEE R G E) FRETENEN

HEE TNBETYEREZEN (& MS Windows NT FIBEIRFARERZIE; &

NTES Linux £, #@i@{FMA FUSE i NTFS-3G X1, )
1SO9660 7£ CD-R #1 DVD+/-R ERIBETENFEEENNE
UDF CD- R #0 DVD+/—R [€D) J:E’JiEEfgﬂ%)\
MINIX i8R & %% = B

ext2 T8 A% ?‘éﬁ%% linux %“EE’JEEELE’J%H" =

ext3 I8 A% T&ﬁ%g linux RZEVRERE ERIBERANE

ext4 FERAMG EERMI linux AZRIVERE ERNERS=E

Table 10.3: HEUERISR T A BEIFEFRETERENERRARIIR

FAT R AMMEASHMBRIFLRARTIE, CHINERTHBRETHERTREIEREAN,
I IREE AT R ARNETESHASHBERER, U TEXRRRIEE,
« P fdisk(8), cfdisk(8) B parted(8) % (2RE 952 T) EEMERANABENE S IEL I SHNTIEL,

— 1Z:32/\BR 2GB B FAT £ E A F 7576,
— FESRE KM FAT2 REBEAF T C,

« WIFFIRER mkfs.vfat(8) A SHERLE S EIER,

- EMEELZF, Fa1”/dev/sdal” FIL FAT16 &£ &
- BAREEIBNIENEER, Flt”-F 32 /dev/sdal” FHiR FAT32 &8

E {8 F FAT 5% ISO9660 IERAZ N ZEXEF, NTREFETEMNLLEIE,

- FAtar(1), 3K cpio(l) MLEMEIER, BHRATREER, MHRELS, RIBMERTTENERFEEEN.
« A split(1) AR IEBEEIER SRR E T /IR 2GiB HI/MER, FEHRZERK/RE,
- MBREERREENT I REF BN,

FE

E& FAT IERR G5, BRANIERK/NE (2732 - 1) bytes = (4GiB -1 byte), ¥iR—LEBEM 32
fRFZENERARERAMS, RAMNERKNEZE/ (2731 -1) bytes = (2GiB -1 byte), Debian ;258
FEERERE,

e =1

IR GRS NEZRIEREIE 200MB 195 EIFE s & ERENZE H{E A FAT, fthifIry’ ‘Overview of FAT, HPFS, and NTFS
File Systems ERXERHEER T MR R AAITREL, FIUMEKAEETRERIRE, 827, FHMAE Linux RELER
FEZ(EF extd HER AL,

N
BEERARNNEERRRNES EM, HF2E Filesystems HOWTO”,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://support.microsoft.com/kb/100108/
http://support.microsoft.com/kb/100108/
http://tldp.org/HOWTO/Filesystems-HOWTO.html
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AR HRTS HAIGAIESER
B “Microsoft Windows #FE8” HEER, 2R smb.confG)F1 E

SMB/CIFS A3 Samba H Ei4BIRIER R 75 Samba 3.x.x IEEFNZEFM ( The Official Samba 3.x.x HOWTO
and Reference Guide ) 3% samba-doc EX§28]
N ‘n L] . . ZF » NS fa =2 o s

NFS F Linux Hib i BRI E 70 P Unix/Limux 37 SIS, 855 exports(5) ] Linux

HTTP BRFE £ web RIIREE/BEFIR 2B =iase

HTTPS FBFE Eﬁmgmﬁ%ggg6&)&%?%@@@@I$Wﬁgﬁm
B/EFHRPHEER

FTP fR7% ZE FIP AR/ B RZBE D 2lase

Table 10.4: BV (FEFIS S T iR 4HR RTFETIR
10.1.9 #EIRLEHEBERHSZE

EEAMEBERSZEHNGER, FEZERAEANRE. EEF LRET.

BEHNMERDZREG, ERMKHIERARINERIERZHEENEN, EEUERALEN, ERMMNARKERY
AEBIN T A RIMER S,

« A SSL/TLS hi%&

- E3 SSH @&

« ¥37 VPN &8

- PRZBFEZER MBI

28%F 6.10 PHE 6.11 T,
10.2 {&HEHFIRIE

BFIEAMNGTERERTHEE, NEARABNBRERARNENER. BHNRERFEMINAREEPIE
EEEN—#7., FIRRE—XIFNEMAN S HERE.

BN
REFROEN RREZLBCERNDRNRE, BROEMLGRBOENHENRTTERZEENS,

A 3 fEr#ERRE BRI HEH FRERE,

1. FEEFEH RIS,

- (FRECEBUMNERESR: £~/ THEH

- (RMEANERARENEINEMMESR 7T /var/” THEM (FRT”/var/cache/”,”/var/run/” ¥1”/var/tmp/”)
- RREERR: T /etc/” THEN

o AHhEREE: #£”/usr/local/” B{”/opt/” THIEH

- RRRREN: BMRSER (DI, NEXFRTE

- BREENAR: BRERMENRIERIERTALHE

2. MIEERERNIIRE.
« TEMNEMET: REERREENRRHE



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://tldp.org/HOWTO/NFS-HOWTO/index.html
http://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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- KERMD: BN
- TUBMED : BHIRR
- BMIVEIE: BEBEGSHD

3. FHM&E LB EFEFI AR,

- FHAEERERIERX
- RINFIRIEIR: AN, R, ¥WEE, -
- BMEXRNANRE RN

B
PRIEMRANE B CMEIRMT B, BRISEEM /proc, /sys, /tmp, Fl /run BERTFTHBERZRK (2RF 1212
T[HE 1.2.13 1), EfiREXEERNEM,

ENREMENMET, ENELRERENFNMED BIE LREFRENRMMBRIKES L, RAIZERZRRZLEN
BIR, EENERRTFREFERES —RIEN LEIU CD/DVD-R RFFLLEESH, (2RF 9.7 TEKE shell &<
SIS REFHEN, GNOME REBEMIRRFGRAEHZBEES: “(I& - CD/DVD [Eif" REREAIRE, )

JED=
ERMNEBIIHE, Fr]RefRERLE—LRARINTERFAN MTA (285 63 W),

EE

MEZBIMNNDOLMEBLMIKIES D REHERBRNEBIE SR G WN"/etc/ssh/ssh_host_dsa_key”,
"/etc/ssh/ssh_host_rsa_key”, "~/.gnupg/*", "~/.ssh/*", /etc/passwd”’, "/etc/shadow”,
"/etc/fetchmailrc”, "popularity-contest.conf”, "/etc/ppp/pap-secrets”

fl"/etc/exim4/passwd.client/’, ELENPNE —LIEERRITEEBORARBARKNFEREBLE
7,

E=Y
MRIFLAERERZFR A NEIT cron job, {RUEREFIERE"/var/spool/cron/crontabs” B kil B B/
cron(8), £2R% 9.3.14 TRIEFRAN cron(8) 1 crontab(1) FYE& .

10.2.1 ERBHEH®
AT 2 Debian R4 HESTIENBRENEIEGHNIIE,
B TEESENSRANAE,

* Mondo Rescue B —{EER R4, ERESFHSERIMEMEN CD/DVD FEEFREIRERERR, MABELBERNR
L RBIZ,

- EHRMEREEN, PJER—EHERNIESE (5 10.2.2 77) F con(8) REIR,
* Bacula, Amanda 1 BackupPC R2=INEEMRNEREN, TERANREBENEHENR.

% 10.1.1 T 1012 TEANER THEMNBREESRESBRENARHEN, ELELHIIINEETAEBMN T
m T B3R,

« restic EREEEELNIBEMN (=R ).



https://zh.wikipedia.org/wiki/Mondo_Rescue
https://zh.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://zh.wikipedia.org/wiki/Backuppc
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[ YESD) mITE KAV | ZREA
dump Vi1, 1.6 352 4.4 BSD dump(8) #1 restore(8) a3 S FIIR ext2/ext3/ext4 Ig R 5 &
7£ GNU/Linux # IRIX EF8 xfsdump(8) F xfsrestore(8) in S KM
xfsdum V:0, I:9 854 P ot
P RIS XFS IER M

backupninja V4,15 355 KERVRIIBZAE R meta-backup R4

bacula-common V:10, 1:15 2158 | Bacula: HEREFER, MEFIRE-ERIXIEER

bacula-client I:3 183 Bacula: MEREMER, MENZE-EFIRTIRER

bacula-console | V1,15 107 Bacula: fHERERMEDR, MEMZRE-XFEInN

bacula-server L1 183 Bacula: fHREFR , ! &-1d TLEX

amanda-common V:0, I:2 10031 | Amanda: FBE BRI SH HErstirREREtEEE (F)

. - EEAERAEN S EEI AR RES (&

amanda-client V0, 12 1089 %ﬁm)anda 58 ERENSIE R ARuERES (BF

amanda-server V:0, I:0 1076 %m)anda SEMASHEIE Rihibxiatzes (1R

backup-manager | V:1,1:2 572 medEN LR

backup2l V:0, I:1 114 RARETEEES EREER) NREZENEL/METER
SRR 3 EH 2y 77 STV OHE

backuppc Va3, 13 3180 Z?CIIEPC =EREm pCEER (ERHE ) NEXNEENLTE

duplicity V7, I:15 1761 | (=im) EBEEHR

flexbackup V:0, I:0 243 (Eim) IBEHER

rdiff-backup V.7, I:15 733 (Bim) BEHBED

restic V1, 13 20595 | (Rim) BEEDR

rsnapshot V5, 11 462 (Zim) IBERD

slbackup V:0, 1.0 151 (=im) BEER

Table 10.5: ERBHERNEHIIR

« rdiff-backup EEEEEESIIEE RN (=R ).

« dump REEBARSREENFENIEEEERRR,

W
28"/usr/share/doc/dump/” 1 "Is dump really deprecated?” K T f# dump 2=,

10.2.2 —fAZRGFENEIIESIELF

1T unstable EHAIEA Debian REZR AR, AFEREEAEHNBREN, RAEEEREFEHETEN
LRR—XARG. ARERAZENEERANEZEEENRNEREL,

BEAGENESERRFARBHNBEERLA GUI MTEIEERESEER CD/DVD #, T EIEENESEL
?0

#!/bin/sh -e

# Copyright (C) 2007-2008 Osamu Aoki <osamu@debian.org>, Public Domain
BUUID=1000; USER=osamu # UID and name of a user who accesses backup files
BUDIR="/var/backups”

XDIRO=".+/Mail| .+/Desktop”
XDIR1=".+/\.thumbnails|.+/\.?Trash|.+/\.?[cC]ache|.+/\.gvfs|.+/sessions”
XDIR2=".+/CVS|.+/\.git|.+/\.svn|.+/Downloads|.+/Archive|.+/Checkout|.+/tmp”
XSFX=".+\.iso|.+\.tgz|.+\.tar\.gz|.+\.tar\.bz2|.+\.cpio|.+\.tmp|.+\.swp|.+~"
SIZE="+99M"

DATE=$(date --utc +"%Y%m%d-%H%M" )

[ -d ”"$BUDIR” ] || mkdir -p ”BUDIR”

umask 077

dpkg --get-selections \* > /var/lib/dpkg/dpkg-selections.list



http://packages.debian.org/sid/dump
http://qa.debian.org/popcon-graph.php?packages=dump
http://packages.qa.debian.org/d/dump.html
https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/xfsdump
http://qa.debian.org/popcon-graph.php?packages=xfsdump
http://packages.qa.debian.org/x/xfsdump.html
https://zh.wikipedia.org/wiki/IRIX
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon-graph.php?packages=backupninja
http://packages.qa.debian.org/b/backupninja.html
http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon-graph.php?packages=bacula-common
http://packages.qa.debian.org/b/bacula-common.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon-graph.php?packages=bacula-client
http://packages.qa.debian.org/b/bacula-client.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon-graph.php?packages=bacula-console
http://packages.qa.debian.org/b/bacula-console.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon-graph.php?packages=bacula-server
http://packages.qa.debian.org/b/bacula-server.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon-graph.php?packages=amanda-common
http://packages.qa.debian.org/a/amanda-common.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon-graph.php?packages=amanda-client
http://packages.qa.debian.org/a/amanda-client.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
http://packages.qa.debian.org/a/amanda-server.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
http://packages.qa.debian.org/b/backup-manager.html
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
http://packages.qa.debian.org/b/backup2l.html
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon-graph.php?packages=backuppc
http://packages.qa.debian.org/b/backuppc.html
https://zh.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon-graph.php?packages=duplicity
http://packages.qa.debian.org/d/duplicity.html
http://packages.debian.org/sid/flexbackup
http://qa.debian.org/popcon-graph.php?packages=flexbackup
http://packages.qa.debian.org/f/flexbackup.html
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon-graph.php?packages=rdiff-backup
http://packages.qa.debian.org/r/rdiff-backup.html
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon-graph.php?packages=restic
http://packages.qa.debian.org/r/restic.html
http://packages.debian.org/sid/rsnapshot
http://qa.debian.org/popcon-graph.php?packages=rsnapshot
http://packages.qa.debian.org/r/rsnapshot.html
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
http://packages.qa.debian.org/s/slbackup.html
http://dump.sourceforge.net/isdumpdeprecated.html
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debconf-get-selections > /var/cache/debconf/debconf-selections

{
find /etc /usr/local /opt /var/lib/dpkg/dpkg-selections.list \

/var/cache/debconf/debconf-selections -xdev -printo
find /home/$USER /root -xdev -regextype posix-extended \
-type d -regex "$XDIRO|$XDIR1” -prune -o -type f -regex "$XSFX” -prune -o \
-type f -size "$SIZE” -prune -0 -print0®
find /home/$USER/Mail/Inbox /home/$USER/Mail/Outbox -print0
find /home/$USER/Desktop -xdev -regextype posix-extended \
-type d -regex "$XDIR2” -prune -0 -type f -regex "$XSFX” -prune -o \
-type f -size "$SIZE” -prune -0 -print@
} | cpio -ov --null -0 $BUDIR/BU$DATE.cpio
chown $BUUID $BUDIR/BUS$DATE.cpio
touch $BUDIR/backup.stamp

iER—EH root FFETEMITHIIE S W0 F,

FEE(RIRBRU T AR E B RFMITIEETE S,

- RIESEESISEHENBEIFMENEEZEN (285 10.1.5 T 102 17),

« F3”find ...-newer $BUDIR/backup.stamp -print@” Z{{"find ...-printe” REIRIEEH%.

- BRBER, EH scp(l) B rsync(1) Gi S RBMIERIZIRNEILEFIEEE CD/DVD £, (FH{EA GNOME RE
GUI RE% CD/DVD, 285 12.1.8 WREFESNEN. )

EEEENL !
B
{REes A "debconf-set-selections debconf-selections” @< Pk18 debconf BB B E %}, =LA A"dpkg

frran-1- Bt <]

--set-selection <dpkg-selections.list” @< ki€ dpkg EFIEE L,

10.2.3 ARBHEHNIERIESHE

HINBSE TENENSE, "cp -a” mL A UBRER BN,

#HRFE{N”/var/cache/apt/packages/” B FTHIAKEAR ] BEEZMFRENE, FR7cp -al” v REIMNIFE
#ZR—EBREREMNAN, ERTUSKBIR BEESA,

AT R2—EAREMMENIRS bkup HERTESHE, BILERIEFTHMAE (non-VCS) BRERIIRBFTHEE
B ke iR in £ L,

#!/bin/sh -e

# Copyright (C) 2007-2008 Osamu Aoki <osamu@debian.org>, Public Domain
fdot(){ find . -type d \( -iname ”.?*” -0 -iname ”CVS” \) -prune -o -print®;}
fall(){ find . -printo;}

mkdircd(){ mkdir -p ”$1”;chmod 700 ”$1”;cd ”"$1”>/dev/null;}
FIND="fdot"”;OPT="-a” ; MODE="CPIOP” ;HOST="1ocalhost” ;EXTP="$(hostname -f)”
BKUP="$(basename $(pwd)).bkup”;TIME="$(date +%Y%m%d-%H%M%S)" ; BU="$BKUP/$TIME"
while getopts gcCsStrlLaAxe:h:T f; do case $f in

g) MODE="GNUCP”;; # cp (GNU)

c) MODE="CPIOP”;; # cpio -p

C) MODE="CPIOI”;; # cpio -i

S) MODE="CPIOSSH”;; # cpio/ssh

t) MODE="TARSSH”;; # tar/ssh

r) MODE="RSYNCSSH”;; # rsync/ssh

1) OPT="-alv”;; # hardlink (GNU cp)

L) OPT="-av”;; # copy (GNU cp)
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a) FIND="fall”;; # find all

A) FIND="fdot”;; # find non CVS/ .???/

X) set -x;; # trace

e) EXTP="${OPTARG}"”;; # hostname -f

h) HOST="${OPTARG}"”;; # user@remotehost.example.com
T) MODE="TEST”;; # test find mode

\?) echo "use -x for trace.”

esac; done
shift $(expr

$OPTIND - 1)

if [ $# -gt 0 ]; then
for x in $@; do cp $OPT $x $x.$TIME; done

elif [ $MODE

mkdir -p ”.
elif [ $MODE =
mkdir -p ”..

$FIND|cpio

elif [ $MODE =

$FIND|cpio
elif [ $MODE
$FIND|cpio
elif [ $MODE
(tar cvf -
elif [ $MODE

rsync -aHAXSv ./

else

= GNUCP ]; then
./$BU"”;chmod 760 ".
CPIOP ]; then
/$BU” ;chmod 700 ”.
--null --sparse -pvd .
CPIOI ]; then

-ov --null | ( mkdircd ”.
= CPIOSSH ]; then

-ov --null|ssh -C $HOST ”( mkdircd \”$EXTP/$BU\"”&&cpio -i )”
TARSSH ]; then

)|ssh -C $HOST “( mkdircd \"$EXTP/$BU\"&& tar xvfp - )”

= RSYNCSSH ]; then

"${HOST}: ${EXTP}-${BKUP} - ${TIME}"

./$BU”;cp $OPT . "../$BU/"

./$BU”
./$BU

./$BU”&&cpio -1 )

echo "Any other idea to backup?”
$FIND |xargs -0 -n 1 echo

fi

MERR—EEL. EMECERESHEZA, FARELESELAENE.
&R
e bkup1HETT'§tE’J”/usr/local/bln”Eﬁi BREEFBZMTRBEMHIIEHE, se507E TFEFANHEMSG

01T bkup %,

N
NRBERFRINERSERLRERERBIRBELNGE, £/ git(7) (2R%E 1065 1) REEHELAHBREZES
9,

10.3 EBENLLEMR

ENTeERIEERER NS nﬂ,.,\ﬁﬁgﬂﬁﬁlﬁﬂﬁﬁﬁo

25R% 9.8 T8 dm-crypto F ecryptfs, EffiE@ Linux #ZUEAER T BENEMINZHELEE,

10.3.1 GnuPG £iE=IE

T2 GNU B E T BEANEREREG S,

EEBIE.
MTFaR<

{EFkA971DD8D791” &R ERAV N E&(EARES hkp : //keys . gnupg.net”,

$ gpg --keyserver hkp://keys.gnupg.net --send-keys 1DD8D791



https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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ERESD) TE RS BT

gnupg V:531, 1:950 | 787 gpg(1) GNU BFAE L - OpenPGP TIZMER LE

gpgv V:880, 1:999 | 859 gpgv(1) GNU [EFAEIT - =28mE T H

paperkey Vi1, 1:13 58 paperkey(1) | i€ OpenPGP FASBEE, EEELFZES
cryptsetup V29,178 | o2 | VPSR g opto B BINERIE LUKS TR
ecryptfs-utils | V:3,L:5 460 -e-c.ryptfs(7), ecryptfs HEBERARMZ TR

coreutils V:891,1:999 | 17478 | md5sum(1) | 5TEERER MD5 A ERE

coreutils V:891,1:999 | 17478 | shalsum(1) | sTEERKER SHA1 MERE

openss1 V:794,1:993 | 1465 | openssl(issl) | ffEA”openss1 dgst” (OpenSSL) i B &aliie

Table 10.6: EflZ=ER TRIIE

WY BTz

gpg --gen-key R —EIFRNEEE

gpg --gen-revoke my_user_1ID R my_user ID FI— RiHES
gpg --edit-key user_1ID BENARIEEEE, WA help” RIEFEHEN
gpg -o file --export TSI EF T [kl EEES

gpg --import file RIEREAZS

gpg --send-keys user_1ID B31X user_ID IR EBEI N &R AR ER
gpg --recv-keys user_ID R IBERES T user_ID U ER
gpg --list-keys user_ID ZIH user_ID FIFFBEEH

gpg --list-sigs user_1ID ZH user ID HEF

gpg --check-sigs user_ID BE user_ID £HEF

gpg --fingerprint user_ID TBE user_ID HIFEAX

gpg --refresh-keys EMAM TS

Table 10.7: GNU [BFAGI T £ @ERHSHTIR

TR EE#ER

- BEMEEEREZER/EEAE
EEFEXRR

2B REANENARGE
ENEESEER
RIERENEE
==EE

REEE

C|—h3|S|Qlm

Table 10.8: BB &EIIR



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
http://packages.qa.debian.org/g/gnupg.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
http://packages.qa.debian.org/g/gpgv.html
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon-graph.php?packages=paperkey
http://packages.qa.debian.org/p/paperkey.html
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/ecryptfs-utils
http://qa.debian.org/popcon-graph.php?packages=ecryptfs-utils
http://packages.qa.debian.org/e/ecryptfs-utils.html
http://ecryptfs.sourceforge.net/
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
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B RIFH 1~ #8EARESE"~/ . gnupg/gpg.conf” (BRI EM"~/.gnupg/options” ) ERPIRTE, LERES
TL,L‘F 5N

keyserver hkp://keys.gnupg.net

it R AR BB R iR

$ gpg --list-sigs --with-colons | grep ‘Asig.*\[User ID not found\]’ |\
cut -d ":" -f 5| sort | unig | xargs gpg --recv-keys

B —{AERTE OpenPGP A i#&{EAREE (SERIRIARAS 0.9.6), SrGHPENS 2 BN LAY T, 8 gnupg (>1.2.1-2) BREEE
BES RIS LB T, 28 gpg(1) THY”- -repair-pks-subkey-bug” JEIE.

10.3.2 7EEFR_L{ER GnuPG

EEE-EEERLER GNU BIAE T s2rfl+,

e Bl

gpg -a -s file ASCII 3T RERZFRFER file.asc

gpg --armor --sign file = E

gpg --clearsign file RN EFEM

e goremprocorg | WE—GeEER foodexanple org
gpg --clearsign e

--not-dash-escaped patchfile PR BA0H T Hase

gpg --verify file EREFAXIE R

gpg -o file.sig -b file ER—ORMNET

gpg -o file.sig --detach-sig =

file =L

gpg --verify file.sig file fEH file.sig BRratE =

9pg [0 Crypt_file.gpg -r name | jginm, MEREEEMET, LA TEMHIE aypt filegps
gpg -o crypt_file.gpg BLE

--recipient name --encrypt file

gpg -0 crypt_file.asc -a - NSNS, HISETEIET, R ASCI M crypt_fileasc
gpg -o crypt_file.gpg -c file Aot o 21t N2 21 crypt_file.gpg

gpg -o crypt_file.gpg BLE

--symmetric file

gpg -0 crypt_file.asc -a -c SRR, HEHESRE] ASCIT $THEE9 crypt_file.asc
gpg -o file -d crypt_file.gpg 2

-r name -

gpg -o file --decrypt =

crypt_file.gpg [L

Table 10.9: 7E#E3E H{FAM GNU BFAF THGHR SR

10.3.3 7£ Mutt F{EH GnuPG
I TEARSE~/ . muttrc”, EEERERS, #5E—E81 GuPG, EXRIRETRIR’S” RAHFEFEH,

macro index S ”":toggle pgp_verify_sig\n”
set pgp_verify_sig=no



http://sourceforge.net/projects/pks/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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10.3.4 £ vim F{EH GnuPG

gnupg JMEETLARIREBIER A~ . gpg”, 7. asc”, F1”7. ppg” HHE R FEHIHIT GnuPG.

# aptitude install vim-scripts vim-addon-manager
$ vim-addons install gnupg

10.3.5 MD5 #ERF

md5sum(1) {2t T RIFMERERN—E TR, EEMA fc1321 BIANRIFREESR.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffe0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

IR
MD5 #E&FNHY CPU &8 E R L GNU Privacy Guard (GnuPG) IIZEHBE LK. MBEIER T, RBIEAMNEE
BRTFENZZRREREHTENY.

104 [FREBESHITIE
EEEFSRBREESHIAE, ITHEKREHBNTE,

10.4.1 WHRIRBIERELER

THEEVEE, BEEMERGBENAE, TREERNUE, B8R diff f§37file. patche” 5t"file.patchl”.

$ diff -u file.old file.new > file.patchO
$ diff -u old/file new/file > file.patchl

10.4.2 [RIGHSIERBIEEMN

diff 155 (BB WIULE patch FHTHESR ), AREX—ERXNEHR., BB TENAR, BWRINES, BREEEHRZE
HERBR,

$ patch -po file < file.patch®

$ patch -p1 file < file.patchi

1043 BE=ABEETEHN

MR— BRI, FE=ERA, FETAER @A, £ diff3(1) SRRIT=7%1E,
$ diff3 -m file.mine file.old file.yours > file



http://tools.ietf.org/html/rfc1321
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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FRES) RITE XN | &% BLE

diffutils V:871,1:991 | 1598 | diff(1) EITHERMERER

diffutils V:871,1:991 | 1598 | diff3(1) EITIERMET =EfExR

vim V106, 1:398 | 3231 | vimdiff(1) 7 vim P HEEEE (BTS2

patch V99, 1:725 | 248 patch(1) Y CESIRE RN

dpatch V:0, 11 191 dpatch(1) B Debian FREERRIR I T

diffstat V:16,:154 | 73 diffstat(1) B8 diff £ — B EHERE

patchutils V:18,1:150 | 232 combinediff(1) EMIEIEETE ] B —Ela s ]

patchutils V:18,:150 | 232 dehtmldiff(1) | #&—1& HTML B miz B E —{E diff

patchutils V18, 1:150 | 232 filterdiff(1) | R —1& diff FEERAE M fe BXox = HEbR diff B3

patchutils V:18,1:150 | 232 fixcvsdiff(1) | fB1EH CVS patch(1) $EiR 2 HY diff FE 32

patchutils V:18,1:150 | 232 flipdiff(1) Rm{EH T ER

patchutils V:18,1:150 | 232 grepdiff(1) R EE AR EHE R m T B
. . . FREMER &I diff 78 AE—EFE

patchutils V:18, 1:150 232 interdiff(1) FERE diff {22 ) ZRNER

patchutils V:18,1:150 | 232 Isdiff(1) RS T B

patchutils V:18, :150 | 232 recountdiff(1) | EffsT R BAAS diff BB EMRE

patchutils V:18,1:150 | 232 rediff(1) BEF I HwEE dif FERMNBENRE

patchutils V:18,1:150 | 232 splitdiff(1) (EEELIZER T

patchutils V:18,1:150 | 232 unwrapdiff(1) | FRIEEH D EARIE T

wiggle V0, 1:0 174 wiggle(1) [ERW%IEZEERE T

quilt V:3,1:33 788 quilt(1) BIERIET

me Ld V:14, 1:39 2972 | meld(D) EEEFNBIERE R (GTK)

dirdiff V0, 1:2 166 dirdiff(1) FE~ B B 2 AR ARG

docdiff V0, 1:0 555 docdiff(1) Fr X FHIEEER M {ETE 3

imediff V:0, I:0 157 imediff(1) 2REEFAME/ —BEHITHE

makepatch V:0, 1.0 102 makepatch(1) | ERIBEZEGE ] fax=

makepatch V:0, I:0 102 applypatch(l) | [ERIBAEGE ] fa=

wdiff V:9,1:72 644 wdiff(1) AXFRERT, BEREFHANARE

Table 10.10: [RIRISSHITEYIFE



http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/patch
http://qa.debian.org/popcon-graph.php?packages=patch
http://packages.qa.debian.org/p/patch.html
http://packages.debian.org/sid/dpatch
http://qa.debian.org/popcon-graph.php?packages=dpatch
http://packages.qa.debian.org/d/dpatch.html
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon-graph.php?packages=diffstat
http://packages.qa.debian.org/d/diffstat.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
http://packages.qa.debian.org/w/wiggle.html
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon-graph.php?packages=quilt
http://packages.qa.debian.org/q/quilt.html
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon-graph.php?packages=meld
http://packages.qa.debian.org/m/meld.html
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon-graph.php?packages=dirdiff
http://packages.qa.debian.org/d/dirdiff.html
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
http://packages.qa.debian.org/d/docdiff.html
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://packages.qa.debian.org/i/imediff.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon-graph.php?packages=wdiff
http://packages.qa.debian.org/w/wdiff.html
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10.5 hRAEEFIZRLGS

30F 2 Debian &4 ER] RBIARAIZHI R 4R (VCS) BIHRE,

IR
NREMIEMBRAIZHIRR, (RERXHE git AP, it ARB&ZSHk.

]Ee mITE XN [ IH VCS 7] R
cssc V0, 1:2 2044 | CSSC PNz Unix SCCS (180F) B &
rcs V:3,1:19 562 RCS i » Bt Unix SCCS B9
cVs V5, T41 4609 | CVS = i CARIEYE IR VCS 19"?
subversion V:20,1:109 | 4858 | Subversion A $§5I£' CVS Y% m VCS B3
. ) . F C EfJTRE DVCS (#& Linux &L
it V:305, 1:478 | 35040 | Git ol —
g i AR H Lt E )
: == EET SIS
mercurial V:8, 1:48 1053 | Mercurial TR mercurial £Z = Python BEIER

—ZH2 CBW
% tla BEETE HZHA Python BHY

bzr V:2,1:16 28 Bazaar e DVCS (3 Ubuntu 69

darcs V0, 1.7 23159 | Darcs DERIN BEERBWTHDVCS (B)

tla Vi0, T:2 1011 | GNUarch | $&zt %i‘;? Tom Lord Y DVCS (FLAIE
monotone V:0, I:0 5815 | Monotone DR Fi C++ BRI DVCS

tkcvs V0, I:1 1498 | CVS, == i EZ\JC ﬁg%%sﬁ%%mion’ms) L
gitk V:6, 1:42 1723 | Git bl VCS (Git) BEFERER

Table 10.11: R &XIZHIRA T EIIR

VCS BIF AR RIETTIZHI R4 (RCS), HERREREEIEEZN (SCM),

& Git BRI EIN VCS RIRAEAEANTE, 2MALELFEMRIRIIZNRIEEE), £IE CVS Fl Subversion
MARERN.

1518 Debian Salsa fz¥5, Debian BEZ0IR M R ERY Git BRFS, 7E https:/wiki.debian.org/Salsa BEFXEIERIZR AN {4,

AV
@ Debian BE&{=1ETHEEBR alioth fRFE, &R alioth ARFEE #4B] LATE alioth-archive % EUA tar B4R S/
R VIEEY,

EEE LRI HEZRE VCS BERERAE,

 EA”umask 0027 (2R%E 1.24 )
- {E1SFTER VCS BRiEERBI — B A

BESHTEFRERY VCS S8 B 3RERT4E ID (2B BSD MIEREIAE, 285 123 1)
- EEBIREEANEREREALE VCS B



https://zh.wikipedia.org/wiki/Revision_control
http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
http://packages.qa.debian.org/c/cssc.html
http://cssc.sourceforge.net/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon-graph.php?packages=rcs
http://packages.qa.debian.org/r/rcs.html
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon-graph.php?packages=cvs
http://packages.qa.debian.org/c/cvs.html
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon-graph.php?packages=subversion
http://packages.qa.debian.org/s/subversion.html
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
https://zh.wikipedia.org/wiki/Git_(software)
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon-graph.php?packages=mercurial
http://packages.qa.debian.org/m/mercurial.html
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon-graph.php?packages=bzr
http://packages.qa.debian.org/b/bzr.html
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://www.ubuntu.com/
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon-graph.php?packages=darcs
http://packages.qa.debian.org/d/darcs.html
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon-graph.php?packages=tla
http://packages.qa.debian.org/t/tla.html
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/monotone
http://qa.debian.org/popcon-graph.php?packages=monotone
http://packages.qa.debian.org/m/monotone.html
https://zh.wikipedia.org/wiki/Monotone_(software)
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
http://packages.qa.debian.org/t/tkcvs.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
http://packages.qa.debian.org/g/gitk.html
https://salsa.debian.org/
https://wiki.debian.org/Salsa
https://alioth-archive.debian.org/
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Git CVS Subversioi BE

git init cvs init z‘r’gat B (At 72
- cvs login | - BENEIRETE

git clone cvVs co (s:\(;n FHRIRFATFERI A T 1F B Rt
git pull cvs up 3;” BEHRHREFEREH T /EB &S
git add . cvs add Z;g BT F B $3i R rsS R BRI T ves
git rm cvs rm i;” i vCs B TIE B s R s
; cvs ci EZ” R BT E T

git commit -a - - RR VBRI AMGETE

git push - - 1838 7 3 17 [E5 5K 52 T I U o 17 |22

. cvs svn " o — - .

git status ctatus ctatus R VCs FREETR T/F B sRERVIARE

git diff cvs diff jg;}f bE# < BEREFE > 7 < TEERE > NER
git repack -a | — (2 ym e

“d; git prune - - ENTELAMEER—EEBNE
gitk tkcvs tkcvs| VCS REFERMNEFNmER

Table 10.12: A VCS &3S EEES

10.5.1 VCS &S HILEER

BREERE VCS s SR BB REHXEME, BANGSFIFERRIBNSIH.

O

AN
INRB—(EETIITHEER git-foo EREIRIFEE SPATH H, EHmIBMARBHEIRN git foo”, RIAGIFA
git-foo.E& git HmELHI—EYFHE.

VAV
HHSTIEB g1t -xyz" HENI git FHOMA, #2006 FRHRIAMBEUE.

"R
190 tkevs(1) M gitk(1) EXRMER N ETEBMREMIERMVENESL. 2 2HNERERHNARAECFN
{77 ER web NHEERZRERAH.

BR
Git BESNEIEEARREN VCS BE L TE, tbulii CVS # Subversion IREHEE, i&iB git-cvs #l git-svn EREE
BIREAMEENAINE. 28 Bt CVS FEHRE git F158 10.6.4 15.

B
Git FRIB LS TE CVS Fll Subversion il BEEAIGES: "fetch”,"rebase”,"cherry-pick”, -+



http://www.kernel.org/pub/software/scm/git/docs/gitcvs-migration.html
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10.6 Git

Git ] B\A SR AMANERFENWERNEASR. E8KRE, REAEAMTHENHBENR, MARVEAEMERE
g)ﬁﬁzﬂnﬂ *SZ

10.6.1 FECE Git ZFim

{RE]BATE~/ . gitconfig” REREXL(E Git T RFZEANEF/ECE, LLWRMANBRFIEFE L,

$ git config --global user.name ”“b’’ % b’'b’’ & b’"”
$ git config --global user.email b’’ & b’'b’’ F b’’b’’ # b’'b’’ 4 b’’'b’’ i b’’b’" #t b’’

WNRIREE[ER CVS 5% Subversion &35, RBIFFEEREW T LEGHSHR.

$ git config --global alias.ci "commit -a”
$ git config --global alias.co checkout

fReesmEdal F AR E RV ERAER,
$ git config --global --list

10.6.2 Git &%
ET @,

« man Fff}: git(1) (/usr/share/doc/git-doc/git.html)

« Git P (/usr/share/doc/git-doc/user-manual.html)

. git T4BHIE (/usr/share/doc/git-doc/gittutorial.html)

. git M4AEFE: 35 °3B (/usr/share/doc/git-doc/gittutorial-2.html)

« GIT 8—XK 20 ALEEMT<S (/usr/share/doc/git-doc/everyday.html)

« CVS FHFH git (/usr/share/doc/git-doc/gitcvs-migration.html)
- R T ERIEERTS, URIIEZREIRIE CVS BRE Git,

- BEEEEBE LEEN git =4

- Git - SVN Hi1E:872
— Git BB#7 (/usr/share/doc/gitmagic/html/index.html)

git-gui(1) F gitk(1) HLfE Git EBEREBTSEH.

FEFEAFERNGEFNS, BE—LTH, W gitk(l) REFHFERE, ESHEBETE git

I)
e



http://www.kernel.org/pub/software/scm/git/docs/git.html
http://www.kernel.org/pub/software/scm/git/docs/user-manual.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
http://www.kernel.org/pub/software/scm/git/docs/everyday.html
http://www.kernel.org/pub/software/scm/git/docs/gitcvs-migration.html
http://git-scm.com/documentation
http://git-scm.com/course/svn.html
http://www-cs-students.stanford.edu/~blynn/gitmagic/
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ERESS) TE NS BiL)E

git-doc .15 11762 | N/A Git EAXIE

gitmagic L1 721 N/A Git B, SRR Git FH

git V:305, 1:478 | 35040 | git(7) Git PR, SRR, DR EIRAERR R

gitk V6, 1:42 1723 | gitk(1) BEETIEER Git B EE UE

git-gui V2, 1:24 2317 | git-gui(1) Git BFe R (EEEINGE

git-svn Vi1, 1:22 1144 | 8% i Subversion & H B4, %)\EU Git
svnimport(1)

git-svn Vi1, 1:22 1144 | git-svn(1) 7 Subversion #l Git Z iR RE [ EE

git-cvs V:0, 1:10 1279 | 8¢ it cvs BigE, BAZ Git
cvsimport(1)

git-cvs V20, 1:10 1279 | 8° L i R —(E CVS BUIRS
Cvsexportcomr

git-cvs V:0, I:10 1279 | 8¢ Git B9 CVS FRFEiE#E 22
cvsserver(1)

git-email V20, 1:11 966 g;tl ;ﬁ?f) #t Git BEFEUIENERRET

stgit V:0, .0 603 stg(1) FTEERT git (Python)

git-buildpackage y., 1, 4193 | 8% FA Git BB EIB{E Debian £
buildpackage(1)

guilt V:0, 1.0 146 guilt(7) $JEERY git (SH/AWK/SED/-++)

10.6.3 Git &%

BME(REY i E AR ERIR AR R,
PARRRTEIZ B Ll sRERIIER T,

Table 10.13: git HHEBMGH LT

ER git(1) (ERAMEFBMRAIZFIRE, NAR—EFNER, B git 7]

ERMNARABEIER, ERE L git() ERANEMGS,

N

£ git(1) T, RERBH T TET T SRR

, THIBIROTLAEA"git rebase -1 master” Z¥BM&HSREMA
BREES, BN E R ELEONEEL. 28 git-rebase(1) 0 git-cherry-pick(1).

H]u]E Al
4|

1’1"\

mE—EZFNTEER, LEAELTIFERERRRE, (FRILERA"git stash”. 2] git-stash(1).

10.6.4 FHj? Subversion EER Git

{RE]AE”svn+ssh://svn.example.org/project/module/trunk” B Subversion B j& Fr s H 2 7 Gic B2
FTRY” . /dest” WIEIECLIRZZ[E] Subversion BEIFT, FI40:

$ git svn clone -s -rHEAD svn+ssh://svn.example.org/project dest

$ cd dest
-
$ git commit -a
. b’ H bbb’ &
$ git svn dcommit

bl’bll ?i. bllbl’ 1'% b’lbl’ E& bll

bllbll Tj—: bllbll $ bllbll iﬂ_j, bllbll m bll git bII I bllbll 1/F bll

N

" - rHEAD” BESMIE 2 5e P21 Subversion EERMEEREANE.



http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon-graph.php?packages=git-doc
http://packages.qa.debian.org/g/git-doc.html
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon-graph.php?packages=gitmagic
http://packages.qa.debian.org/g/gitmagic.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
http://packages.qa.debian.org/g/gitk.html
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon-graph.php?packages=git-gui
http://packages.qa.debian.org/g/git-gui.html
http://packages.debian.org/sid/git-svn
http://qa.debian.org/popcon-graph.php?packages=git-svn
http://packages.qa.debian.org/g/git-svn.html
http://packages.debian.org/sid/git-svn
http://qa.debian.org/popcon-graph.php?packages=git-svn
http://packages.qa.debian.org/g/git-svn.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon-graph.php?packages=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon-graph.php?packages=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon-graph.php?packages=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
http://packages.qa.debian.org/g/git-email.html
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
http://packages.qa.debian.org/s/stgit.html
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon-graph.php?packages=git-buildpackage
http://packages.qa.debian.org/g/git-buildpackage.html
http://packages.debian.org/sid/guilt
http://qa.debian.org/popcon-graph.php?packages=guilt
http://packages.qa.debian.org/g/guilt.html
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10.6.5 GCIRECERELRY Git

fRe] AR Git TERF I RiikisELRIEFNEERE, ER2—EFF, RIRRBETHK"/etc/apt/” A,

cd /etc/apt/

sudo git init

sudo chmod 700 .git
sudo git add .

sudo git commit -a

@ BH BB e

RREE, HWRLXRER,

B E X EITIEL,

$ cd /etc/apt/

$ sudo git commit -a

RXRECE, SRR, EEMRIIE,
$ cd /etc/apt/

$ sudo gitk --all

MBEEIHNEEREL,

e
=

sudo(8) REZANRKEEREXH, EEXHERNER. HNEBEAFNEERE, MFEEEM sudo,

=z
R

ELEfFEH chmod 700 .git" &<, RARRESESIRNEREIRENENE,

"R
EEMEENRIYEERLCHR, F2R etckeeper 8: 5 9.2.10 T,

10.7 CVS

CVS BR—EHZEMMRAIZFZRLG, ©SHHIBEL Subversion # Git,

YIS
TEfIFEL4 LR CVS HEMNELT 2 EAFTT.

&M

* cvs(1)

« ”/usr/share/doc/cvs/html-cvsclient”
« ”/usr/share/doc/cvs/html-info”

« ”/usr/share/doc/cvsbook”

« ”info cvs”



https://zh.wikipedia.org/wiki/Git_(software)
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10.7.1 CVS @FEFEMNEE

WTFHEEMR R src” HRIAE R CVS FEFERRIEN, RAFF staff” HPMEERE CVS, BRI
FHEVHEE,

cd /var/1lib; umask 002; mkdir cvs
export CVSROOT=/srv/cvs/project
cd $CVSROOT

chown root:src .

chmod 2775 .

cvs -d $CVSROOT init

cd CVSROOT

chown -R root:staff .

chmod 2775 .

touch val-tags

chmod 664 history val-tags
chown root:src history val-tags

HoH WK HHHEHHHHE

"R
fRE] ACZE"$CVSROOT” Bif& root : staff” WL ERIFF IR ER"3775", ERFFICARFBIZIIFIER,

10.7.2 ZAHEART CVS

FEERAY CVS fETFEEH"SCVSROOT” 18, W FAFEI AR AHZARIAY”$CVSROOT”,
$ export CVSROOT=/srv/cvs/project

10.7.3 {FH pserver RimzhM CVS

2N H CVS (EREEFTLAIEIB pserver BRFEA”anonymous” BRFiE iR R E:AR, 5190, Debian BItHIABT L L&EHS
% webwml project BJEE4EH Debian alioth BRFEEI CVS ARFSEITAERE, N TS EHAREN AINRIRAEZE CVS
A ER”$CVSROOT?,

$ export CVSROOT=:pserver:anonymous@anonscm.debian.org:/cvs/webwml
$ cvs login

=z
EE

A% pserver RS HRMER BT BRALEM, FMUSHEERE2RARBEEEEEAN.

10.7.4 (£ ssh EiFEHR CVS

MTFEARMGSEHAREE “$CVS_RSH” F1 “SCVSROOT” &8, LALLEIRFEHA SSH iRiFsHFE R Debian webwml
BEEAERRN CVS BE,

$ export CVS_RSH=ssh
$ export CVSROOT=:ext:account@cvs.alioth.debian.org:/cvs/webwml

fRtLP]CAERR SSH BN iRFRRE, IBREsA AR IRIRIREBIE TR,



http://alioth.debian.org/projects/webwml/
http://alioth.debian.org/projects/webwml/
http://alioth.debian.org/projects/webwml/
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10.7.5 {¥ CVS EAFHE

I T ETREIL"~/path/to/modulel” BRE T RIFRIA IR B %4,
$ mkdir -p ~/path/to/modulel; cd ~/path/to/modulel

IBERIIGR)"~/path/to/modulel” FRIFRBIA IR B %48,
ERWN T RIS EUEEREAEI CVs,

. #4HA: "modulel”

- RIMEIRE: "Main-branch” ( AREBESZIFE)

- BHIZE: "Release-initial” (ARBERLIREMIZE )
$ cd ~/path/to/modulel

$ cvs import -m ”Start modulel” modulel Main-branch Release-initial
$ rm -Rf . # optional

10.7.6 CVS itz BHIBRI T

CVS AEBEERIMNREFERER, AZAFIIMERRERE, Alt, REEERNSHEEREEN, REFEQ
I%”/srv/cvs/project” #9”modulel”, HItHTHE—EMEAMS, MRFZHNFERITUT AR RERISTE
155,

# cd /srv/cvs/project

# chown -R root:src modulel
# chmod -R ug+rwX modulel
# chmod 2775 modulel

10.7.7 CVS Tf{&&

BB —{E Cvs A T {ERIEIF,
RIN TR #R1R"$CVSROOT” FT#ERY CVS BX LATA R AHYRAE,

$ cvs rls
CVSROOT
modulel
module2

BU T A R&EH "modulel” ZIFE:8M9B %> . /modulel”,

$ cd ~/path/to
$ cvs co modulel
$ cd modulel

REEEENANS,
BB TAAIRNGSRKIGENRE, BHERAMEENRMERdiff -u [repository] [local]”,
$ cvs diff -u

REINBACMIET > file_to_undo” 183, MEMMIERE 2T,
AT FRE CVS FRRIARIAEZ"file_to_undo” g3,
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$ cvs up -C file_to_undo

RINFARIEER T HIA IR B s #E 72 CVS,

$ cvs ci -m "Describe change”

U T HiE file to_add” #8233 CVS,

$ vi file_to_add
$ cvs add file_to_add
$ cvs ci -m "Added file_to_add”

U N EREH CVS RIS,
$ cvs up -d

E1DLA”C filename” BHSERITT, EEMREERIVNE,

187 . #filename.version” FREZENMIFZNE,
BRI <<<<<<<” FI7>>>>>>>" REFEHRARENEN.
REERIERRBRER,

U ARG — (BRI H " Re lease-17,

$ cvs ci -m ”"last commit for Release-1"
$ cvs tag Release-1

U IBAREEIESR,
I TR BlRiEH 5 Z"Release-17,

$ cvs tag -d Release-1

I TR RIEN & AEI CVS,

$ cvs ci -m "real last commit for Release-1”"

FRANTATRAABEAE I TH CVS E8HHY HEAD EffifitE Release-1” BHIZE.

$ cvs tag Release-1

U AR Release-initial” IZEIE @BV R AR — BB MR Re lease-initial-bugfixes”
N, BIEE#EHE|"~/path/to/old” BiF,

$ cvs rtag -b -r Release-initial Release-initial-bugfixes modulel
$ cd ~/path/to

$ cvs co -r Release-initial-bugfixes -d old modulel

$ cd old

B
fEA”"-D 2005-12-20" (ISO 8601 HHAIE) MAR"-r Release-initial” RIBEEREFTEHEA D 2,

EERERMRAN B Release-initial-bugfixes” MHEIZEAIA IR B #5748 £ T1E,
BB Release-initial-bugfixes” X ETF... EEIBEH M AMAZ/LED S,
SEERIHBE R, RUTARETEAZEL ST EBERFAEMIEX,



https://zh.wikipedia.org/wiki/ISO_8601
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$ cvs up -d

BEEERRERER,
RINTFARIEAEEAZI CVS,

$ cvs ci -m "checked into this branch”

RN AREF AL B iR D ERNRIRA, FERBBRIEERE (°-A) LENMEABRFBRES (7-kk),
$ cvs up -d -kk -A

BRI TR RBB S Release-initial-bugfixes” Nzt B NMEARRRFBAREAHFH NRE A B R (N
BREFPHRIRE),

$ cvs up -d -kk -j Release-initial-bugfixes

FR4REE 23 R ARIR @IS,
RN AR Be &g A B CVS,

$ cvs ci -m "merged Release-initial-bugfixes”

RN T PR EILERTE,

$cd ..

$ mv old old-modulel-bugfixes

$ tar -cvzf old-modulel-bugfixes.tar.gz old-modulel-bugfixes
$ rm -rf old-modulel-bugfixes

®’R
"cvs up” ar L BESER" - d" BIAREI I B 3 B eT LAER" - P B IE R MIFRZ= B i,

BR
fReE]AEI@BAZa0"cvs co modulel/subdir’ EHEMNFIEERMATR, KEH modulel” BW—EFBix,

=g Bz
-n AR, BETE
-t RN ovs i EEN T ERAVE AN

Table 10.14: {H1F/EZRI CVS a<EIE (ABIF cvs(1) B —{EIRIR)

10.7.8 CVS HmHAtESR

RN R Fr/REEFA tomor row” iEIH, FLEESEI CVS FHRITIESR,

$ cvs ex -D tomorrow module_name
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10.7.9 CVS HEIHE

RINFFIRIE CVS B (A EARES) B mx” 1RAERI 2.

export CVSROOT=/srv/cvs/project

cvs co CVSROOT/modules

cd CVSROOT

echo "mx -a modulel” >>modules

cvs ci -m "Now mx is an alias for modulel”
cvs release -d .

P BB H B PR

RINTErR, {REICAK CVS & H"modulel” (IR A: "mx”) " new” B %,

$ cvs co -d new mx
$ cd new

=z
EE

BTHTLERATER, FEEESBMERIRE,

10.7.10 F3j% CVS FEH BRI eI T(L

fRie CVS REBHXIHES, EfMATRITR I ERRERN.,

ERERAZ LI filename” ERAIVERS, FIHITHRIRERER, XU TFA/REMRER CVS #EFEPE
TERAVFT R R AR RIS (B RE,

# chmod ugo-x filename

10.8 Subversion

Subversion ZfE Git ZBIHIRMIERRAIZHIZR4E, EEHIRE CVS 218, ERD CVS # Git FEIRE 5T ZINEE.

REELE subversion, libapache2-mod-svn ¥ subversion-tools $XEEERIZE Subversion {EAREE,

10.8.1 Subversion EZENEE

subversion MEEELBEANE BB FETFE, TR AFENER CEFER RN ERAE"/srv/svn/project”,
RN T PRI B %,

# mkdir -p /srv/svn/project

BRI AREMNEFEENE.

# svnadmin create /srv/svn/project
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10.8.2 @i Apache2 {alfR2355R Subversion

MR AR A Apache2 {a]iREZ5HE Subversion fE7FE, RRAFRIU TAARIERFERIZEHR www ERERZ TR,

# chown -R www-data:www-data /srv/svn/project

E£”/etc/apache2/mods-available/dav_svn.conf” R (S EVEERE) N TAARMR B BFERERER
RIFETFE,

<Location /project>
DAV svn
SVNPath /srv/svn/project
AuthType Basic
AuthName ”Subversion repository”
AuthUserFile /etc/subversion/passwd
<LimitExcept GET PROPFIND OPTIONS REPORT>
Require valid-user
</LimitExcept>
</Location>

R RS RIERAEREER

# htpasswd2 -c /etc/subversion/passwd some-username

BRI Apache2,

iBi@”http://localhost/project” #1”http://example.com/project” URL KA svn(1) HAY Subversion f
TFE (BRER{RHY web {AARESHY URL A”http://example.com/”),

10.8.3 IRHAIMEAR Subversion

WTFARASEIEREMHR, B9 project, BILAZAHEARIRY Subversion fETFE,

# chmod 2775 /srv/svn/project
# chown -R root:src /srv/svn/project
# chmod -R ug+rwX /srv/svn/project

Bt project M AHERE T AARITEfile: ///localhost/srv/svn/project” 8 file:///srv/svn/project
F svn(1) HB9FR Subversion ETFEE, RWAZBTE"umask 002” FH#{TFEYU svn, svnserve, svnlook Fl svnadmin &
<, RERFEAEHETLAMA,

10.8.4 Ei® SSH iEixz4R Subversion

{FERE 4] LAEARIRY Subversion ATZEER) URL Z&”example.com:/srv/svn/project”, ZEHR SSH :5f, {RAESTE
svn(1) AfY”svn+ssh://example.com:/srv/svn/project” URL sARIE,

10.8.5 Subversion Bif4EHE

#4152 Subversion 2R3, 512 BRERMEUITHEFERBHEH D ATHENTE,

----- modulel
[ | -- branches
| |-- tags
| | |-- release-1.0
[ | ‘-- release-2.0
|
| 1

-- trunk
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[ |-- file1l

| |-- file2

| ‘-- file3

|

‘-- module2
VN
{RAZEERA"svn copy .. L RIZFLEAHIEH., EM#E(R Subversion IETERIGEIRIERIENEL RIS RET
=,

10.8.6 1 Subversion {2E A\—{BHIE

U R AT/REIL"~/path/to/modulel” BRIE T AU ETRIAS R B $R18t,
$ mkdir -p ~/path/to/modulel; cd ~/path/to/modulel

IEtE R EES)"~/path/to/modulel” FHIFTHIA IR B #5181,
B EEE AR Subversion HIRHESEE A THIS| 81,

1#4H2: "modulel”
Subversion {ii & URL: *file:///srv/svn/project”

Subversion B#%: "modulel/trunk”

Subversion 1Z%;: “modulel/tags/Release-initial”

cd ~/path/to/modulel

svn import file:///srv/svn/project/modulel/trunk -m ”"Start modulel”

svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release «
-initial

@ B B

&, WTFATR.

$ svn import ~/path/to/modulel file:///srv/svn/project/modulel/trunk -m “Start modulel”
$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release «+
-initial

R
fREESARM B http://." F1"svn+ssh://. . .7 BEIETUAY URL RER file:///." URL,

10.8.7 Subversion T{E%

B4R HER Subversion REREZEFiRfIHEA TERRO,

B
git-svn BB EIRMHMNEFiniS, A UEAER git < Subversion TERII—EHBIMNEE, 285 10.6.4
.

W8N T F/REY URL *file:///srv/svn/project” $8[EH] Subversion B2 _E A =] YIS,
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$ svn list file:///srv/svn/project
modulel
module2

AT R "modulel/ trunk” 2)”modulel” Bi%,

$ cd ~/path/to
$ svn co file:///srv/svn/project/modulel/trunk modulel
$ cd modulel

REENEERNANSE,
BB THRNSSRIGENRE, BEERMEERFERdiff -u [repository] [local]”,
$ svn diff

{REBIBCSMIET file_to_undo” 183X, MEMMIEREZ T,
U0 FEr~RIF Subversion RRYEZFERIAREBZEZ"File_to_undo” g,

$ svn revert file_to_undo

YT PRBYIEE AT R 7 AR B #1467 2] Subversion,

$ svn ci -m ”"Describe change”

AT RN "file_to_add” HERTIBEHIER] Subversion,

$ vi file_to_add
$ svn add file_to_add
$ svn ci -m "Added file_to_add”

RINFFrREFH LAEHE B Subversion FHRIRHTARZA,

$ svn up

EiLBA"C filename” BISEMIT, EEKE HRINE,

BRIERPREERHFENRE, Bl filename.r6”, "filename.r9” fI”filename.mine” =K,
BEIE RPN <<<<<<< FI7>>>>>>>" RIBEFHRMKEMEEN,

R B OUE R R ARRER

RN N FTRETE— ﬂEIiFﬁth’f“é’;‘E”Release 17,

$ svn ci -m ”last commit for Release-1”
$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <«
-1

o

BIREEIE R,
?RQD'FFET%K?&H:' yz”Release-17,
$ svn rm file:///srv/svn/project/modulel/tags/Release-1

U0 F R B e 2 A\ 2 Subversion,

$ svn ci -m "real last commit for Release-1”"

RN FFIRTERHTAY Subversion EEFAIEM FEFAIMNIEH X "Release-17,
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$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release «
-1

U RET/R7E"modulel/tags/Release-initial” BREIEE N RVIIR A ER EBET —(ERE%A”modulel/branche
Mnx, WiEesEH2"~/path/to/old” B,

$ svn cp file:///srv/svn/project/modulel/tags/Release-initial file:///srv/svn/project/ «
modulel/branches/Release-initial-bugfixes

$ cd ~/path/to

$ svn co file:///srv/svn/project/modulel/branches/Release-initial-bugfixes old

$ cd old

R
fEA"modulel/trunk@{2005-12-20}" (ISO 8601 HEAHE ) MAZE "modulel/tags/Release-initial” 3R
BEHEIEHEI B,

EENRRIAMRAR)"Release-initial-bugfixes” 92 HIAHR B $%idt = T 1F,
¥BHBETE Release-initial-bugfixes” #X ET1F.. ERIBEEMAMAZLE S 2,
RINTERES BEfh ATELL S 2 EIXENRITESR,

$ svn up

REFNIERRBRER,
U0 F Er B e e 25 A\ 2 Subversion,

$ svn ci -m "checked into this branch”

RN T PR EF A B 8 R EHF MR,
$ svn switch file:///srv/svn/project/modulel/trunk

KA TFrRiBi@& 1 ’Release-initial-bugfixes” H XM AR RKREFHAH B iFE (WBATHRNRIRA),

$ svn merge file:///srv/svn/project/modulel/branches/Release-initial-bugfixes

n F‘]En 28 Xﬁ*l;&TE]
T&ﬂﬂ?ﬁﬁm?ﬂE&é%A | Subversion,

$ svn ci -m "merged Release-initial-bugfixes”

BRI REILERE,

$cd ..

$ mv old old-modulel-bugfixes

$ tar -cvzf old-modulel-bugfixes.tar.gz old-modulel-bugfixes
$ rm -rf old-modulel-bugfixes

BR
{REEZI AR http://.." F"svn+ssh://. . ." EBEIVAY URL K& "file:///.” URL,

BR
i@id"svn co file:///srv/svn/project/modulel/trunk/subdir modulel/subdir” &&<, REJLA
HEEH"modulel” M—{EFH%,



https://zh.wikipedia.org/wiki/ISO_8601
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Debian 2%& 3}
] R EH
--dry-run AR, RETE ]
-V HER svn EENRIRFARE AN

Table 10.15: {Ef§/F B A9 Subversion a5 L IEIE (ERAFES svn(1) BIE—(ES|E))
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Chapter 11

TEZMA Debian Z#% LI AKX EL T AREMRROE
EEEnTE, RESFAN, BXENSEEREIER.

111 XFENERTE

WTRXFENBIRTE,

0nEe MITE IR k! B
. e & iconv(l) BIRERES IR (locale ) ZRIFINX
. . i E= - o
libc6 V935, 1:999 12771 F1F 5= %ﬁﬁﬁ%ismﬁ (EE%E,‘J)
. FRE+1B | NERESIRIE (locale) g 2
recode V3125 1603 g (SInEet, B2 RIS )
NE SR= IS [=1]1s N g my E\Tj’léu
konwert V1, 1:54 134 FAE (;r%7fﬁ:':=ll3’lj=l)EET—E (locale) VXA =
=) TEH
nkf V0, I:11 358 a3 HiEF T flae
tcs V:0, 1:0 518 FHE FREHE
unaccent V:0, 1.0 29 e REESFT, FHNeMEENIEEETET
o i £ DOS # Unix ZBIRXFENER: fromdos(1)
tofrodos Vi1, 1:25 55 T #1 todos(1)
] L TE Macintosh ] Unix Z BRI Fg = B #a:
. . R
macutils V:0, I:1 298 17 frommac(1) 1 tomac(1)

Table 11.1: XFEHEHLTRIIR

11.1.1 Hiconv S REIRSIFIER

N
iconv(1) 2 libc6 BEEEM—E85 It H ER] ATESE Unix R 4 L ERF STTHIARES.

fREESTIBIAYN T AYER < F iconv(1) ZREGH X FHERAVARES,

$ iconv -f encodingl -t encoding2 input.txt >output.txt

WISERXN/NEAERN, BSERKRZEE “-7 f “_", "IUERA “iconv -17 HIBEXREIIME,



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon-graph.php?packages=recode
http://packages.qa.debian.org/r/recode.html
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon-graph.php?packages=konwert
http://packages.qa.debian.org/k/konwert.html
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon-graph.php?packages=nkf
http://packages.qa.debian.org/n/nkf.html
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
http://packages.qa.debian.org/t/tcs.html
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
http://packages.qa.debian.org/u/unaccent.html
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon-graph.php?packages=tofrodos
http://packages.qa.debian.org/t/tofrodos.html
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
http://packages.qa.debian.org/m/macutils.html
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wmisE =53

ASCII EEENRBRIE

UTF-8 EAFEEEE{H’F%?‘%E’E;EE

1SO-8859-1 ENABRESIRE, ASCI+ E%f&%ﬁ

1SO-8859-2 ENREGESIZ®E, ASCII+ ER 1998

1SO-8859-15 ENE BT RI AR S 122 (1S0O-8859-1)

J— code page 850, FAIRPEERFE = HIMEX DOS B BEFIF T,
1SO-8859-1 &2

CP932 code page 932, H&& Microsoft Windows B9 Shift-JIS E38

CP936 code page 936, ﬁﬁﬁA?ﬁ?ﬁEPSZE@W’F%%W GB2312,
GBK (& GB18030 Hy£Lge

CP949 code page 949, FAMREEREMIMIRIEFERAREIZE) EUC-KR (&
Unified Hangul Code H%£52

CP950 code page 950, FHMREFEPXHY

CP1251 code page 1251, FIREER N o

CP1252 code page 1252, FﬁﬁAEj’EEEE'J%EM'F%?%ﬂ*&E'J
1SO-8859-15 HyLsee

KOI8-R FARAEREFEIEHE UNIX 128

1SO-2022-JP HXE R E RS, RfEM7 14{_77_1:%

eucJP ZHH UNIX f£%/9 8 fiifizscZH, #0 Shift-JIS T®EAR[E

Shift-JIS H3X JIS X 0208 Fii% 1 2% (2R CP932)

Table 11.2: 4RS{EFIAIERVTITR
E=

—EREISAEENER, ENRFAESRENE (5 841 M),

& ASCII # 1SO-8859 EFERMREMTANFHE, FmBNFHELFRENRE—HFE,

HRSFTMFNE, LR, MIAXEJIS X 0213, SKARERS ARSI Universal Character Set (UCS, Unicode,
1SO-10646-1) , B S1&4wE 7T R F I EMMMITTAE R,

« BXHJ EUC F1 ISO/IEC 2022 (2 #5824 JIS X 0202)
 Unicode B9 UTF-8, UTF-16/UCS-2 # UTF-32/UCS-4 #rh%

U LB, FHENFTREIBZEEZMENER.

HEWHEMERME, code page BRIEAFTARIBRIIEZ=ARER,
PEF=1
HER, KREBNRIBAMBIEE ASCI 1Y 7 IFTHEEENS, EthE Ly, NRFERBEEFTERA shift-JIS 4715

B, $§1’C%E’JEIS( CFEES2TVM URL B4, B| UTF-8 185\, (REEB(EM "CP932" (F RS R RN E shift-JIs”
RISEIHAEEMAER : 0x5C - "\" M OX7E - "~". BHI, BLAFRENLAERNFIT,

N
recode(1) the] gE# A B REER iconv(l), fromdos(1),
ERIFBESZEM, F2R"info recode’,

todos(1), frommac(1) 0 tomac(1) INEEMI&E S, 8

o h

8 4mi5

—EXFERENZH UTF-8 4Ri5HY,

11.1.2 Hiconv IEBERXRERE UTF-

&< F iconv(1) RigE



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/Character_encoding
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page
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$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo ”"non-UTF-8 found”

N
FE LErBFHER"- -verbose” 51 BURLEISE —1E non-UTF-8 T,

11.1.3 £ iconv EiiES

ERR—ERARE, EE—B#FR T, BEENFRRRRAR TEINERRS, BRAIRNK UTF-8.

#1/bin/sh
ENCDN=1s0-8859-1
for x in *;
do
mv "$x” "$(echo "$x” | iconv -f $ENCDN -t utf-8)"
done

"$ENCON” EHTEETHEZIFRRR T, EREANRRRE, RxR 11.2.

HREIEMRNER, FEREENRIEFR mount(8) FRIE (2RE 846 T) RHHBEIRERERNERRAR
(EENER, HERE EE9—EERE), (M cp -a” L REBEMEENTEIS I —EFER UTF-8 BSIERRAK L.

11.1.4 BT

XFERWBN, [BRITE (RITH) M5, BFEB/UN.

= 4= Fehe =l jyrayre [y
TE TR | =T | TS | 16386
Debian (unix) LF N 10 0A
MSDOS #1 Windows | CR-LF AMA] 1310 0D 0A
$ESRAY Macintosh CR AM 13 0D

Table 11.3: NEFEEMIRITAHRIIIR

WITRFEERFEL, fromdos(1), todos(1), frommac(1), 0 tomac(1), RME F5{E. recode(1) th 2B,

=S}
£ Debian &4t LAY —LE R, W python-moinmoin #XEEEIRY wiki EEE R, A MSDOS H1xH) CR-LF fE&
BT 4mES. FIbA, EEARAEER—EBARAL,

EE
RERS 4mEE2S (EL4N: vim, emacs, gedit, ---) BESHIERRARRIE MSDOS TUEREVIRITIFIESE,

RBR
#HGRES MSDOS F Unix SEEHUIESE, #4—2 MSDOS #1718, {EH"sed -e '/\r$/!1s/$/\r/"" RE
todos(1) LEEYF, (BIa0, TE(ER diff3(1) BEmME MSDOS HiEHtER%.) EERE%A todos AFTERITIEN CR.
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IHgE bsdmainutils coreutils
EHRTEAEGMTIE “col -x” expand
NMEERBAEGRERT “col -h” unexpand

Table 11.4: bsdmainutils 1 coreutils BHAREH TAB WG STIE

11.1.5 TAB iEif

BEE—LiEih TAB B BMEETH,
indent B1FAY indent(1) AL RESE IR IL C TR HIIEIE,

40 vim F1 emacs ExAI4REEEREE ] LAt FASRIBZR E 4 TAB, FAE vim 3RER, (REESIRIEFE A" set expandtab”
7 :%retab” SRS RIBAEM TAB, {REA]LARIEFHWA :%set noexpandtab” #1”:%retab” a5 < RIER,

11.1.6 FHEEHNERINEENMRIES
& vim ERMIRNE BRI IEE 20 SRR B s 20 B IR (T ARES R AR A R R FIIE RIS . (RERRTESZIR UTF-8
ARESRVIZHIE LILTE UTF-8 IRIE T (£ RIS L ARIE 3 RIERRITFIIERIL,

A latinl ( is0-8859-1) 4mASGFATFHIEFEERZESHY Unix XFHER, “u-file.txt”, REEBW TF/RIIA vim ESH
UREE,

$ vim u-file.txt
B EEMES vim BER MRS B g RIS S REESRE UTE-8 fri%, MRXELHK T, BIREER latinl #wiS,
A latin2 ( iso-8859-2 ) AmAS{RETFHIE RRERENY Unix XFEHER, “pu-file.txt”, BE@EBINFETRAIA vim 4REE,

$ vim ’+e ++enc=latin2 pu-file.txt’

BA eucIP #miSfATFHVE HEER Unix XFIER, "ju-file.txt”, BEBIBINTAT/REIA vim 4RéE,

$ vim '+e ++enc=eucJP ju-file.txt’

CAFTEBRY shift-JIS 4RAS (ERELIAVER AR : CPI32) 7FAVE HEE MS-Windows X FIEE, “jw-file.txt”, BEEIBYU
TEIREVA vim 4mEE,

$ vim '+e ++enc=CP932 ++ff=dos jw-file.txt’

E—EEEA vim BIRABHESE B> ++enc” FI7++F 7 IBIE, 7 Vim L8N :w S EUERAHFERTLIAES
BERER, (RU0ILAE Vim S ERFERRERN, H90, ”:w ++enc=utf8 new.txt”,

EER vim 48 EEEIR mbyte.txt, ” SATANFESIE” IR 11.23RK &5 ++enc” FERMAREMNE,

emacs KIXRIFED BESA B IR EHRAITNEE,

11.1.7 REMNF

MTETREBA web EEIIEEEA R XFEER, B Web PEEBERLESNE RTE web EEFERRFENL grep(1) FIERE
Unix XFT A, UWTHESRIEEEHRN,

$ w3m -dump http://www.remote-site.com/help-info.html >textfile

B, RAIAMERI AR TREEEMBINRINEXFEN.

11.1.8 SRR CAXFEN

fRE] AE@ I F AR RERIEB A FER,
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nHete ATE XV | BAEE Ihge
7 - TS BHAXFER
w3m V:31,1:284 | 2289 | html  text ?; w3m -dump” &8 HTML BLAXF RN
html2text V:3,1:33 274 html - text SFEHY HTML XX FIEERIEIREs (1S08859-1)
I _ 3y NN £
lynx V:13,1:98 | 1948 | html- text fﬁgéynx dump” 818 HTML Bt 33X 5179
elinks V:6, 1:28 1767 | hmlotext | 2 ﬁelnlnks dump” 85218 HTML 8t A3
b
*1i - T3 HEXAXNFNE
links V:6, 1:39 2249 | html - text f’,;%;”"s dump” #5215 HTML BfAXF
B
»T 4 _ » AN = £
links2 Vi1, T:15 5417 | htmlotext | O L1nks2 -dump A IE HIML 8L A3 FH
antiword V2, T:10 589 MSWord — text, #B{¥, MSWord 18 3= 2145 X F 8% ps 1& 32
catdoc V:27,1:127 | 675 MSWord — text, ®&, MSWord & 3= 2145 X F 8%, TeX 1@
pstotext Vi1, 1:3 126 ps/pdf — text | & PostScript #] PDF §& 3= 2 & 1 X =
unhtml V:0, I:0 43 html  text R—E HTML EREE MR IR iE &
odt2txt V1, 1.7 60 odt — text KRR RN FRIAELES

Table 11.5: ARRERENFEHNTRIIR

0HEe MITE XN | FA#EED iR B
A”:source
vim-runtime V:19,1:435 | 31723 | BR $VIMRUNTIME/syntax/html.vim” Vim Eds
SHE{Y[RIAFEEI HTML
cxref V-0, 1.0 1193 | c— html & CTEX 2 latex 71 HTML RIE83258 (C 85
src2tex V:0, 1.0 622 =) BT Z[RIRMEE] TeX (C B

: - S RIAIE T B = = RE/~RY HTML, XHTML,
source-highlight y., . 1992 | 5= LaTeX, Texinfo, ANSI BB #8351 DocBook 4%
£ (C++)

i ; T == B 2R RE T A o ra /R HTML,
highlight Vi1 L12 1083 | ®™5 XHTML, RTF, LaTeX, TeX or XSL-FO &2, (C++)
gre Vi0, I:3 190 téxﬂt,; BB | mpE a0 mEEE £ (Python)
txt2html V0, I:3 259 text—html | XFE] HTML BHg8 (Perl)
markdown V0, 1:8 57 text - html markdown X FXHFZ] (X)HTML (Perl)
asciidoc .13 81 text - any AsciiDoc X FX & Z] XML/HTML (Python)
pandoc V:8, 1:47 151714| text— any B FEECE L EE (Haskell)

python-docutils | v.15 113s | 1771 | textoany | EHEXZTEEE] XML (Python)

#{YXX=FZF] HTML, SGML, LaTeX, man page,

txtatags V0, I 342 text~any MoinMoin, Magic Point and PageMaker (Python)

udo V-0, I:0 583 text - any BANXFEEBTIE (CES

stx2any V:0, I:0 264 text — any ERTENFIEMRINXEELE (md)
rest2web V:0, 1:0 527 text — html EEXFF html FISXEEELEE (Python)

aft V:0, I:0 235 text — any > BEBN RREREBRLR (Perl)

yodl V:0, I:0 610 text - any AEXHES LTEREERER (CES

sdf V-0, .0 1445 | text—any IR EIfTES (Perl)

sisu V:0, 1.0 5344 | text—any XEHEE. HERR. FESHEZ (Ruby)

Table 11.6: S RANFEHNTHRIIR



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon-graph.php?packages=html2text
http://packages.qa.debian.org/h/html2text.html
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon-graph.php?packages=antiword
http://packages.qa.debian.org/a/antiword.html
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon-graph.php?packages=catdoc
http://packages.qa.debian.org/c/catdoc.html
http://packages.debian.org/sid/pstotext
http://qa.debian.org/popcon-graph.php?packages=pstotext
http://packages.qa.debian.org/p/pstotext.html
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
http://packages.qa.debian.org/u/unhtml.html
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon-graph.php?packages=odt2txt
http://packages.qa.debian.org/o/odt2txt.html
http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon-graph.php?packages=vim-runtime
http://packages.qa.debian.org/v/vim-runtime.html
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
http://packages.qa.debian.org/c/cxref.html
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
http://packages.qa.debian.org/s/src2tex.html
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon-graph.php?packages=source-highlight
http://packages.qa.debian.org/s/source-highlight.html
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon-graph.php?packages=highlight
http://packages.qa.debian.org/h/highlight.html
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon-graph.php?packages=grc
http://packages.qa.debian.org/g/grc.html
http://packages.debian.org/sid/txt2html
http://qa.debian.org/popcon-graph.php?packages=txt2html
http://packages.qa.debian.org/t/txt2html.html
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon-graph.php?packages=markdown
http://packages.qa.debian.org/m/markdown.html
http://packages.debian.org/sid/asciidoc
http://qa.debian.org/popcon-graph.php?packages=asciidoc
http://packages.qa.debian.org/a/asciidoc.html
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon-graph.php?packages=pandoc
http://packages.qa.debian.org/p/pandoc.html
http://packages.debian.org/sid/python-docutils
http://qa.debian.org/popcon-graph.php?packages=python-docutils
http://packages.qa.debian.org/p/python-docutils.html
http://packages.debian.org/sid/txt2tags
http://qa.debian.org/popcon-graph.php?packages=txt2tags
http://packages.qa.debian.org/t/txt2tags.html
http://packages.debian.org/sid/udo
http://qa.debian.org/popcon-graph.php?packages=udo
http://packages.qa.debian.org/u/udo.html
http://packages.debian.org/sid/stx2any
http://qa.debian.org/popcon-graph.php?packages=stx2any
http://packages.qa.debian.org/s/stx2any.html
http://packages.debian.org/sid/rest2web
http://qa.debian.org/popcon-graph.php?packages=rest2web
http://packages.qa.debian.org/r/rest2web.html
http://packages.debian.org/sid/aft
http://qa.debian.org/popcon-graph.php?packages=aft
http://packages.qa.debian.org/a/aft.html
http://packages.debian.org/sid/yodl
http://qa.debian.org/popcon-graph.php?packages=yodl
http://packages.qa.debian.org/y/yodl.html
http://packages.debian.org/sid/sdf
http://qa.debian.org/popcon-graph.php?packages=sdf
http://packages.qa.debian.org/s/sdf.html
http://packages.debian.org/sid/sisu
http://qa.debian.org/popcon-graph.php?packages=sisu
http://packages.qa.debian.org/s/sisu.html

Debian 2= F 235/ 260

11.2 XML &%}

IBZEM1Z505E S Extensible Markup Language (XML) @ —fBIZ:0:ES, ARSBEEBHLENNXG.
£ XML.COM RN 43E .

« 7 HER XML?”

« 7 fTEER XSLT?”

7 ffEER XSL-FO?”

« ” ftE&Z XLink?”

11.2.1 XML HERIER

XML X FERRELSR HTML. EReERMAERE —EXANS @SR, —EHERN XML 242 docbook-xs1 ¥
§28l, HmIEEER.

B—{@ XML X EHA THEE XML E5/1A.
<?xml version="1.0" encoding="UTF-8"?>
XML STENEREERZ TEN G INRRC.

<name attribute="value”>content</name>

ABRZM XML TEH, ERTEESIVRLC.

<name attribute="value”/>

F@EyFHay attribute="value”” 28&HY,
XML #HEESS, R TENSIEC.

<!-- comment -->

ANERIBIMRE, XML ELERERTEERERENARTREN TIFIT,

FEEEERE HYHF T
&quot; " 558
&apos; " TR
&lt; <:/N\iRSE
&gt; > KKK
&amp; &: &3F

Table 11.7: XML TEEZE 125K

VAV
“<" g “&” RESTEBME (attributes ) SXTTE (elements ) FR{EH,

R
E SCGML R EMNEHEEEER, tbil"gsome-tag:”, MIEAMEHE, F—EETREEZHEN, B
TE'<!ENTITY some-tag "entity value”>" %K.

i
[l
R



https://zh.wikipedia.org/wiki/XML
http://xml.com/
http://www.xml.com/pub/a/98/10/guide0.html
http://xml.com/pub/a/2000/08/holman/index.html
http://xml.com/pub/a/2002/03/20/xsl-fo.html
http://xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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ES=
REXML EER—BERE—SHERES (—LEMMEANBHEMIE ), (£ Extensible Stylesheet Language
Transformations (XSLT) R#E#aZ| S h—{E XML, 2 —EMREERETS,

11.2.2 XML REIE

B2 TERUAREE XML 8%, tbiiR: sIEREMRIIRES Extensible Stylesheet Language (XSL).

— BRI T —EFRIR AR XML 483, BEAR LRE, MEFILAER rAlEREA R NRES R Extensible Stylesheet
Language Transformations (XSLT), A§EH#EERmEMER,

BIVEERI R IE R EA R IUEREES Extensible Stylesheet Language for Formatting Objects (XSL-FO) 2 FIR{EAEZ L

RIRRIRTTZER. fop EXBEELL Debian main EREEH, HATHKTE Java I2XFES. LaTeX F2XNi5EE 2% XML A
XSLT 4R%, LaTeX ZR&EEFREIL DVI, PostScript #1 PDF S48 0] 5l ENRIIE SR,

ERESS) TE XV | EAEE BT
docbook-xmT V:15,1:280 | 2133 | xml DocBook fJ XML XHFEIFIES (DID )
B N rrpvgsa

xsltproc V:15,1:104 | 160 xslt Z;SJ;T AR L SUBRIERS (XML - XML, HTML, fE3CF,

=T

T {8 XSLT 7 DocBook XML BRIERY S 188 Lig
docbook-xs1 V:13, 1:165 14870 | xml/xslt B XSL st
xmlto V1, 1:23 130 xml/xslt M XSLT 7% XML ERE[FERIERE
dbtoepub V:0, I:0 37 xml/xslt DocBook XML Z1.epub Ei&
& = 2T A 1

dblatex Vi3, 1:16 4643 | xml/xslt E)T ;?:IET 7 Docbook f23€8IR% DVI, PostScript,
fop V:1,1:24 291 xml/xsl-fo R Docbook XML fEZEE] PDF

Table 11.8: XML T B7%I%&

B XML 2 1Z# 5@ AHIZ5C5E S Standard Generalized Markup Language (SGML)R)—{BF 5, IR EIE SGML 1iE7
EHTER, theEsEE XML, bR XEHNRES MR EEES Document Style Semantics and Specification Language
(DSSSL).

]Ri4e mATE Xy | BABERE B
openjade V:2,1:38 1019 | dsssl ISO/IEC 10179:1996 =¥ DSSSL RRIEES (B HTHY)
{&F DSSSL B2IE DocBook XML Z| & L8,
docbook-dsssl V:1,1:23 2604 xml/dsssl B DSSSL Kzt
DocBook f@RAV T HE, BfEMER DSSSL &R
docbook-utils V:0, I:16 281 xml/dsssl EEMIL (HTML, RTF, PS, man, PDF) f4
docbook2* &%
sgm12x V:0, I:0 90 SGML/dsssl | SGML #1 XML {&F DSSSL fR\RAVEEIREE

Table 11.9: DSSSL T &1z

=R
GNOME #Y yelp {E{E#E£a 5 {ERIE #:8EY DocBook XML 1E%, EREAERILAK X BEEENEE,

11.2.3 XML BRHERL

ERTErE, (REesatEEMNRE HTML % XML &,



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/zh-tw/Java
http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon-graph.php?packages=docbook-xml
http://packages.qa.debian.org/d/docbook-xml.html
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon-graph.php?packages=xsltproc
http://packages.qa.debian.org/x/xsltproc.html
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon-graph.php?packages=docbook-xsl
http://packages.qa.debian.org/d/docbook-xsl.html
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon-graph.php?packages=xmlto
http://packages.qa.debian.org/x/xmlto.html
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
http://packages.qa.debian.org/d/dbtoepub.html
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon-graph.php?packages=dblatex
http://packages.qa.debian.org/d/dblatex.html
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon-graph.php?packages=fop
http://packages.qa.debian.org/f/fop.html
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon-graph.php?packages=openjade
http://packages.qa.debian.org/o/openjade.html
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon-graph.php?packages=docbook-dsssl
http://packages.qa.debian.org/d/docbook-dsssl.html
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon-graph.php?packages=docbook-utils
http://packages.qa.debian.org/d/docbook-utils.html
http://packages.debian.org/sid/sgml2x
http://qa.debian.org/popcon-graph.php?packages=sgml2x
http://packages.qa.debian.org/s/sgml2x.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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[ ES) mITE XAV | EAsEE % BH
w V0. 17 17 MSWord - | &#Ek Word F8VE] HTML, LaTeX, FEINFITER
o EEIHE R BBiazE,
texi2html V:0, I:8 1833 | texi— html & Texinfo ] HTML RIEEIRES
=] -
man2html V20, 1:2 138 mﬁjﬂﬁ“ # man FMEZ HTML (V8§58 (ZIE CGI)
unrtf V0, I:4 148 rtf - html & RTF 2] HTML ZHIE#zE
info2www Vi1, 1:3 76 info-html | £ GNU info 2] HTML F9#5328§ (%31 CGI)
7FK - E| 0N
0002dbk V0,10 217 sxw — xmml ;:;%Cg)penofﬁce.org SXW X {&Z] DocBook XML FJ&
B
. WordPerfect | WordPerfect 5.0 # 5.1 f§Z 21 TeX, LaTeX, troff,
wp2X V:0, I.0 202 =R GML 1 HTML
doclifter V:0, 1.0 451 troff — xml troff 2 DocBook XML FIEEIREE

Table 11.10: XML ERHEENT B7IFER

BEE RTE KN | EAER Bl
: : =7 TEEIAAE
libxml2-utils | V:22,1:246 | 182 | xmlohtml o xht%ﬁ%l}fmﬁgjﬁm wmeS LR RseE,
ERANE=] y ‘PiL >
tidy V2, 1:14 84 xml o html o xh##TML 5B &R EFEFHIENT

Table 11.11: XML E{FIENT AZIER

5 4E XML B9 HTML $82, {REENEIRTEFIAS XHTML, XHTML 2—@EMHEE B XML |18, XHTML B4
XML T EERIE.

—BEER XML £/, BERIFEHNASTS, (REEZER XSLT ZATRNER.

11.3 HEhR

Unix E#Y troff IR RYIRZH AT&T R E]FER, sJURAMEERR, BERAREILIFHRE.

Donald Knuth 32BEfY Tex 2B ARMHIR TRt 2ERE EAEE, RYIZEH Leslie Lamport f3EHY LaTex {E15{FE A
EoIAE RS ERIRI A Tex BI58 KINEE,

ERES3) TE KN | FAER an BB
tex1live V33, 1:50 71 (La)TeX FRRHERR. FTEEFNZIENEY TeX R &R
groff V:3,1:64 11838 | troff GNU toff X FIRVE R R

Table 11.12: HEhR TERIFIZER

11.3.1 roff HEAR

BHREEL, roff  Unix EEENNFEERGZ, 2R roff(7), groff(7), groff(1), grotty(1), troff(1), groff mdoc(7),
groff_man(7), groff_ms(7), groff_me(7), groff mm(7) #1”info groff~,

R groff BEEB R, REN"-me” EEESHMEERR — N R EMNEEFM, ERER"/usr/share/doc/groff/”,

PN
"groff -Tascii -me -”EiH#HH ANSI BEBIMANF, MRIFEE manpage NEHFEHFSH 17", BB
EMEAE S 6ROFF_NO_SGR=1 groff -Tascii -me -7,



http://packages.debian.org/sid/wv
http://qa.debian.org/popcon-graph.php?packages=wv
http://packages.qa.debian.org/w/wv.html
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon-graph.php?packages=texi2html
http://packages.qa.debian.org/t/texi2html.html
http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon-graph.php?packages=man2html
http://packages.qa.debian.org/m/man2html.html
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon-graph.php?packages=unrtf
http://packages.qa.debian.org/u/unrtf.html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon-graph.php?packages=info2www
http://packages.qa.debian.org/i/info2www.html
http://packages.debian.org/sid/ooo2dbk
http://qa.debian.org/popcon-graph.php?packages=ooo2dbk
http://packages.qa.debian.org/o/ooo2dbk.html
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
http://packages.qa.debian.org/w/wp2x.html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
http://packages.qa.debian.org/d/doclifter.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon-graph.php?packages=tidy
http://packages.qa.debian.org/t/tidy.html
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon-graph.php?packages=texlive
http://packages.qa.debian.org/t/texlive.html
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon-graph.php?packages=groff
http://packages.qa.debian.org/g/groff.html
https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
https://zh.wikipedia.org/wiki/轉義序列
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BR
WRBERIR grof f £RPINXFIERPIH F"_", EA"col -b -x" RBIETE,

11.3.2 TeX/LaTeX

Tex Live BREEIR 1t T £8BMY TeX R#E, texlive JTELRR TeX Live PH—E85, ERERLHAEN B EET.
EEEHFZ AN TeX 1 LaTeX H2EEH,

* The teTeX HOWTO: The Linux-teTeX Local Guide

 tex(1)

* latex(1)

* texdoc(1)

* texdoctk(1)

+ ”The TeXbook”, ¥EZ& Donald E. Knuth, (Addison-Wesley)

« ”LaTeX - A Document Preparation System”, {fE#& Leslie Lamport, (Addison-Wesley)

+ ”The LaTeX Companion”, fE# Goossens, Mittelbach, Samarin, (Addison-Wesley)

ERRMEAIHRIRIE, 72 SCML RIERIBEFAHEEREFRIET R, lyx MEERMHA Lyx 1 texmacs FEEE

IRHtAY GNU TeXmacs #3% LaTeX 1t TIEE AT RENFTISHARIEIRIE, AMETS AL Emacs # Vim {ERHEIR
YT AR EE 23,

B 2R LEREFHE,

« TEX Live Guide - TEX Live 2007 (*/usr/share/doc/texlive-doc-base/english/texlive-en/live.html”)
(texlive-doc-base B)

+ Latex/Lyx B)—{E 5 EE$55]
« ([ LaTeX ETXERIE
« teTeX/LaTeX YAt {EE FHETES]

EXHEBE KRS, TeX BT HE, FNEBETE"/etc/texmf/texmf.cnf” NN pool YK/ (ERELIHIEHE 2 4R
#§2”/etc/texmf/texmf.d/95NonPath” ifi H #11T update-texmf(8)) R{E1E LLREIRE,

R

"The TeXbook” By TeX [RIGIEE] LA http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex £ &, Ltk
BRESTEASHMENESEES., FERIEXXGFFIE 7 215 10 17538 71 H#HE \input manmac
\proofmodefalse”, FARILARD tex(l) RERIBUES M4, FiEZIBZBERBEIEAZE (EF Donald E. Knuth BfE:
E) MARERR LA, BRELRAFHRAEHEERZE Tex MARFIGF !

11.3.3 E=MIIENFME

REESAMN MERE — B SEENRE LRSI FHRE.

$ man -Tps some_manpage | lpr



https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://www.tldp.org/HOWTO/TeTeX-HOWTO.html
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
http://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
http://supportweb.cs.bham.ac.uk/documentation/LaTeX/lguide/local-guide/local-guide.html
http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
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HER RITE X | FESEE Bl
docbook-to-man | V0. 1:13 191 SGML - man | {& DocBook SGML %[ roff FHE EETELHIEIR
o FHME BS
text - man . .
help2man V:0, I:10 498 EME 118 --help 5| EHEIERFHENTAR
info2man V-0, I:0 134 ;fﬁﬁ%ma“ #81% GNU info 3 POD s F M E MR
txt2man V0, I:1 114 ;Xﬁﬁ“;a" IRABEERY ASCH XFE N AFMERR

Table 11.13: B FMEMNTEIR

11.3.4 ENFME

RERAL roff SN FME (manpage ) ZFTEERY, EEERE —LHEMWENBRANRENFHE,

11.4 FJERIAEF}

£ Debian 247, BJPIENRYE 42 PostScript #&T0H, ¥1523E PostScript ENZR1%, 1BF Unix ZIEN &4 (CUPS) f£H
Ghostscript fEAE B E X MEIEER,

11.4.1 Ghostscript

BRI n]ENRIAE $H894Z100 2 Ghostscript PostScript B 288, T HES A RL LSS

RE Artifex FIEH 5% Ghostscript EXEEBIRIEF I8 AFPL &5 GPL, I BREHINERSHIRA, EFSH TR ESP
hRABICKEE, 140 CUPS 8.60 R,

]R8 ATE X/ | EREA

ghostscript V:252,1:598 | 231 GPL Ghostscript PostScript/PDF B 7% zx
ghostscript-x V:15, I1:65 223 GPL Ghostscript PostScript/PDF H = es-X BE/R X 1%
Tibpoppler9s I:3 4172 | PDF JE8ZE (xpdf PDF FIBHRMNXT)
Uibpoppler-glib8l y.o1; 1451 | 449 | PDF BB ( EH Glib B =FE)
poppler-data V:111,1:637 | 13090 | AR PDF JEZ:EHY CMaps (CJK z1&: Adobe-*)

Table 11.14: Ghostscript PostScript B :2287!|3R

B
"gs -h” BEZWEE/R Ghostscript HEEEE .

11.4.2 &E#mM{E PS =X PDF {&%

{REESA(EA Ghostscript FHY gs(1) 2RE G Mi{E PostScript(PS) BRI BIEX A& (PDF ) 183,

$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo2.ps
$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf



http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon-graph.php?packages=docbook-to-man
http://packages.qa.debian.org/d/docbook-to-man.html
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon-graph.php?packages=help2man
http://packages.qa.debian.org/h/help2man.html
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
http://packages.qa.debian.org/i/info2man.html
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
http://packages.qa.debian.org/t/txt2man.html
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon-graph.php?packages=ghostscript
http://packages.qa.debian.org/g/ghostscript.html
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon-graph.php?packages=ghostscript-x
http://packages.qa.debian.org/g/ghostscript-x.html
http://packages.debian.org/sid/libpoppler95
http://qa.debian.org/popcon-graph.php?packages=libpoppler95
http://packages.qa.debian.org/libp/libpoppler95.html
http://packages.debian.org/sid/libpoppler-glib8
http://qa.debian.org/popcon-graph.php?packages=libpoppler-glib8
http://packages.qa.debian.org/libp/libpoppler-glib8.html
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon-graph.php?packages=poppler-data
http://packages.qa.debian.org/p/poppler-data.html
https://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/PostScript
https://en.wikipedia.org/wiki/PDF
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=z
R

PDF RRERENBEFEENERNERER, E4XE LEHE —LREIMIMAIRAEIEYE T/ PS 183,

BR
HIRH SRR, psmerge(l) 1 psutils BHRVEM S ERRIE PostScript X4 S 2EBHEMN. pdftk B/
pdftk(1) 7EEEIE PDF XHRIBHE B 2R IF Y,

11.4.3 EEFEIRIERNTAR

NTEEETENRIEHITRYIR,

]i4e mITE XA | EEEEE Bz
s ] ] pdf - ps,text, | PDF TE: pdftops, pdfinfo, pdfimages,
poppler-utils V:241,1:434 | 689 pdftotext, pdffonts
psutils V:6, 1:105 219 ps —ps PostScript T2 =R T H
poster V:0, I:5 58 ps — ps H PostScript B ®{EXELEIR
N =34 ; =]
enscript V-1, 1:20 S13y | eXt=ps, &y ASCII X F 2/ PostScript, HTML, RTF 3%
html, rtf Pretty-Print
RIS F RN PostScript’ BRI HBEEHEEAR
2 .1, I:15 3651 - i
azps Vi XD gamBEniEs:
pdftk I:51 28 pdf — pdf PDF XHE#TH: pdftk
htm12ps V-0, I:3 249 html - ps & HTML %/ PostScript FYE R 2s
gnuhtmi2Tlatex V:0, I:1 27 html - latex | ¢ html 21 latex FJEEIREE
. B LaTeX SXIFZIBETE Microsoft Word sEEX Y

latex2rtf V:0, 1.6 480 latex — rtf RTF FRtAgST 1

77K Ry -/ i A
Ds2eps V3. 168 08 DS eps 7S Pons:Scrlpt Z] EPS ( Encapsulated PostScript ) £

Bigs
ez2ps V:0, 1.0 109 text - ps F B H X miEZ BRI FF PostScript EiREs
impose+ V:0, 1.0 119 ps - ps PostScript T &

. "o ERRIFENFFZJRFEL, ( C, C++, Java, Pascal, Perl,
trueprint Vo, 10 146 text—ps Pike, Sh, #[I Verilog ) 2!l PostScript, (C z&85
pdf2svg V-0, I:4 30 ps - svg PDF Zr] A 2R EY[a £ B AR RIS IREs
pdftoipe V:0, I:.0 71 ps - ipe X PDF ZJ IPE ‘s XML IR HE#RES

Table 11.15: ERIECTENRIZ R T EFIR

11.4.4 F CUPS %IE[]

Unix i@AZIENZRLE (CUPS) HEY Ip(1) #0 Ipr(1) sr L &R T B ERIIENEHANRIE,
{RE] BAE A T 5as < R —{ERFUED 3 BRI HIBRIIESR.

$ 1p -n 3 -0 Collate=True filename

$ 1lpr -#3 -0 Collate=True filename

{REESMIBIE” -0 number-up=2”,”-0 page-set=even”,”-o0 page-set=odd”,”-o scaling=200”,”-0 natural-sc

EFENRWEIERE— T ERNRIBIRF, FEPXGS RS IITIENFEIE,



https://zh.wikipedia.org/wiki/Portable_Document_Format
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
http://packages.qa.debian.org/p/poppler-utils.html
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon-graph.php?packages=psutils
http://packages.qa.debian.org/p/psutils.html
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon-graph.php?packages=poster
http://packages.qa.debian.org/p/poster.html
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon-graph.php?packages=enscript
http://packages.qa.debian.org/e/enscript.html
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon-graph.php?packages=a2ps
http://packages.qa.debian.org/a/a2ps.html
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon-graph.php?packages=pdftk
http://packages.qa.debian.org/p/pdftk.html
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon-graph.php?packages=html2ps
http://packages.qa.debian.org/h/html2ps.html
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
http://packages.qa.debian.org/g/gnuhtml2latex.html
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon-graph.php?packages=latex2rtf
http://packages.qa.debian.org/l/latex2rtf.html
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon-graph.php?packages=ps2eps
http://packages.qa.debian.org/p/ps2eps.html
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
http://packages.qa.debian.org/e/e2ps.html
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon-graph.php?packages=impose+
http://packages.qa.debian.org/i/impose+.html
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
http://packages.qa.debian.org/t/trueprint.html
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon-graph.php?packages=pdf2svg
http://packages.qa.debian.org/p/pdf2svg.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
http://packages.qa.debian.org/p/pdftoipe.html
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
http://localhost:631/help/options.html
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ERES TR XN | EAHEE anfH
sharutils V:4, 1:55 1421 0 shar(1), unshar(1), uuencode(1), uudecode(1)
mpack V:1,1:18 106 MIME IRIEF0RERS MIME & 31: mpack(1) 0 munpack(1)
T f# Bl MIME FiEEIR]”application/ms-tnef”, ZI&T
tnef V:1,I:10 110 ms-tnef { F P (55
2 4 v .
uudeview VO, 15 109 i TR R 4RiE R FIREISES: uuencode, xxencode,

BASE64, quoted printable # BinHex

Table 11.16: BENREG BRI EEIRAEEERITIR
11.5 EEEREH

T E RIS B IHE T RIRIK,

BN
INREMTEFime] AECEER IMAPA ERR2E, MRPREHEAS MR BRAE 4 IMAP4) fEIARSE (2
ARSRIEHA SRR RETB LR,

W

R%¥ 6.7 T

11.5.1 EHEREE

Y (SMTP) ENEZWIREFIA 7 A EMFY, TEMSIZERF 8 i1 FERHMER Multipurpose Internet Mail Extensions
(MIME) #4888 2 Rz BHIER EY MBEMNFAERSE 7 (18X, (2R%E 84.1 ).

IR EETFIE R mbox, T2kiE RFC2822 (B RFC822 FH) M. 28 mbox(5) (B mutt EEEEIR1H).

HHIEOMNEES, B8 BB 8 iIFTT, “Content-Transfer-Encoding: quoted-printable” il ISO-8859-1 &F
HEBEWARBAHINREN X F W AmIES UTF-8, HRETLRE 7UEH, A Content-Transfer-Encoding:
quoted printable” h2&iEM,

¥ AEE, E4MY Content-Type: text/plain; charset=IS0-2022-JP” BE#ARBHREEXFIE 7 {iL,
B2 %E’Jﬁi)\?%ﬁﬁ:aﬁ HHYES TR Shift-JIS RESXE G, WMRHEXFIEHA UTF-8 MR, NS HEHZ 8
fiIER, £ Base6d BEEN., HEMES h2EUNER.

A2
NRIFHVIE Unix BB B HETLLER — B E%EF IMAP4 BR7%iEA93E Debian EFiRaARE, o] AiBiBMITIRE
IMAP4 FRFSZRGEMHERBEH. (BR% 6.7 ).

==}
MRFREAEEBMERFTFEN, F—PIREMBENZ mbox B LLEKLF. & mutt(l) ERSIEENEFiRIEN MU
EHERISTALIESRIRIE,

{RETLAfEFE procmail(1) 1 formail(1) IEEFE A 53 BIRL & — S ER (4.
B—HEHEESERARE mpack FXEEE R munpack(l) &< (HEERHENTE ) RIES MIME HIENE,

11.6 BEFERTERE

T RERERENER, HENEENTAS,



http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon-graph.php?packages=sharutils
http://packages.qa.debian.org/s/sharutils.html
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon-graph.php?packages=mpack
http://packages.qa.debian.org/m/mpack.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon-graph.php?packages=tnef
http://packages.qa.debian.org/t/tnef.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon-graph.php?packages=uudeview
http://packages.qa.debian.org/u/uudeview.html
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc2822
https://zh.wikipedia.org/wiki/Base64
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]0E" TE K| EASEE Bl
Z EE E .
gimp V:68,1:341 | 22313 i’ = GNU B EEIEIE TV
Z EE E .
imagemagick 1:400 218 ;;’ (= B IR
Z EE E . N
graphicsmagick | Vv:3,1:17 5224 ;g’ (= B RIEFER, (imagemagick R4 HRAY)
Bz (BEfE | FRR SANE BYER GTK+ BIgiim@E Az m GRED
17, 1:17 234 o 17 e
xsane VA7, L1731 2346 gy PI A HRAIE T)
netpbm V:32,1:409 | 4302 ;g’ (& BN EHERT R
. . o o S Windows T SEAN 71288102 PNG 18\, &
icoutils V2L, 11127} 221 | png - ico(bitMapk b e kg (Y, 2 BERE B (favicon.ico)
scribus V:2,1:23 30375 | PYPAVSVE | s ibus DTP 4883
Libreoffice-dray ..o, 1434 | 14600 ;g’ (= LibreOffice S A E# 182
inkscape V:55,1:209 | 84823 ﬁ’ (= SVG ( a] 4k EEE ) drnigas
dia V:5, 1:31 3727 ;;’ (= EIRHESE (Gik)
. E ; o "/, > =LA PA=]
<Fig vaas | 1703 | B B | aEEAET, ERRnERERREsE
. o i n fmEE R EETZRER
pstoedit V-4, 1:98 988 pgs/pdf 1mage([?bstScr1pt # PDF 182 FI AREERI M EE il
2) 28 (SVG)
Libwmf-bin V:10, 1:211 | 113 g)“dowy Mg indows TEAEZ (HEBERER) SR TE
fig2sxd V:0, I:0 149 fé?)* sxd(f B2 XFig #83R % OpenOffice.org & E &R
unpaper V:2,1:19 460 image — image| ZEIE OCR IFREAMNTE
tesseract-ocr V:8,1:.37 1500 | image — text TEHZERIE = OCR 52/ OCR ERHE
- - = AT H=
tesseract-ocr-en %7 1:37 4032 | image text %Cé SIEEN: AREXIFHR tesseract-ocr 58 =
gocr Vi1, 113 531 image - text | 2E OCR #R32
ocrad V-0, I'5 303 image - text | 2E OCR ¥XAZ
eog V:71,1:264 | 10189 | & (Exif) | Eye of GNOME &R &Iz,
gthumb V:5, [:22 5475 | &K (Exif) | & E#Eas (GNOME )
geeqie V:6, .21 14643 | & (Exif) | &5 GTK+ R AER
shotwell V:19,1:223 | 6451 | 2% (Exif) BHEAEERS (GNOME)
gtkam V:0, I:6 1154 | & (Exif) | & EEFIFIER (GTK+)
gphoto2 Vi1, :12 955 R (Exif) gphot02 i”ﬁ;“?%up SHTh R E R R EAETT
gwenview V:28,1:.97 10570 | #& (Exif) | EFAEE= (KDE)
kamera 1.97 798 R (Exif) | KDE ERZIEERREEERYE HEREE
digikam V2, 1:13 2646 | B2% (Exi) | AR KDE RERBHNSR T RBE SEEA
exiv2 V:3, 1:44 321 ¥%R (Exif) | EXIF/IPTC TENERE L H
exiftran Vi1, I:21 70 TR (Exif) | (XNEEEERIEHER jpeg BRIEN
. 1/ . B = Iy N i N
jhead VLT 108 2% (Exi) ;%EI.E;E? JPEG 2 (B HEEEFR) /Y Exif FRY
exif V1, 12 339 %R (Exif) | B8R JPEG FEXAFHI EXTF EflIGR LI TR
exiftags V-0, I:5 292 R (Exif) | IRENREIETERT JPEG T8 32 a8) Exif 2B Em LE
exifprobe V-0, I:4 499 TR (Exil) | KEEER FEETTER
- image(FR¥A N
dcraw V:2, 1:19 535 ) - ppm FRASIR IR R BNRS AR E
findimagedupes | V0, L:1 79 image — fingerpdREME{I KB EATF R
ale V:0, I:0 839 image — image]| EHERRIENNFEEDE
imageindex V0, I:2 145 image(Exif) - hdtE 2 FZE I 5F € HTML fHE
outguess V0, I:2 261 jpeg,png B FRY Steganographic T B
Tibrecad V:4,1:18 8205 | DXF CAD E¥4m#82% (KDE)
o blend, TIFF, . g
blender V4, 1:38 79166 VRML, -+ FRENER 3D 4riEEs
mm3d V:0, 1:0 3778 gff&?’_ %0 [ gtp4 OpenGL 9 3D 1 AUEERES

open-font-design-teolkit |, | ¢ oo .. | ERERERE T


http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon-graph.php?packages=graphicsmagick
http://packages.qa.debian.org/g/graphicsmagick.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon-graph.php?packages=netpbm
http://packages.qa.debian.org/n/netpbm.html
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon-graph.php?packages=icoutils
http://packages.qa.debian.org/i/icoutils.html
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon-graph.php?packages=xfig
http://packages.qa.debian.org/x/xfig.html
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon-graph.php?packages=pstoedit
http://packages.qa.debian.org/p/pstoedit.html
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon-graph.php?packages=libwmf-bin
http://packages.qa.debian.org/libw/libwmf-bin.html
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
http://packages.qa.debian.org/f/fig2sxd.html
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon-graph.php?packages=unpaper
http://packages.qa.debian.org/u/unpaper.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr
http://packages.qa.debian.org/t/tesseract-ocr.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr-eng
http://packages.qa.debian.org/t/tesseract-ocr-eng.html
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon-graph.php?packages=gocr
http://packages.qa.debian.org/g/gocr.html
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon-graph.php?packages=ocrad
http://packages.qa.debian.org/o/ocrad.html
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon-graph.php?packages=eog
http://packages.qa.debian.org/e/eog.html
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon-graph.php?packages=gthumb
http://packages.qa.debian.org/g/gthumb.html
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon-graph.php?packages=geeqie
http://packages.qa.debian.org/g/geeqie.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/gtkam
http://qa.debian.org/popcon-graph.php?packages=gtkam
http://packages.qa.debian.org/g/gtkam.html
http://packages.debian.org/sid/gphoto2
http://qa.debian.org/popcon-graph.php?packages=gphoto2
http://packages.qa.debian.org/g/gphoto2.html
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon-graph.php?packages=gwenview
http://packages.qa.debian.org/g/gwenview.html
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon-graph.php?packages=kamera
http://packages.qa.debian.org/k/kamera.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon-graph.php?packages=exiv2
http://packages.qa.debian.org/e/exiv2.html
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon-graph.php?packages=exiftran
http://packages.qa.debian.org/e/exiftran.html
http://packages.debian.org/sid/jhead
http://qa.debian.org/popcon-graph.php?packages=jhead
http://packages.qa.debian.org/j/jhead.html
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon-graph.php?packages=exif
http://packages.qa.debian.org/e/exif.html
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon-graph.php?packages=exiftags
http://packages.qa.debian.org/e/exiftags.html
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon-graph.php?packages=exifprobe
http://packages.qa.debian.org/e/exifprobe.html
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon-graph.php?packages=dcraw
http://packages.qa.debian.org/d/dcraw.html
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon-graph.php?packages=findimagedupes
http://packages.qa.debian.org/f/findimagedupes.html
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon-graph.php?packages=ale
http://packages.qa.debian.org/a/ale.html
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon-graph.php?packages=imageindex
http://packages.qa.debian.org/i/imageindex.html
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
http://packages.qa.debian.org/o/outguess.html
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon-graph.php?packages=blender
http://packages.qa.debian.org/b/blender.html
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
http://packages.qa.debian.org/m/mm3d.html
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon-graph.php?packages=open-font-design-toolkit
http://packages.qa.debian.org/o/open-font-design-toolkit.html
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon-graph.php?packages=fontforge
http://packages.qa.debian.org/f/fontforge.html
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
http://packages.qa.debian.org/x/xgridfit.html
https://zh.wikipedia.org/wiki/Hinting
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N
7£ aptitude(8) (2%E% 2.2.6 T5) PHIERIRRIN~Gworks-with: :image” REMEFESHHRTE,

i@ﬂ%glmp(l)a_ﬁﬂﬁlﬁi HENZIFFE A, {BR imagemagick(l) EEMNTLI TAERESHEINLEIER
KR REAR,

B E SRS R BRI R RN RIERIEN(EXIF), EEEINETE JPEGC #RIEREN LINE—LxERRE,
ERESMGAFEW B, BRAEREENER.

The Lempel-Ziv-Welch (LZW) BEEMBEEN LB T, £A LZW BHEHINN BREEEMEN (GIF) TRRER]
PATE Debian 24 EBHERA T,

BR
(FRIEE BRI R EN RN E I EREFE 1L s IR HE B2 ER BT LAZE Linux BB USB E7ZE8EEE R T/E, AA T EEEEE
ERFEETRANE BER FAT B R4, 2%&5%F 10.1.7 1,

11.7 ARFEFEMNEHNEIRT R

EEES S EERNENERTE, 7 aptitude(®) (2E% 226 % ) ®AERIRRR"~Guse: : converting”” &
BT HEREEE,

EREE TE XN | EASEE an BH
alien V:2,1:34 161 rpm/tgz — deb | FEIFREVERFZELEFIRA Debian #XEEE
- O | I EFE (EHART) EmE—/) JIS X 4081
freepwing V:0, I.0 421 EB - EPWING #82 (EPWING V1 )P )
calibre V:9, 1:36 54876 | any - EPUB | & f =R ME=IE

Table 11.18: NEIFEIERE MR T BHIIR

fREESDIBIBYIN T AL RPM SN B HIRENE N,

$ rpm2cpio file.src.rpm | cpio --extract



https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/alien
http://qa.debian.org/popcon-graph.php?packages=alien
http://packages.qa.debian.org/a/alien.html
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
http://packages.qa.debian.org/f/freepwing.html
https://ja.wikipedia.org/wiki/JIS_X_4081
https://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
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Chapter 12

ARtz

B4R H —L Debian RAHPHIES

, B2 BRERFTNARLITENRIGS, FTEHESHIEMERIERME 2 H

FERISZ 14,
eSS RITE N2
autoconf V41, 1:282 1846 M autoconf-doc BIEHA) "info autoconf’
automake V:42, 1:279 1830 B automakel.10-doc BIEHR “info automake”
bash V:791,1:999 | 6469 | H bash-doc B3R “info bash”
bison V39, 1:103 2815 M bison-doc BREMHM “info bison”
cpp V:319, 1:770 | 42 H cpp-doc BIRERY "info cpp”
ddd V:0,1:10 4184 | M ddd-doc BIIEHEAY “info ddd”
exuberant-ctags V:5, 1:37 341 exuberant-ctags(1)
flex V39, .93 1279 | B flex-doc BIIEHRE) “info flex”
gawk V:368,1:454 | 2558 | Hi gawk-doc BIRMHEAR “info gawk”
gcc V:165, 1:604 | 45 H gcc-doc BIRERY "info gcc”
gdb V:13,1:114 9789 A gdb-doc BIEEHE) “info gdb”
gettext V:48, 1:312 5843 | B gettext-doc BIEERY “"info gettext”
gfortran V:11, 1:98 16 B gfortran-doc BIEHER “info gfortran” (Fortran 95 )
fpc I3 121 fpc(1) ¥IA fp-docs BIIRHAY html XF& (Pascal )
glade V-0, 1:8 1730 | 1838 Ul Builder % B IR AT IR
~ ~n 0 _ 0 _ _ E t E (135

1ibc6 V035, 1:999 | 12771 ﬁ;?cgllbc doc # glibc-doc-reference BHM “info
make V:157,1:609 | 1592 | i&i® make-doc BT “info make”
xutils-dev Vi1, 1:12 1466 | imake(1), xmkmf(1) %,
mawk V:372,1:997 | 242 mawk(1)

\ 2 _ _ - =FRidily
perl V:610,1:992 | 705 ?;rl(l) CARE @ per 1-doc 1 per1-doc-htm1 2 AT html X

B

python V:293,1:923 | 68 python(1) A% &8 python-doc BIIEHER html XF&
tcl V:31, [:414 22 tcl(3) CAE@ tecl-doc BIRENEFANFMEXH
tk V:30, 1:406 22 tk(3) Af@18 tk-doc BIIREMEFANFHEHF
ruby V:137,1:318 | 35 ruby(1) BAR@E R ri B RENRERNZSEFMH
vim V:106,1:398 | 3231 | @@ vim-doc BiREMER (F1) K&
susv2 I.0 16 il “EE— UNIX #H& (hRA2) 7 E (REEXFE)
susv3 L.0 16 BB “E— UNIX #R&E (hRA 3) 7 BB ( =aEXiE)

Z# manpages #l manpages-dev 821, m[LAE®ET “man BB &
BMHEAXIERZE, sTUEBIET “info EFEE” EF2EE, ¥

Table 12.1: EBNFEVARETHIEREEBLIBEE

EFMEFMSEEE, TETGNU L
Lt GFDL {HiE I AEEE DFSG W ARFR A,



http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon-graph.php?packages=autoconf
http://packages.qa.debian.org/a/autoconf.html
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon-graph.php?packages=automake
http://packages.qa.debian.org/a/automake.html
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon-graph.php?packages=cpp
http://packages.qa.debian.org/c/cpp.html
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon-graph.php?packages=ddd
http://packages.qa.debian.org/d/ddd.html
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon-graph.php?packages=exuberant-ctags
http://packages.qa.debian.org/e/exuberant-ctags.html
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon-graph.php?packages=flex
http://packages.qa.debian.org/f/flex.html
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon-graph.php?packages=gawk
http://packages.qa.debian.org/g/gawk.html
http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon-graph.php?packages=gcc
http://packages.qa.debian.org/g/gcc.html
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon-graph.php?packages=gdb
http://packages.qa.debian.org/g/gdb.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon-graph.php?packages=gfortran
http://packages.qa.debian.org/g/gfortran.html
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon-graph.php?packages=fpc
http://packages.qa.debian.org/f/fpc.html
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon-graph.php?packages=glade
http://packages.qa.debian.org/g/glade.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/make
http://qa.debian.org/popcon-graph.php?packages=make
http://packages.qa.debian.org/m/make.html
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon-graph.php?packages=xutils-dev
http://packages.qa.debian.org/x/xutils-dev.html
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/python
http://qa.debian.org/popcon-graph.php?packages=python
http://packages.qa.debian.org/p/python.html
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon-graph.php?packages=tcl
http://packages.qa.debian.org/t/tcl.html
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon-graph.php?packages=tk
http://packages.qa.debian.org/t/tk.html
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon-graph.php?packages=ruby
http://packages.qa.debian.org/r/ruby.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon-graph.php?packages=susv2
http://packages.qa.debian.org/s/susv2.html
http://www.unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon-graph.php?packages=susv3
http://packages.qa.debian.org/s/susv3.html
http://www.unix.org/version3/
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FrLARe]BEFREE main EEFEE contrib # non-free AgEFHE LR EM,

joed==]

AERA “test” FRAMITHARXMGNEF, EE shell FREE “test” &<,

VAV
@ R BRI IS 4RE B EIMIEF EEME “/usr/local” =% “/opt” Bk, EREJUNRREAKIEF
EH,

R’
“Freh: 99 HRMEE" RYESROIFI MAAIRIR M E IR STERES TS,

12.1 Shell [z

Shell fiA 226 FEAZRRISTHITIINX A 4,
#!/bin/sh

bll.“bllbll“.bll bII E—E bllbll %\ bll

£ —1THEBRREEEENL S TISEI S RY shell BRFERS,

FE1E shell MAMRFIERKEMRE UNIX AR WFEI TIEN, EEE—L shell fRIENIRR. BF “Shell #8
i2" ( http://www.greenend.org.uk/rjk/2001/04/shell.html ), BJUAfEERPEE,

& shell REART (2R 15 T 1.6 1), shell IASIEEERSH. REFBERSE,

12.1.1 POSIX shell &4

LRI S AER ] LAEIE{EE POSIX shell (28R 1.13) R#1T. RAEIER shell  “/bin/sh”, EEREREE
% shell F2FRRVEERE,

- # lenny HEEMRAREL, ER bash(1)
« dash(1) fit squeeze SEFAIRRA

4% BB bashisms ( bash 1t ) 3(# zshisms ( zsh 1t ) FBiEHY shell 15415, FERIESIBERTE POSIX shell ZEE
B iEMY, {RPILAER checkbashisms(1) ¥ EETIRE,

FH9: POSIX fEZE# A7 : bashism

if [ "$foo” = "$bar” ] ; then .. | if [ ”"$foo” == "$bar” ] ; then ..
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { ..} function funcname() { ..}
JGERIFHIFEIN: "\377” TREMFIRR: \xff”

Table 12.2: BA%Y bashism :5;£ 7R

£/ echo” G SMAHERE IR U TAESE, ERRIBAE shell FIMBaGmLHINE, ENERBEER,



http://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
http://www.greenend.org.uk/rjk/2001/04/shell.html
https://zh.wikipedia.org/wiki/POSIX
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- BREMAR “-n” DOMIERRSIRIE,
- BRAFEHERAERFT, ERIRIE shell RE, FERINERBER—K,

=z
=)

BE “-n” BIELARR POSIX iBi%, BEEECHEZES,

"R

MRMFREFRBEFEPRAERFY, Aprintf” @< EN echo” <.

12.1.2 Shell 3|£§

¥37AHY shell 5| EHAZETE shell RIAEEBEAE,

shell 5|2§ [

30 shell 2% shell f§ S HERIATE
$1 % —{& shell 51E}

$9 2 9 {& shell 51E}

$# ESIHEE

TE*T "$1 $2 $3 $4 ..

II$@II II$1II II$2" II$3II II$4II N
$? RiL— XS FE HIRERS
$$ 1E1E shell F§<R58Y PID

$1 RIDFAIRAIEE1TFE PID

Table 12.3: shell 5| &4%IFR

MTFARREECIRNESISIHRR.

IBRRINER WR var EHERERBREES | R var EEUS B TEARRER
${var:-string} ”$var” ’string”

${var:+string} ”’string” “null”

${var:=string} “$var” ’string” (E#HIT var=string”)
${var:?string} “$var” 7£ stderr FEE/R"string” (HEEEHE)

Table 12.4: shell 5| ERRATIER

A EBLERER: BIR EERLEN,

- B SHRAEE var BEREFERIES
« 3287 FHVAED var ERRHFEN, FIMAZE

12.1.3 Shell {&{43ER)

BEGSEHTIRE RERE, ERJMEIRHEDER,

« BXIN: 0 ("True”)
« 5LBY: 3E 0 ("False”)
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5| BB %R

${var%suffix} FRGIRS var ZZREERY suffix &/NILACIRTV
${var%%suffix} [FRAIAR var ZZERY suffix IR AILECIRTV
${var#prefix} RFRGIAR var BETERY prefix B/ \ILACIR LG
${var##prefix} MBRGIAR var FASERY prefix ERATLECIR TV

Table 12.5: EEZE /Y shell 5|E{ERTIR

==
=)

"0” £ shel IRFFERIPHIZRRE True”, AM0" £ C IR FEAHHISER False™,

=z
=)

[V R test RS REFEN, EFMER]” 2B IBRER —EIRMFRTI

TR EECIBHER RIFEE.

e ”<command> && <if_success_run_this_command_too> || true”
« ”’<command> || <if_not_success_run_this_command_too> || true”

- ITFARRZ1TIRSBRER

if [ <conditional_expression> ]; then
<if_success_run_this_command>

else
<if_not_success_run_this_command>

fi

BERERN “|| true” BEEM, EFRIUREEE shell IHSWBAERNNOMERT “-e” BIEMRIFLUASEZKT
BIMRH,

TR 1R O] #E B P 35 BV IR 14

-e <file> <file> 777E

-d <file> <file> FEN BE—EB &

-f <file> <file> GETHE—EEERER

-w <file> <file> FELHTS

-x <file> <file> TEfE M H o] $L1T

<filel> -nt <file2> <filel> BREE <file2> Hr

<filel> -ot <file2> <file1> 2A&LEEL <file2> &

<filel> -ef <file2> <file1> F1 <file2> IR TERIFVEZE £ H GHEEIRY inode 4wk

Table 12.6: TEI&HFRRTPETIER LR
BN RERGRRXTS”-eq”, "-ne”, 7-1t”, ”-le”, ”-gt” §#1”-ge”,
12.1.4 shell \2E

BB B %FETT AR POSIX shell BB,

« »for x in fool foo2 ..; do command ; done”,;ZZEBEE "fool foo2 ..” B FEE x” LT command”
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B IR [B] 85 B P £ B IR

-z <str> <str> HREAE

-n <str> <str> N RENAE

<stri> = <str2> <str1> Fl <str2> fHEE

<stril> != <str2> <strl> 0 <str2> NEFHF

<stri> < <str2> <str1> HEFTE <str2> Z /1 ( BURIREESIRIE )
<stri> > <str2> <strl> HESITE <su2> 278 (BURIREESIRIR )

Table 12.7: TEIRHRRINFEITFHRLLER
"while condition ; do command ; done”, E”condition” AERF, SEEHIT command”,
until condition ; do command ; done”, E”condition” A&fRiF, SEEHIT command”,
“break” FJLAFAZKIE 1@,
“continue” RJLAFZREFIA T —/KEE,

N
C :EESHHVEUEE R FIUAA seq(l) BIRER LR fool foo2 ...%

BR
28% 939 T,

shell KRELA R FIBYIERE RERIE —(EFE <5,

shell EEHX - 1?0

WREZIT E,éﬁ 7.8 L, shell BIEZITEE D EITHHEIES —(E1ZE:S (one token ) ( 5Z5%: one token ;218 shell 38

RIM—{E4BET) .
shell 1Ei F I NAFTHIIE EERS D FRIE 1258 ( tokens ),

- FEAFT: <
JLFIT

Tt > <tab> < BRITF >
T > |

;& ()
{BAAIRS 7.7 3% .

shell EtgEZ—

" B token FREY (REFRBEENTTR.

- {REBF: if then elif else fi for in while unless do done case esac
shell BRI ”.." Bk ' ... " Y FI&,

shell REAAMIAL ".." Bk " ... " Y JBIRAR,

-~ - EREAENRB R

- 7~<user>” - <user> KRB
shell ARGIRS 7. . .7 K SHEBAENE,
- E5: "$PARAMETER” 5X"${PARAMETER}”

shell BBAARAMIRR *. .. I &SEH,



https://zh.wikipedia.org/wiki/C_(programming_language)
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- »$( command )” - “command” Y%L

- » " command

>, »command” BEsH

* shell AFAAIRE 7" 8% " ... " FIHY glob BB LENIER,

- * L EEFET
-? - —EFwT

- [.] - FEEGRR. REFTT

« shell it FHIEFEER L ALHIT,

- BRER
- NS

— “$PATH” FRITT#ITIESE

« shell BIfEF—17, EIHXBEEIEFHEERXETEE,

L35 RPRIEESIREIZB MR,
7E shell AT “set -x" ZUfEA “-x" JRIERRED shell FJCAGE shell BRHFIERITHG S, EHRERRRBIEETH

(Ed:DR

12.1.6 F3i? shell I§$ B ERER

37 (£1REY shell F2I07E Debian R4 LEFTREMMBBRIBEN, (RERRER YENRECMREHRNERED.

- ”aptitude search ~E”, It HERERER,

- dpkg -L <package_name> |grep ’'/man/man.*/’”, %l <package_name> X2 EFTIR A man FH,

FYES) RITE X/ | EREH
coreutils V:891,1:999 | 17478 | GNU #%OL T H
debianutils V:925,1:999 | 230 FAh? Debian FEFE T E
bsdmainutils V:60, 1:996 26 KE FreeBSD RS THES
bsdutils V:673,1:999 | 393 KH 4.4BSD-Lite FERE 1T &
moreutils V:11, 1:35 237 EFYM Unix TH
Table 12.8: 2R} shell #§$ 15/ NEERERVEREE
BR
EBE moreutils AJREARTZIE Debian Z4, BEERMH T —LEFEBIVNER, RESEIEN—ER sponge(8), ER
IHEERIRIESRRE, EEIEETRA,

12.1.7 shell IESBHEEHIR

—{EIRSEERY shell FRNRIERENEH, echo Ml read LM EEMRA R, (RA]AERBERNSREFTEME,



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon-graph.php?packages=debianutils
http://packages.qa.debian.org/d/debianutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon-graph.php?packages=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon-graph.php?packages=moreutils
http://packages.qa.debian.org/m/moreutils.html

Debian 2= F 250/ 260

ERESD) ATE KV | ZRER
x11-utils V:180, 1:599 | 712 xmessage(1): £ — AR & PR~ — IR SRR (X)
whiptail V:87,1:.995 | 71 & shell IESWBPRRERAERFRIERE SR (newt)
dialog V15,1123 | 1222 | R shell ISR REREHE KT HIERE 5B (ncurses )
zenity V:87,1.409 | 384 R shell TES BT ABIEEE IR (gtk2.0)
bA 4—‘--\-|J.| ﬂ F v

ssft V0, 1:0 75 2_5‘1;‘1%1)?5 <Hh JlﬁﬁIﬁ (zenity, kdialog, and 758 gettext BY dialog

i\
gettext V:48, 1:312 5843 “/usr/bin/gettext.sh”: &z

Table 12.9: EARAENEEXIIR

12.1.8 zenity R shell F5< 15541

THEHE—EMEMIESHE, ©i@iB dvdisaster(1) B3 7454 RS02 #H72 B HIHT 1SO BR1IZ,

#!/bin/sh -e
# gmkrs@2 : Copyright (C) 2007 Osamu Aoki <osamu@debian.org>, Public Domain
#set -x
error_exit()
{
echo "$1"” >&2
exit 1
}
# Initialize variables
DATA_ISO="$HOME/Desktop/iso-$$.img”
LABEL=$(date +%Y%m%d -%H%M%S -%Z)
if [ $# '1=0 ] & [ -d ”"$1” ]; then
DATA_SRC="$1"
else
# Select directory for creating ISO image from folder on desktop
DATA_SRC=$(zenity --file-selection --directory \
--title="Select the directory tree root to create ISO image”) \
| | error_exit ”"Exit on directory selection”
fi
# Check size of archive
xterm -T ”"Check size $DATA_SRC” -e du -s $DATA_SRC/*
SIZE=$(($(du -s $DATA_SRC | awk ’{print $1}’)/1024))
if [ $SIZE -le 520 ] ; then
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is good for CD backup:\\n $SIZE MB”
elif [ $SIZE -1le 3500 ]; then
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is good for DVD backup :\\n $SIZE MB”
else
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is too big to backup : $SIZE MB”
error_exit ”"The data size is too big to backup :\\n $SIZE MB”
fi
# only xterm is sure to have working -e option
# Create raw ISO image
rm -f "$DATA_ISO” || true
xterm -T ”genisoimage $DATA_ISO” \
-e genisoimage -r -J -V "$LABEL” -0 "$DATA_ISO” "$DATA_SRC”
# Create RS02 supplemental redundancy
xterm -T ”"dvdisaster $DATA_ISO” -e dvdisaster -i "$DATA_ISO” -mRS02 -c
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="IS0/RS02 data ($SIZE MB) \\n created at: $DATA_ISO”
# EOF

RE]EB EERMEEY —ERENE, HPMNGLIRESLEML “/usr/local/bin/gmkrse2 %d” KIFZR.



http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon-graph.php?packages=whiptail
http://packages.qa.debian.org/w/whiptail.html
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon-graph.php?packages=dialog
http://packages.qa.debian.org/d/dialog.html
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon-graph.php?packages=zenity
http://packages.qa.debian.org/z/zenity.html
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
http://packages.qa.debian.org/s/ssft.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
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12.2 make

Make B —{E4ERZNEN TR, —BHIT make(1), make EBERANESR Makefile, Bt LIXBFERKIENE,
RBFERRBOEBERZEE TNE, BENSEMRFER, NEERERNTE, BRESLEEREMITES
EIRFEELE,

MAERIFEEWN T AR,

bll E bllbll *g bllbll: bll[bll *H bllbll Eﬁ bllbll *E- bllbll ; bll ...]

[TAB] b’ @& b’’b’" £ b’’1

[TAB] _h’’ hﬁﬁ b’ ’b’’ %\ b’’2 # b’’ 7&1\ b’ ’b’’ H§ b’ ’b’’ &iélt b’ ’b’’ %‘aﬂa b’’

[TAB] @ rr harj b’ ’b’’ /7|\ b’’3 # b'’ T—T)'—f b’ 'b’’ JJ: b’ ’b’’ @ b’ ’b’’ ﬂE b’’

EEMEP”[TAB]” @B TAB 121018, B —1TEEITEEBIRNEEH shell BB, TITRER”\” REEFLLIESHE.
ER$$” BAN"$” RIETT shell I5SIEFHIRIBEEUE,

BEiZIRIERE Rt LUBIBE N RAAE L, Fla0, WTFAxR,

%.0: %.c header.h

TER, BREET % Fu (RREMPHEIINE—E), "% FreflLiEBRNBERERTEE—EIEZNTFH,
MERATE REIFRER %" RRAEM 2 TR B FEREIIBARN,

HEIEH [E

$0@ =Bz

$< ElEEELES

$? AR EIERIE

$n TS

$* BiEERF, $* BRILER % LSS

Table 12.10: EHENEEHVTIR

SHIEXEH Bz

fool := bar —XEBREHF
foo2 = bar EEBEREHF
foo3 += bar N

Table 12.11: EEIBERZEHHITIR

#iT'make -p -f/dev/null” e RIBMRMAEREENLRIZRAL,

123 C

fREJ LB R I AR E B ENIRIRE R wZER C EXESHBEIE.

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential

libc6-dev X828, BIGNUCE, RM#tT C1Z%¥E, EEE7T CIENESERNIFEERNELE,
SEEHUT.

« “info libc” (C BERZ/ZE)

« gee(1) 1 “info gec”

* each_C_library_function_name(3)

s —

« Kernighan & Ritchie, “C f2xVi&515E5", % _hR ( Prentice Hall )



https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/C_(programming_language)
https://zh.wikipedia.org/wiki/C_standard_library
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12.3.1 F§ER C #2x{ (gee)

—(ERSEMEIF “example.c” FILAEBINTARF “libm” E—R4REAFHITER “run_example”,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\@’; /* fill to make sure string ends with ’'\@’ */
printf(”%5i, %5.3f, %10s, %10s\n”, argc, X, y, argv[1]);
return 0;

}

EOF

$ gcc -Wall -g -o run_example example.c -1lm

$ ./run_example
1, 2.915, ./run_exam, (null)

$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

&7 {ER sqrt(3), WAMER “-1m” EAERE libce BEEEAIE “/usr/1ib/libm. so”, BRMIEERAMN “/1ib/”,
B84 “libm.so.6”, B EME “libm-2.7.s0” M—{EEL,
FE—THENFNREER—ER., BIEEET “%10s”, EREBLET 10 BF7T.

EREE 2R EEMNISIZCIEEIRIEE T, LY sprintf(3) # strepy(3), BRANEEER, BAMILREGAMEEMEL
T ERRMIRERE, 51 snprintf(3) 1 strncpy(3) REK.

12.4 BREE

PREBERIEDNPREEN &S, HMEEREMRIBIZNESIFSR Debian (EREMMR, EHMLBEERN

mH
=113
JHO

=R

BHY

12.4.1 EAXK) gdb FEHGS

Debian E/RIRRYEEEIZINE gdb(1), ERERIRAERR VI TRIRHRIZEIZT\,
FRAMIE BN T ARG REE gdb LHEAERER,
# apt-get install gdb gdb-doc build-essential devscripts

gdb BYHFHIEIER"info gdb” REMINETTUAEA LRV E it 53XE., TR gdb(1) &£ 1R FH”-9” BIEMRE
ROBHER SR E L PREEE .
$ gdb program

(gdb) b 1 # b’
bllbll %ﬁ bll

Bt

bllbll ’;"E' bllbll J— bllbll '?i- bllbll EQ bllbll I:'_E bllbll ﬁﬁ.

(gdb) run args # b’ % b’ ’b’’ ‘_Elll b’ ’b’’ %& b’’b’’ g-)}" b’ ’b’’ ?i. b’ ’b’’ *EDF_ b’ ’b’’ :—Et
(gdb) next # b’ iﬂ‘ b’ ’b’’ ?i. b’’b’’ -F b’’b’" — b’’'b’’ ﬂ; b’’
(gdb) Step # bll % bllbll .53 bllbll iE bllbll )\ bll

(gdb) p parm # Db’ 5 b’ ’b’’ E1 b’’ parm b’’ # b’’b’’ {& b’’



https://zh.wikipedia.org/wiki/Debugger
http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html
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(gdb) p parm=12 #Db' B Db''b’’ {E b''b’’ | b''b’’ A b’ 12

(gdb) quit

R
72 gdb(1) AR ERREMRAERS. Tab IEZREMIRTE shell —#RERBELIE,

12.4.2 [4i8 Debian EX3ER]

E%7E Debian R4 LFERFIBEREN T EMBIERNEAZHEEH, BXSHUREMRESCRERNRESPEIK
T. #THEF gdb(1) BREE Debian ERFEEL, FHEIERY * -dbg #XEEELEK * -dbgsym MIBEFEWLE (U0 1ibce FE
%% 1ibc6-dbg, coreutils FEE%LE coreutils-dbgsym),

EZREIE B AGIRHIEER * -dbg BREE R, EAEFRBEGEE —FC, EIEMTE Debian main i§RE, EIRFEEE,
EEMimEs, SEEMESL *-dbgsym BREEE, IRLEFREBERFEEAGHIBIIIAE debian-debug IERE. ES &S
5 Debian Wiki 34 .

MR—EFERFREHREEZERMH *-dbg }ITELEK *-dbgsym BEEE, RBEERW FAARMRRIRIEHER
TAREE,

$ mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
apt-get source package_name

cd package_name*

sudo apt-get build-dep ./

B BB BB P

RFHIEL bug,

FEEEIREEIR AR ERE 73 Debian REARNER, FIIEEHRMECTFENRIEEIREEERN +debugl” FE, WMTF
AR RN B TIRIEEREEER ~prel” FE,

$ dch -i

SR T R il & A R B PR SR T SRV ERBE BL,

$ export DEB_BUILD_OPTIONS=nostrip noopt
$ debuild

$cd ..

$ sudo debi package_name*.changes

MEERENRENWBRE B ERRE ENHIMRHRER T CFLAGS=-g -Wall” &I,

12.4.3 JESENE

E i ZIFEIVERERYBFE, R bug BFH LRISE AR ERFEER.
0T PR BRAA AT CABNIS AR IR E A
* 7 gdb(1) FEITIER,
- EIREE,
- EERFMFERDE gdb R,
« £ gdb BRFFEBA DL,



http://debug.mirrors.debian.org/debian-debug
https://wiki.debian.org/DebianKernel
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RV IR TR gdb IRIBIITRY, MRERRE, RATIERT Ctrl-C RAEFRIURENS gdb BR1F,

Tm_-

, FEEIMBERE—THEZTE malloc()” 3’g_malloc()”. EEEHIFMEE, MINEERRIEE
ﬁFﬁE’J BE—LERENN—BESERERRTEE iﬁ&%&z "$MALLOC_CHECK_” B9{E% 2 (malloc(3)). fR=] LAIE B
TEAXESNIT gdb BFETE,

$ MALLOC_CHECK_ =2 gdb hello

12.4.4 =P gdb &<

ﬁ/ﬁ\ nnvFﬁ E’HEJ_
(gdb) thread apply all bt BEZHITEENIFIBRITERERE
(gdb) bt full IR AR5 B &N

(gdb) thread apply all bt full ARV EE — FEEEFS 8

§gdb) thread apply all bt full | emen o mipmpommatis guga, MIRERTAEMIES

(gdb) set logging on IE gdb B E D FFESR FERAIZE gdb . txt”)

Table 12.12: 5P gdb IR

12.4.5 PFrREGED X 1EREARVEEER

AR —1E GNOME 723\ previewl 2T —fE X #5&x, BEEBR —IFTEERNE.
preVler’ b’’ *El b’ 'b’’ —t b’ ’b’’ H:II b’ ’b’’ Iﬁ' b’ % b’ ’b’’ E b’ ’b’’ % b’ ’b’’ :%76
bllbll §j:t bllbll ‘-EI bllbllo bll

MR ZBIERRIER, FrIUERERITIERIMBEHEMN L - -sync” 818, I B7E"gdk_x_error” RN R TE T RIE
BEEEA,

12.4.6 inEEAKEME

RINFFRER 1dd(1) RELHFZTURIE KRR 1,

$ 1dd /bin/1s
librt.so.1 => /1lib/librt.so0.1 (0x4001e000)
libc.so0.6 => /1ib/1libc.so0.6 (0x40030000)
libpthread.so.0 => /1ib/libpthread.so.0 (0x40153000)
/1ib/1d-1inux.s0.2 => /1ib/1d-1linux.so0.2 (0x40000000)

E% 1s(1) $1T7E chroot ed IR1E, LA_EAYEEZE chroot ed IRIFH BRI AM,

285 936 T,

12.4.7 IEEAREAITER

Debian EH—Lr] ARSI AR TE,
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ERESD) ATE P NINBELE
libc6-dev V:249,1:620 | 14357 | mtrace(1): FREE glibc FFAY malloc
valgrind V:6, 1:46 80378 | elERREEIERNMDfes
electric-fence | V0,15 70 malloc(e) [EEBTEZC
Teaktracer V0, I:3 57 C++ FENaclE e R n te ey
Tibdmalloc5 V-0, 1:3 393 B D ECERREE
Table 12.13: I ERRImIRAI TRRTIR
ERESD) ATE XV | EREA
splint V0, 4 2315 | BEERECERN bugITE
flawfinder V:0, 1:0 181 28 C/C++ [RIRBIEREZERANTE
perl V:610,1:992 | 705 HIFVEFESS: B::Lint(3perl)
pylint V2, T:13 1371 | Python IR ISR REin S an
weblint-perl V:0, I:1 32 FAIS HTML RY/NISR9EE EGE 2
Tinklint V-0, I:0 344 RIEFFILAEE T EREEEER
Tibxml2-utils V:22,1:246 | 182 &R xmllint(1) RIGE XML 18R

Table 12.14: FFREFEN BT T EMIIR

12.4.8 SFREFEANESIT LA

WM REM lint BFREEFXBEITLE,

[ & Hw _EMHITER

{RETLAE A T ERY 75 Vi1 objdump(1) & 4az —EGIHIFZTNES,
$ objdump -m 1386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

12.4.9

=z
IE=)

gdb(1) FTLARZR B Bz RARIZTUAS,

12.5 Flex —{EFFAY Lex

Flex R1AE Lex BREBFEEZDITIZN AR,
BILAERA “info flex” #&fR flex(1) FIEIE,

REERHMECH main()” f”yywrap()”. BRI, {REY flex 1230, BERBKRERN, HENFESASTE,
—=RAZyywrap” 2—EE%E, "%option main” [BI£3TEA T %option noyywrap”.

fmi

%option main
%%
.|\n

%%

ECHO ;

RIN—FERIE, TR cc() BN E, REILMERFEELREE, - 1f 17, (BRER”- 117 i AT&T-Lex ). {EiE
EIERT, R"EZ %option”.



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon-graph.php?packages=valgrind
http://packages.qa.debian.org/v/valgrind.html
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon-graph.php?packages=electric-fence
http://packages.qa.debian.org/e/electric-fence.html
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
http://packages.qa.debian.org/l/leaktracer.html
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
http://packages.qa.debian.org/libd/libdmalloc5.html
http://packages.debian.org/sid/splint
http://qa.debian.org/popcon-graph.php?packages=splint
http://packages.qa.debian.org/s/splint.html
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
http://packages.qa.debian.org/f/flawfinder.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon-graph.php?packages=pylint
http://packages.qa.debian.org/p/pylint.html
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
http://packages.qa.debian.org/w/weblint-perl.html
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
http://packages.qa.debian.org/l/linklint.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
https://zh.wikipedia.org/wiki/Flex_lexical_analyser
https://zh.wikipedia.org/wiki/Lex_programming_tool
https://zh.wikipedia.org/wiki/Lexical_analysis
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12.6 Bison ——{EE{FAY Yacc

7£ Debian ¥, BEEERIZEIR M YacclBERIBIMEIERY LR ##4T 5L LALR RRATAYER RS,

0Ee ITE X/v | ZREB

bison V:9,1:103 2815 | GNU LALR e ERk 28

byacc V:0, 1:6 160 fB52#] ( Berkeley ) LALR fEATEs £l 28
btyacc V-0, I:0 243 Eh? byacc BIETMREITEREE

Table 12.15: $8% Yacc B9 LALR #RATSE R S85IR

BJUAER “info bison” 1R bison(1) BIZHFE.,

FEERHBME I main()” M yyerror (). &, Flex I AY"main()” MEAU»yyparse()”, & XM
Tryylex()”.

%%

%%

12.7 Autoconf

autoconf B—TERAREEEMRIEFERIBERE shell IHESHHITR, NEREATE GNU BEAKSTELE Unix &

autoconf(1) £ EC B SHE “configure”, “configure” (M “Makefile.in” EWiREEEM—EBEEEMN
“Makefile”,

12.7.1 #mEliZEEiEl

A
@ B

BT ERFFRNIER, IELEBERRER,

Debian NEE”/usr/local” 8”/opt” BER T EIUIER, NRFEERREREREN, IEEREE]”/usr/local/”
BT, ERELASFEER Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make

$ make install # bll E bllbll — bllbll '/I)JE bllbll ZEE bllbll ;E bllbll *-E- bllbll ; bllbll ﬁ
b’ ’p’’ % b’ b’ EU b’ ’b’’ /-?R b’ b’ %‘ﬁ b’ 'b’’ J: b’’

12.7.2 fEFRTEREN
WMRIFE RIS B EEMA autoconf(1)/automake(1), (NRIREERSMTEEREBETME, MITHN TGS REGRETE
23,

$ ./configure "all-of-the-options-you-gave-it”
# make uninstall



https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon-graph.php?packages=byacc
http://packages.qa.debian.org/b/byacc.html
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
http://packages.qa.debian.org/b/btyacc.html
https://zh.wikipedia.org/wiki/Autoconf
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BE, MRETHEELZEEFEERIBBET"/usr/local/” T HEBERRTEERNRA, (RAIUEBIN T
B L RBREMEBENANR,

# find /usr/local -type f -print® | xargs -0 rm -f

MR ECIERMLED THE, (Re]AEEEA checkinstall EREEE MY checkinstall(8), EAFE Rt —(EF
Wi RRPR LS B8RS, IRTE, EXXIEBEIAFE “-D” JBIEAY Debian EXFEEL,

12.8 Perl 5515 1ERERIT

BESAER] AWK FESREERE] BLUEI® a2p(1) $EHARY Perl, {BEEITHY AWK 15 S IBERIFERFHEBIRAEITH Perl 55
EHPMREETEERE AWK 18 H EL.
awk ’($2=="1957") { print $3 }’ |

EEFERTINEE—1T,
perl -ne '@f=split; if ($f[1] eq "“1957") { print "“$f[2]\n"}" |

perl -ne ’if ((@f=split)[1] eq ”1957”) { print "$f[2]\n"}" |
perl -ne '@f=split; print $f[2] if ( $f[1]==1957 )’ |

perl -lane ’‘print $F[2] if $F[1] eq "1957"' |

perl -lane ’print$F[2]if$F[1]eq+1957" |

RE—(EHEMEE R, ERLT FTEIILANSLE Perl B4,

- ERRBERIE,
- FERBFIFHENBENER,

EZMmSIEIEZ R perlrun(l), BEERITRY Perl 35S, FIAERA Perl Golf,

12.9 Web

BEANEEEENHE AT B0 T F5AHIF.

- SIRLBERERAENR HTML F2xL,
- HRAWEREFENFSERERE web AARBBXHHERIBSIBMI TS URL FHEZ—,

- ”http://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- ”http://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- ”http://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

« £ URL #8@E"%nn” 2fEA—{E 16 EAIHIF T nn BERE,

RIEE BT A: "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"”.
« Web {AlARES LAICGIFERN (IR —{B”program. **) 7ZE#ITES, ZBE{EA"$SQUERY_STRING” IRIEEE.
- CGI f2R0HY stdout (EXZBERE, FAEHNAIENE web HEHET.



https://zh.wikipedia.org/wiki/AWK
https://zh.wikipedia.org/wiki/Perl
http://perlgolf.sourceforge.net
https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
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HRELERE, EFAEBCEIERERENT CGI 5|EIHVFE. 7£ Perl #1 Python R EIRBRIIRARILAER. PHP HER
SEIhEE. EEEEFinERHHETFRS, s[EEAHTTP cookies . B EEBRIEEF iR & FIiS, @& M Javascript.

FEZEN, 2R BAMESENE, Apache BREEEEE, M JavaScript.

EE7E2IE 22 it s\ http://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial F£B] LAZE Google F1%% “CGI
tutorial”, IER=TE Google {5]iRES L8 CGI FESBIMITHT %,

%

12.10 [RIGHEEIR

[RiarsE iz,
L) TR XV | BAEEE B
perl V3610, 1:992 | 705 AWK - PERL| fE[RIGFEHE AWK BE% PERL: a2p(1)
f2c V:0, I:6 442 FORTRAN - ¢ fE[RI5757K FORTRAN 77 E832RY, C/C++: f2c(1)
intel2gas V-0, I:0 178 intel  gas & NASM (Intel #8=) B GNU Z=4RTELC (GAS)

Table 12.16: [RIRISEIR T B3R

12.11 H={E Debian &

WMNRIFERNE—(E Debian €1, BEFEHAE.

- % 2 BEERERNBEEERR

« 5 2713 TIERERMBEIAE

* 58 9.10.4 TIIEREEAR) chroot ik

« debuild(1), pbuilder(1) # pdebuild(1)

« B 1242 TYREMPREE

* Debian F4EE&ETE5| fFA—E#IE (maint-guide &)
+ Debian FZ2E2EFM (developers-reference &)
« Debian FKH&F M (debian-policy )

* Debian 4f:E€E1E5| (debmake -doc )

debmake, dh-make, dh-make-per1 SEiEE, HNREAITEERE, hEEHL,



https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/HTTP_cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/Apache軟件基金會
https://zh.wikipedia.org/wiki/JavaScript
http://www.google.com/search?hl=enamp;ie=UTF-8amp;q=CGI+tutorial
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/f2c
http://qa.debian.org/popcon-graph.php?packages=f2c
http://packages.qa.debian.org/f/f2c.html
http://packages.debian.org/sid/intel2gas
http://qa.debian.org/popcon-graph.php?packages=intel2gas
http://packages.qa.debian.org/i/intel2gas.html
https://www.debian.org/doc/manuals/maint-guide/
https://www.debian.org/doc/manuals/developers-reference/
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/manuals/debmake-doc/
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Appendix A

B %

AR,

A.1 Debian #=

Linux R4 E —EEEBLET EHRNINEERANGTETE, A, 2BEACHNLIINELIESE. EAIF PostScript
ROFTENMEECE LPR FTENEERRTI, RZREFOIF, ( BIERFT CUPS RRIIHNETRARILIRE, MABEE[E. )

E—REEMFRMMEM “SOURCE CODE” , BIFFEREMHBIERE, BEF —E2EEN HOWTO F mini-
HOWTO, EfSIRIEMR, BHAETASHETRMEATL T AAE, BT ERAEEGS, BEREERERN HOWTO
ik EF XK,

HALEEE “Debian 2EFM (ARZA 2.77 )" (2021-01-10 06:32:51 UTC ) AEEBN7E Debian =B EAHEII AR, Bt
IRt — BT HEE A,

A2 hRIEREE

Debian £2&F MBI, ( Osamu Aoki<osamu at debian dot org> ) ZE{, MSEFE—EREAZRAZIEERL, HPWHFESW
BEBR F K Debian FA FE 47T Eth Debian 1ERAERIESHEER,

FER4N T 3K B Josip Rodin FJE:% 2% (Josip Rodin fEDebian XAEIEHR (DDP ) HFIEEERE ), “Debian 2EF M (F
—hR, 2001-2007 )’ R{E T DDP XiEM—8,

6 F1&, HEMBIERE “Debian 2EFM (F—hk ) AEMRE, ERREHFESNSE. kY “Debian 2EFM (F
ZHR ) 7E 2008 2R,

BIZHRIFFER, TSR FTENAERIER,

» ”Linux & FM” Larry Greenfield (1996 £ 12 B)
— BT % IREY (Debian 232) BIfX

« "Debian #{F£” Havoc Pennington (1998 £ 12 A 11 H)

— 2843 H Oliver Elphick, Ole Tetlie, James Treacy, Craig Sawyer [ Ivan E. Moore Il £
- X1 #1ERE (Debian GNU/Linux: ZEEFMEAFM)Y BUL

+ ”Debian GNU/Linux: ZEF1{8F F” John Goerzen 1 Ossama Othman (1999)

- ZXH# (Debian 2EFM (F—hR D) BN



http://lists.debian.org/debian-user/
https://www.debian.org/doc/ddp
http://www.ibiblio.org/pub/Linux/docs/linux-doc-project/users-guide/user-beta-1.pdf.gz
https://www.debian.org/doc/manuals/debian-tutorial/
http://archive.debian.net/woody/debian-guide
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SN GIBAN — LRI ERK, BB TENANERIEN,
« ”Debian FAQ” (March 2002 & 3 BhR#A, ZEBF=2H Josip Rodin 4#E)
HEABW—LRFMER, AEME8TENANEREN,

» ”Debian 2E&Fff (35 —hR)” Osamu Aoki (2001-2007)

— 12 2008 FEHEEHHY”Debian 2 F M (5 2hR)” BUK,
ScHIfY “Debian 2EFM (F—hR)” HIFSERERE

» Thomas Hood RSB EFTENEENETERE

* Brian Nelson R E R TR X # VCS RIAERAERE

+ Jens Seidel ¥1EEMATNFZ ATHE LR TEE

« David Sewell 1T 7 K ERIRE

- REEES. BREMN bug HEEBEWTZSER

Debian RAFHZHENEEMNEEEERAREREENIENEESE. £ LEENEF LHEEBT ATER, €
FIRF2SHT, LERGTHESR, WSBF LRE, ERELEADNIMFRARXIEREREIRS.

gdb A SRRVHEIAGEF T #&E R Debian RN BHIEIMAZR 4R, iERZMW Ari Pollak, Loic Minier, 1 Dafydd Harries [E=2#Y.

RT EEERES Z I, “Debian 2EFM (kR4 2.77) (2021-01-10 06:32:51 UTC ) AP RNBEHRE ST
E, —LEREHEHNETETER.

fE& Osamu Aoki FELLBH A BEXERFBIEFELTERNNA,

A3 XIEEIV

RXFIRXIERREX BRI RER AsciiDoc X AXHREE, AsciiDoc EFHERIEEER, EBTLLEREEN XML,
BALERL, WERIEFEENAAZIFRE, RRJURRE XML # PO XHFREIEMENX G, @BEEMA, ]
HERY DocBook XML &3, BEIEAMERES WA, LA M —E&4HY Docbook XML J&, E{BEE44HY Docbook
XML B4 BES0 #EEF Ry HTML, epub, 4537, PostScript, 1 PDF. (B2 RAVEHE, ZAIRIBOIER, )
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http://wiki.debian.org/HowToGetABacktrace
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